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Introduction

ISP

Threat Sharing

The MISP threat sharing platform is a free and open source software helping information sharing
of threat intelligence including cyber security indicators, financial fraud or counter-terrorism
information. The MISP project includes multiple sub-projects to support the operational
requirements of analysts and improve the overall quality of information shared.

MISP galaxy is a simple method to express a large object called cluster that can be attached to MISP
events or attributes. A cluster can be composed of one or more elements. Elements are expressed as
key-values. There are default vocabularies available in MISP galaxy but those can be overwritten,



replaced or updated as you wish. Existing clusters and vocabularies can be used as-is or as a
template. MISP distribution can be applied to each cluster to permit a limited or broader
distribution scheme. The following document is generated from the machine-readable JSON
describing the MISP galaxy .


https://github.com/MISP/misp-galaxy

Funding and Support

The MISP project is financially and resource supported by CIRCL Computer Incident Response
Center Luxembourg

-
. circl.lu
' Computer Incident
Response Center
‘k‘ LUXEMBOURG

A CEF (Connecting Europe Facility) funding under CEF-TC-2016-3 - Cyber Security has been granted
from 1st September 2017 until 31th August 2019 as  Improving MISP as building blocks for next-
generation information sharing

If you are interested to co-fund projects around MISP, feel free to get in touch with us.


https://www.circl.lu/
https://www.circl.lu/

MISP galaxy

360.net Threat Actors

Known or estimated adversary groups as identified by 360.net..

360.net Threat Actors is a cluster galaxy available in JSON format at this location

| The JSON format can be freely reused in your application or automatically enabled
in MISP.
authors
360.net
APT-C-

39!I"#$%&' ()NSA*+,-(-./CIA0123(1450APT6789:";<=>? @ABCD"EOFGHIJK8:'LMLNOPQRSOTU@VOWXY,FZ\|*_R
S a#tbcdefghij0JK

The tag is: misp-galaxy:360net-threat-actor="CIA - APT-C-39"
CIA - APT-C-39 is also known as:

Table 1. Table References

Links
https://apt.360.net/report/apts/96.html

https://apt.360.net/report/apts/12.html

I"# - APT-C-00

kimnOceanLotusoAPTpq!"#1j67r00sVrOtu'vwxy67(z{[}360~ AACBE67N0%2012E4U4349:'"* OPQ&a0kaRSOk>
cEOLeeV &;ii=>1iAfI670f600Ma960BH3goUIKS

The tag is: misp-galaxy:360net-threat-actor="1"# - APT-C-00"
kim - APT-C-00 is also known as:
¥ OceanlLotus
View relationships graph
kim - APT-C-00 has relationships with:

¥ similar: misp-galaxy:threat-actor="APT32" with estimative-language:likelihood-
probability="likely"


https://github.com/MISP/misp-galaxy/blob/master/clusters/360net-threat-actor.json
https://www.github.com/MISP/MISP
https://apt.360.net/report/apts/96.html
https://apt.360.net/report/apts/12.html
https://www.misp-project.org/graphs/ad1a6df6-2251-5e47-a245-8693c1ace8fb.png

¥ similar: misp-galaxy:mitre-intrusion-set="APT32 - G0050" with estimative-language:likelihood-
probability="likely"

¥ similar: misp-galaxy:microsoft-activity-group="Canvas Cyclone” with estimative-
language:likelihood-probability="Ilikely"
Table 2. Table References
Links
https://apt.360.net/report/apts/93.html
https://apt.360.net/report/apts/1.html

https://apt.360.net/report/apts/94.html

$%& - APT-C-09

udu67(APT-C-09)( jHangOverOVICEROY TIGEROThe Dropping
ElephantOPatchwork(!"#$%¢£a¥0tuAPT67(E67)8 ©2A12E800167{]}Norman«-Z[/2013E-®( ° fiz+«-23§"
"UAACEGB70{1©-( E67A}/&;JK@--®°»Y496;%4¥:0IK (€., A2015ETIAAAC28UNII67AIA9: OA/ECE £Ea¥ V?@FGBEO- (2:\E]

iMBNA8E;JKO-{|OV Of2009E11U(NOOOx©28+49:'a¥0JK:(E67AIA9" RSOPQ@U=>?@JK(z:\PQ@U=>NAS
The tag is: misp-galaxy:360net-threat-actor="$%& - APT-C-09"
udit - APT-C-09 is also known as:

¥ HangOver
¥ VICEROY TIGER
¥ The Dropping Elephant

¥ Patchwork
View relationships graph
udu - APT-C-09 has relationships with:
¥ similar:  misp-galaxy:threat-actor="VICEROY TIGER" with estimative-language:likelihood-
probability="likely"

¥ similar:  misp-galaxy:threat-actor="QUILTED TIGER" with estimative-language:likelihood-
probability="likely"

¥ similar: misp-galaxy:mitre-intrusion-set="Patchwork - G0040" with estimative-
language:likelihood-probability="likely"
Table 3. Table References
Links
https://apt.360.net/report/apts/110.html

https://apt.360.net/report/apts/6.html


https://apt.360.net/report/apts/93.html
https://apt.360.net/report/apts/1.html
https://apt.360.net/report/apts/94.html
https://www.misp-project.org/graphs/231a81cd-4e24-590b-b084-1a4715b30d67.png
https://apt.360.net/report/apts/110.html
https://apt.360.net/report/apts/6.html

() - APT-C-27

2709Y P£a¥IARB670R600MA960B66gdIIK8IKERATAOWINdows5Ra4aiNANndroid5R(aANY 488" ceéAANdroid5RIKée
29#(Windows5RJIKEE55#(1]0C&C>i9#81APT-C-

2767iiINUUU(AIIBAA\066606+2" E67+IKDi:U0AWI0YP(YEJKE7yp"#(CUUURB$+%u&'()0*+(,6-.A"#0/0120EJIK67
3x164"5666$JK"7(89U1&30201:1UU;UIYPERY '<=>/1?@00-A8

The tag is: misp-galaxy:360net-threat-actor="'() - APT-C-27"
UOU - APT-C-27 is also known as:

Table 4. Table References

Links
https://apt.360.net/report/apts/100.html
https://apt.360.net/report/apts/98.html

https://apt.360.net/report/apts/26.html

Lazarus - APT-C-26

Lazarus67!BC$%DEOAPT67(E67B$IF 0&?@HIIK(GUuO9-HOUIRS?@JK(Ji~HUIRSO{WKLBE67{|0JK©-O\" Of2007E¢
'u«=~Z[ONOPQ(Lazarus67)2014 ERSTVexyJKaU(2016
EVAW'X@YMZCAU(2017E&"\]20&"p_Ja'OF"=bcdeafIK aUf;8°2017Egh-H0{iijk0«~aUOWannacryOIRmn.f
oB!E67aN8

The tag is: misp-galaxy:360net-threat-actor="Lazarus - APT-C-26"
Lazarus - APT-C-26 is also known as:
¥ APT38
View relationships graph
Lazarus - APT-C-26 has relationships with:

¥ similar:  misp-galaxy:threat-actor="Lazarus Group" with estimative-language:likelihood-
probability="likely"
¥ similar: misp-galaxy:mitre-intrusion-set="APT38 - G0082" with estimative-language:likelihood-
probability="likely"
Table 5. Table References
Links
https://apt.360.net/report/apts/9.html
https://apt.360.net/report/apts/101.html

https://apt.360.net/report/apts/90.html


https://apt.360.net/report/apts/100.html
https://apt.360.net/report/apts/98.html
https://apt.360.net/report/apts/26.html
https://www.misp-project.org/graphs/e6f4af06-fbb5-5471-82ae-b0bdb4d446ce.png
https://apt.360.net/report/apts/9.html
https://apt.360.net/report/apts/101.html
https://apt.360.net/report/apts/90.html

(* - APT-C-34

UUp6700-AiTq:£0¥(W_rs:+tuvCEtw(IK¥%%]18U@VO"_R;xyOPQxyOz{[}xyO_r3~|[VO 6xyOA@xyO” ACXENudxy 8E!
Group'FG  1307i(fi60dayd501wo6~(8360U0:£0¥IB ¢£2@at0*¥ho(TE67IINUUPNAPT-C-3408

The tag is: misp-galaxy:360net-threat-actor=""(* - APT-C-34"

UUp - APT-C-34 is also known as:

Table 6. Table References
Links

https://apt.360.net/report/apts/11.html

+,- - APT-C-36

A2018E4UaNO("#BC$%E&EOAPT67!8ENAPT-C-

360a9°©=£" RSNWXZ[nUIOTUO2 @V0 ' ii=>TiAfi670fi600a960B$gd01IK8zIK5RAINWindows(JKY.¥4--N"©=£"&RS8
JE67IKOY:¥4:1"#b®Y5¥4l"O©O=£!xQ ™ &4(° ©=£+°H=> fjN¢&+£(2E670" zub{\]360KL-:19 APT
670ii2°(42eTE67iiNIS8ENAPT-C-3608

The tag is: misp-galaxy:360net-threat-actor="+,- - APT-C-36"
I8£ - APT-C-36 is also known as:

Table 7. Table References
Links

https://apt.360.net/report/apts/83.html

I - APT-C-31

2018E11U25»(3601WKLY49pYs¥s+-H¢e AWA 68~ A"aA9AACOAPTIK@-(JKY¥AAAAC/AECEZES.0EERS(G7IK@ U0/
0dayod6CVE-2018-15982NHacking TeamORCS®il(BfIKY%%EERS0Ib®(3601G7APTIKIINONAO@ -8

The tag is: misp-galaxy:360net-threat-actor="./ - APT-C-31"
na - APT-C-31 is also known as:

Table 8. Table References
Links

https://apt.360.net/report/apts/10.html

ArmaRat - APT-C-33

2016E7U(360~ "aa91iAndroidDRONBCOEOOOAPTIK®-8IKOOxOd@UTelegramrUUuUUOArmaRatY P (66R4°IJKOO\
4-820NDR(A9ONDR?@406¢€48)/EYP&AUI:C&C]?ae2Sd6 OarmaO;<,(A\aaTE67iiINOArmaRatO8


https://apt.360.net/report/apts/11.html
https://apt.360.net/report/apts/83.html
https://apt.360.net/report/apts/10.html

The tag is: misp-galaxy:360net-threat-actor="ArmaRat - APT-C-33"
ArmaRat - APT-C-33 is also known as:

Table 9. Table References
Links

https://apt.360.net/report/apts/48.html

012 - APT-C-38

A2015E7UaNO( ¢e67nAPT-C-

380+:€a¥IA670M6004960g6UJIK (zJK5RNWindowsNANdroid8} ¢e670JKY2¥4i"#AI0b®Y4¥4I&£:E&'01iTx (IWin
dowsdRAT]/OPDBi006 a700SaberO(CEEENE:E'v0?@-A(RE670" zub1\]3609 APT
670ii2°(82eTE67iiN  ¢enAPT-C-3808

The tag is: misp-galaxy:360net-threat-actor="012 - APT-C-38"
ce - APT-C-38 is also known as:

Table 10. Table References
Links

https://apt.360.net/report/apts/30.html

334 - APT-C-37

660667nAPT-C-370a9886701C6'ONiARG700004960B$g60IK (zIJK5RNWindowsNANndroid8
The tag is: misp-galaxy:360net-threat-actor="334 - APT-C-37"

066 - APT-C-37 is also known as:

Table 11. Table References

Links
https://apt.360.net/report/apts/28.html
https://apt.360.net/report/apts/103.html

562 - APT-C-15

x6e@-!©2+:6a¥0FGOE©:- (Aiv4%0N [+ IN\®g 'vOgh6 7(¥40! ElY4%iTY MID8©255AIS: +2014E6Uf2015E11U$5(&;JKO© -
{|OV Of2011E12U8AIPOOdFG? @4UJK (AY4fL4E ceéfi0?ae86314#(C&C>IT#8

The tag is: misp-galaxy:360net-threat-actor="562 - APT-C-15"
x0e - APT-C-15 is also known as:

Table 12. Table References
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https://apt.360.net/report/apts/48.html
https://apt.360.net/report/apts/30.html
https://apt.360.net/report/apts/28.html
https://apt.360.net/report/apts/103.html

Links

https://apt.360.net/report/apts/8.html

&xUIB7NAPT-C-070($%/:€0tuAPT67(18 ©2A9ES Aia9" RS?@FGBEO-(\EITIBNY20(!Uyanadpyud_0JK8
The tag is: misp-galaxy:360net-threat-actor="758 - APT-C-07"
&xu - APT-C-07 is also known as:

Table 13. Table References
Links

https://apt.360.net/report/apts/4.html

9:: - APT-C-23

2016E5UaNO(I"#67nAPT-C-

2309AICE@URSO &RSii=>TIA670M600fa960B63g60IK8IK5R]$Windows)Android(JK ¢ AAIN:éa¥(aNYs488e"ceé
AAndroidéé24#(Windowséé19#(1]0C&C>i29#81APT-C-
2367iiN!I"#(Ail6A\066006+8" E67Tho JIKAAICEN\®@80#*+"-%9;-0'v(8<-&+\'AgaC12!E67hd+WindowsNAndr
0idO<5R-~-JK8()\'azedEé0APT67:.Ai" 2@a5RIKO*+(,kim(,-WaYAPT67JKO0iL.)\Windows5R8°h6/iO<5R(A0+A
ndroid5R-JK,GE20APT67(+\'AgaC8A#16%#++A\o¥!"<=>A?@060-A8

The tag is: misp-galaxy:360net-threat-actor="9:; - APT-C-23"
I"# - APT-C-23 is also known as:

Table 14. Table References
Links

https://apt.360.net/report/apts/27.html

<=>-APT-C-12

A2011EiA§ ' NO(1wIK67234nAPT-C-
12098 O |OPQOUI'iTbcN_?@A8§ OFGBE©-8E67AI;/5|VNPQ &;ID8fIKY.¥Als: +:'W6twS

The tag is: misp-galaxy:360net-threat-actor="<=> - APT-C-12"
234 - APT-C-12 is also known as:
¥ 57R@-nOperation NuclearCrisiso

Table 15. Table References

Links
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https://apt.360.net/report/apts/8.html
https://apt.360.net/report/apts/4.html
https://apt.360.net/report/apts/27.html

https://apt.360.net/report/apts/7.html

7@ - APT-C-01

APT-C-
01 in89(!"#B$a9:'twOAPT67(NOA2007EiIA©28:9:"[0" _OP;08U\Ik&aRS ibcN_"?@ABC11EO0FGGEO-(Al;/ |0:&
:-00<;-Nk=¢;0=>(>+EliW?@]ilIDSAPT-C-01}360KL-,::A7AC(2*E67;,0¥xCOBICA(6GiziiNOn8908

The tag is: misp-galaxy:360net-threat-actor=".?@ - APT-C-01"
n89 - APT-C-01 is also known as:
¥ DE

¥ FKG
¥ HI

Table 16. Table References
Links

https://apt.360.net/report/apts/2.html

Darkhotel - APT-C-06

DarkhotelInAPT-C-

060!"#B$a9é8V1JO|VOc+|V IRSAKFGOEJIK©-0APT6782014E11U(LACAAMEO«-svA7~ ADarkhotel
APT67(ANIE67NOA2010E%4! UiACA(Va¥aEE--+F'O:'OAACN»E8LAC AIE67iiNDarkhotelnOxyPo(16N+2e0"7IK @ -f-®(A]
IPOQROAAFGAA960STUVa«O' [OWYYyEOXxYZWYO[\' @V0]aJads

The tag is: misp-galaxy:360net-threat-actor="Darkhotel - APT-C-06"
Darkhotel - APT-C-06 is also known as:

¥ Luder
¥ Karba
¥ Tapaoux
¥ Dubnium

¥ SIG25
View relationships graph
Darkhotel - APT-C-06 has relationships with:

¥ similar: misp-galaxy:threat-actor="DarkHotel" with estimative-language:likelihood-
probability="likely"

¥ similar: misp-galaxy:mitre-intrusion-set="Darkhotel - G0012" with estimative-
language:likelihood-probability="Ilikely"
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https://apt.360.net/report/apts/7.html
https://apt.360.net/report/apts/2.html
https://www.misp-project.org/graphs/f52ab8b8-71f2-5a88-946f-853dc3441efe.png

¥ similar: misp-galaxy:microsoft-activity-group="DUBNIUM" with estimative-language:likelihood-
probability="likely"

¥ similar: misp-galaxy:microsoft-activity-group="Zigzag Hail" with estimative-
language:likelihood-probability="Ilikely"
Table 17. Table References
Links
https://apt.360.net/report/apts/97.html

https://apt.360.net/report/apts/3.html

AB4 - APT-C-20

APT28(APT-C-20)( jPawn StormOSofacyOSednitOFancy
BearNStrontium8APT2867foBA°NAAC” fi:(E67&;IJK63{|O\ Of2004E8zAIY%:¥]$ VO L0 67Nz{8$8U0AWII0da
y0o(&;u0?a_Aa9windowsOLinux PC}-C(OU4a9ablOS ¢c-é6°}-C8|4.:foB)dWé=Ze67FGIKAURM;8APT2867+201
SEA"fiiWU00- (0/JKNATORY'NgEO£LEQ:é” 8%afha«—230Bz)AAC” i;(°|4.:foBijNOMH174U8A2016EIAE67{10Y%:
¥STAKIzZIZwmy8

The tag is: misp-galaxy:360net-threat-actor="AB4 - APT-C-20"
End - APT-C-20 is also known as:

¥ APT28

¥ Pawn Storm
¥ Sofacy Group
¥ Sednit

¥ Fancy Bear

¥ STRONTIUM

View relationships graph
End - APT-C-20 has relationships with:
¥ similar: misp-galaxy:threat-actor="APT28" with estimative-language:likelihood-

probability="likely"

¥ similar: misp-galaxy:mitre-intrusion-set="APT28 - G0007" with estimative-language:likelihood-
probability="likely"

¥ similar: misp-galaxy:microsoft-activity-group="STRONTIUM" with estimative-
language:likelihood-probability="Ilikely"

¥ similar: misp-galaxy:microsoft-activity-group="Forest Blizzard" with estimative-
language:likelihood-probability="likely"

Table 18. Table References

Links
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https://apt.360.net/report/apts/97.html
https://apt.360.net/report/apts/3.html
https://www.misp-project.org/graphs/3d9f700c-5eb5-5d36-a6e7-47b55f2844cd.png

https://apt.360.net/report/apts/120.html

https://apt.360.net/report/apts/72.html

CD - APT-C-13

0p670Aiv:¥=>fg” O@UO"pRSNcleq38?"rAiagg&'v® Ode(\|své” TiBEO©-8E67:G100dayd6(CVE-2014-
4114)a9sve" ~aA"7ti1IK8+KIEu@O0vwsvi7R0dexUa9&' .2 @AIK8E67OU0ABIackEnergyti@Us°00p67gyyz?@x20FG
8E©-(Da9SCADA-C?@AIK(Q O{N&;©-INAO°OFGIK?@|09u8iufidiyM@!(a9svocu-C'|V=>0FGJK:i]fABlackEnergy
U0@U8,bG7JIKO}U0ABIackEnergyud@uo~( Ao Me°U;,fop678

The tag is: misp-galaxy:360net-threat-actor="CD - APT-C-13"
op - APT-C-13 is also known as:
¥ SandWorm
View relationships graph
op - APT-C-13 has relationships with:

¥ similar: misp-galaxy:threat-actor="Sandworm" with estimative-language:likelihood-
probability="likely"
¥ similar: misp-galaxy:microsoft-activity-group="Seashell Blizzard" with estimative-
language:likelihood-probability="likely"
Table 19. Table References
Links
https://apt.360.net/report/apts/87.html

https://apt.360.net/report/apts/69.html

APT-C-

35nAApo67( jDonot(!"#a9vCEin¥é;'vOr RS =>?@FGOE©-(\EIITNA0IK678E67/2017E3U}360 »pYA7-®( °AY
#wu«-pY.8 HAACEG70{1IK©-8IKO-{|A/2016 E4AU(NO©2(IKHEAietiNOU?@IK8

The tag is: misp-galaxy:360net-threat-actor="EFD - APT-C-35"

AAp - APT-C-35 is also known as:

¥ Donot

Table 20. Table References
Links
https://apt.360.net/report/apts/102.html

https://apt.360.net/report/apts/32.html
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https://apt.360.net/report/apts/120.html
https://apt.360.net/report/apts/72.html
https://www.misp-project.org/graphs/0fdab65b-3e2b-5fd8-be36-cc18c7bcc1d7.png
https://apt.360.net/report/apts/87.html
https://apt.360.net/report/apts/69.html
https://apt.360.net/report/apts/102.html
https://apt.360.net/report/apts/32.html

GH# - APT-C-08

8(2016EFG«~Z[Forcepoint{| aA8"67( °fa7~ (NOOOx©?28
The tag is: misp-galaxy:360net-threat-actor="GH# - APT-C-08"
BUm - APT-C-08 is also known as:

Table 21. Table References

Links

https://apt.360.net/report/apts/5.html

IJK, - APT-C-16

ROO867nAPT-C-

160( jSauronOStrider8E67Aia9:'OAAC a#'v? @FGOE©- (z:\EIITIDNA8E; JKO-{|O\ Of2010E(NOOOX©28E674#]
Kui:!1ja&(0a968¢(9b-Y23:80-20u0i1é31éK (gUienné; JKyp8&;uli?eeééjO\)diénEquationoé&(zi* ugi/iFnStux
netoOiinFlameo APT678

The tag is: misp-galaxy:360net-threat-actor="1JK, - APT-C-16"

ROOS - APT-C-16 is also known as:

¥ Sauron

¥ Strider
View relationships graph
ROOS§ - APT-C-16 has relationships with:

¥ similar: misp-galaxy:threat-actor="ProjectSauron”  with  estimative-language:likelihood-
probability="likely"

¥ similar: misp-galaxy:mitre-intrusion-set="Strider - G0041" with estimative-language:likelihood-
probability="likely"

Table 22. Table References
Links
https://apt.360.net/report/apts/70.html

LMN - APT-C-30

A@O67AI6sé¢E£VvA RSO'[_"O- RS RSIID(z:498'%?@A0DEOSOFGIK8AIA9" O31"=>ifbc(IK{|O\;,” Of2009E({|0
8842606N2008E(JK©-"68 ' NO8

The tag is: misp-galaxy:360net-threat-actor="LMN - APT-C-30"
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A@O - APT-C-30 is also known as:

Table 23. Table References
Links

https://apt.360.net/report/apts/82.html

O:P - APT-C-24

APT-C-
24 iSidewinderORattlesnake ™ (!AfiGjuU00APT678E673x\AECEOQ:'OSii +W0¢£] jo¥0'vNYLY4(AIJKE'v/e¥0® O &
Oud =>({xC0I¢z£0"¥!10rf060U0¥82020E§(E67OU0)COVID-
19é;0"0¥UIVAW'O:'NAECE~AAFGJIK(3UPE$9E670 u~ (Sidewinder«$«-A/pa-,COVID-

190®0 °~+¢2<3 1IN"<OU|i;u$IKz4.¥4(0GiAAa- 118

The tag is: misp-galaxy:360net-threat-actor="0:P - APT-C-24"
g"° - APT-C-24 is also known as:
¥ SideWinder
View relationships graph
g"° - APT-C-24 has relationships with:

¥ similar:  misp-galaxy:threat-actor="RAZOR TIGER" with estimative-language:likelihood-
probability="likely"

¥ similar: misp-galaxy:mitre-intrusion-set="Sidewinder - G0121" with estimative-
language:likelihood-probability="likely"

Table 24. Table References
Links

https://apt.360.net/report/apts/92.html

ScarCruft - APT-C-28

APT-C-2867( iScarCruftOAPT37

nReaperoOGroup123(!"#$%/éd£a¥0tuAPT67(z€;JKO©-{|O” Of2012E(0NO»)¥48©2Y4%8APT-C-
2867A1A9F " £EV?@FGOE©-(z:\EI¢cA &40"0UAPAE:0- NiTYMNABSAPT-C-
2867{|}LAC/Z[/2016E6U-®( °#«-2292? @A pAgU-®E670{IKO-8

The tag is: misp-galaxy:360net-threat-actor="ScarCruft - APT-C-28"

ScarCruft - APT-C-28 is also known as:

¥ APT37nReapero

¥ Groupl23
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View relationships graph
ScarCruft - APT-C-28 has relationships with:

¥ similar: misp-galaxy:threat-actor="APT37" with estimative-language:likelihood-
probability="likely"

¥ similar: misp-galaxy:mitre-intrusion-set="APT37 - G0067" with estimative-language:likelihood-
probability="likely"

Table 25. Table References
Links

https://apt.360.net/report/apts/79.html

Turla - APT-C-29

Turla Group iWaterbugOVenomous BearOGroup
88 (IAACUO0APT67(NOA1996E¥4iAC©(2015E\°JKO©-AAAABTUra670IKY:%A]~Ha# v(IK9AEI OudO &40@UOQ N
E a#t=>(61140JKNUNEFGtuJIK\]PG-2roa0@U°Ci8

The tag is: misp-galaxy:360net-threat-actor="Turla - APT-C-29"
Turla - APT-C-29 is also known as:
¥ Turla, Waterbug, Venomous Bear, Group 88

Table 26. Table References
Links
https://apt.360.net/report/apts/81.html

https://apt.360.net/report/apts/88.html

Carbanak - APT-C-11

Carbanak(EAnunak)JK67(I"#E'FGEEpq82013E4(EEEpqAESA-He30#'vNe¥0100vX@O¢+i-CNz+UIRS~-AJK (V24€;
JK©-0Ole?8

The tag is: misp-galaxy:360net-threat-actor="Carbanak - APT-C-11"
Carbanak - APT-C-11 is also known as:
¥ Anunak
View relationships graph
Carbanak - APT-C-11 has relationships with:

¥ similar: misp-galaxy:mitre-intrusion-set="Carbanak - G0008" with estimative-
language:likelihood-probability="likely"
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Table 27. Table References
Links

https://apt.360.net/report/apts/68.html

OR - APT-C-17

APT-C-
171360~ 0"aAPTIK(4aiG7IK@-iiNODO@-8¢;JK@-{|O\ Of2013E1U(§8 ©22014E3U(AIA9:'LMLN=>(%0!'EI4¥%0N
iMYMip(e$Naeafe; JKaus

The tag is: misp-galaxy:360net-threat-actor="QR - APT-C-17"
ID - APT-C-17 is also known as:

Table 28. Table References
Links

https://apt.360.net/report/apts/71.html

STU - APT-C-40

APT-C-
40(6ié)!0-{cAPT678Epq!©2220E(A0+JKeédNIK;0680«A00-aR0FGIK67 (AF{N!kiOIFnStuxnetoNiinFlameomn”®
0008

The tag is: misp-galaxy:360net-threat-actor="STU - APT-C-40"
0ié - APT-C-40 is also known as:

Table 29. Table References
Links

https://apt.360.net/report/apts/85.html

VWXY - APT-C-56

Operation_C-Major iTransparent TribeOAPT360Mythic

Leopard’ (IiRAECEUG0APT67(JKO-Tae A>O( AiJKY%NG'VO® O 6°67(GuNYax'vbA(RAECEWO@op{én3v.1zZAIJKI/ES
E67/2013EfA7~ (RE$"6U/©2423:82020E8(P0f;0A0'tU0 ©¥ (AU 670'[xy~aAUNEFGIK(.%:!OHoney
TrapO@-(\GS$EI'VRj]iTYM8

The tag is: misp-galaxy:360net-threat-actor="VWXY - APT-C-56"
I'_U- APT-C-56 is also known as:

¥ APT36
¥ ProjectM
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¥ C-Major
View relationships graph
I'_U - APT-C-56 has relationships with:

¥ similar: misp-galaxy:threat-actor="Operation C-Major" with estimative-language:likelihood-
probability="likely"

¥ similar:  misp-galaxy:mitre-intrusion-set="Transparent Tribe - G0134" with estimative-
language:likelihood-probability="likely"

Table 30. Table References

Links

Z?P - APT-C-61

APT-C-

61 iU8°({|©20" Of2020E1U(NOOICA(AIIKY:%NALECEOVAW VO'VRSO  |OPQO T ii=>(IK630iNOUY30U|iab5? @HI(A:
¥€6PRUNII(0:42Y:%€6(8 El1€6-01T¥U86z0100C20a40~0OEI0Y M*a" d»&/84~(0000Y PN python&aeacoeis

The tag is: misp-galaxy:360net-threat-actor="2?P - APT-C-61"

u8e - APT-C-61 is also known as:

Table 31. Table References

Links

Kimsuky - APT-C-55

Kimsuky !c/DEOAPT67, i(Mystery Baby, Baby Coin, Smoke Screen, BabyShark, Cobra
Venom)'({|}Kaspersky+2013EAC(E67B$a9/F'0é&pO”_udOTC6708Uau67 ?@IK(+UEOEi(+alIKY2%:aWi$& OAACN
gE2+w0'v8AIY%0NEI- O6E©- 8E67Dre?(x010JKaaNafiod0hwp¥UOUGi¥UOTIad0PE¥U'8

The tag is: misp-galaxy:360net-threat-actor="Kimsuky - APT-C-55"
Kimsuky - APT-C-55 is also known as:

Table 32. Table References

Links

N~ - APT-C-46

2019E8(u«—2ACA"aBCOACVUN0APTE749svo” 0-AJKO-(0ME; aroE670JKO-NOOV Of2014E (:WU3UFGtiO4uJK 6é
a9svo" RS?@JIK(+z0€0JKO-::uduipQuasar RATNVERMIN G0BU(€€%23%:00ANGA(Eljae(éIRj¥U 8

The tag is: misp-galaxy:360net-threat-actor="[\]* " - APT-C-46"
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ONCv67 - APT-C-46 is also known as:
¥ APT-C-46

Table 33. Table References
Links

https://apt.360.net/report/apts/169.html

ab - APT-C-47

ag$(360«~WAH+faaClickOncedil0JK©- (30u3601wKLQ a0s6Quré(~ 8!"a$%uta¥ fACAPT670IK@ - (JKY2¥4])(0a¥
fi;,04{RSN#x(0M360«~WAOYMroPQ(E670JKO-{|O\" Of2018E8v:a0iflyp«-BZIACE670IKO:- (.(ifi«~BZiACPOE; noya
APTJKAU8}Y/G7JK®-./360-HA7&éAC(4aedOMEG71BIK;n0!6(1ziiNO"#0O67(ANzrY AJ4$SAPT-C-478

The tag is: misp-galaxy:360net-threat-actor="ab_" - APT-C-47"
"#67 - APT-C-47 is also known as:
¥ APT-C-47

Table 34. Table References
Links

https://apt.360.net/report/apts/168.html

DomesticKitten - APT-C-50

Domestic Kitten(Check Point)(%iAPT-C-
508{|f'u«~2BAC(%2016E\$"6+?@0O&°HAa900IK (IKY4¥4]$:ée'w_8gh "CON¢ 9'0ii(\]ISISO)ONAI-*+:é&'¢_0iilOYD+
8,8/00!(aRJIKY4%4-1:68'2Z@8ICH.i/¥.nIRGC00-,_ Ow” :éé* RSOMNE6701188

The tag is: misp-galaxy:360net-threat-actor="DomesticKitten - APT-C-50"
DomesticKitten - APT-C-50 is also known as:
¥ APT-C-50

Table 35. Table References
Links

https://apt.360.net/report/apts/166.html

SandCat - APT-C-32

SandCat}LAC/AE+2018EA7~ (E67"6+U0FinFisher/ FinSpydE@UNCHAINSHOTJIK?23,AR000
Day0d0”i(:UG0uCVE-2018-8589NCVE-2018-86118AiIK:6OOENEQ 0¥0Y%4%.8

The tag is: misp-galaxy:360net-threat-actor="SandCat - APT-C-32"
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SandCat - APT-C-32 is also known as:

Table 36. Table References

Links

CNC - APT-C-48

E67/2019E~ ,6Né&0pdbho:ficnc_client,4(A\N656CNC678E67-AJK&'@UOLNO |NEE @V(EI-,8+JKui:U780G0Nda
y(AOf*9i~GO&aeYPOi~xy8

The tag is: misp-galaxy:360net-threat-actor="CNC - APT-C-48"
CNC - APT-C-48 is also known as:

Table 37. Table References

Links

<cd, - APT-C-41

APT-C-
41,1"#AnKIzZOO0OAPT6(EAPT67{|0JKO©-O\ Of2012E8E67AIa90WPOkizO=P60YP£0gE o¥N'v?@JK©-82020E(360~
AE672a94'¢;bc0JK(AiziiNAPT-C-418

The tag is: misp-galaxy:360net-threat-actor="<cd, - APT-C-41"
2®:8 - APT-C-41 is also known as:

Table 38. Table References
Links

https://apt.360.net/report/apts/158.html

Machete - APT-C-43

El
Machete}LACZEA7~ ({|0JKOV ON2014E(Aia9W:&E8360F<AME~ A"=Python&aeac0TX° mnPyark(309E° 0g6>?NO
bro(dee~ A"-gA2019E44"6C201WKL@-(JKO3u66@WAW0aU &aRS(_B°'mn(gbu0éaNE{0 aRj8

The tag is: misp-galaxy:360net-threat-actor="Machete - APT-C-43"
Machete - APT-C-43 is also known as:
¥ Machete
View relationships graph
Machete - APT-C-43 has relationships with:

¥ similar: misp-galaxy:threat-actor="El Machete"  with  estimative-language:likelihood-
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probability="likely"

¥ similar: misp-galaxy:mitre-intrusion-set="Machete - G0095" with estimative-language:likelihood-
probability="likely"

Table 39. Table References
Links

https://apt.360.net/report/apts/159.html

Gamaredon - APT-C-53

Gamaredon iPrimitive
BearOWinterflounderOBlueAlpha(NOA2013E%iAC2(IJAAC” Cx0APT678Gamaredon67Aia9své0” O'[OudOf
Cz{ ~4FGOE©-82E$(E6RY.gUDWZ;¢ u(i~-2r0u0@U(8. AWA«-xy9z? @¢&¢é) LOEj8

The tag is: misp-galaxy:360net-threat-actor="Gamaredon - APT-C-53"
Gamaredon - APT-C-53 is also known as:

Table 40. Table References

Links

efg - APT-C-44

dOF67nAPT-C-
440(1"#$%GI]PEOtUAPT67(E67!8 ©2A3E8dOF67Aia9:60¥?@FGOEO- (\EITDNASE; JK©-{|O\' 0f2017E11U(NO.©
aHg

The tag is: misp-galaxy:360net-threat-actor="efg - APT-C-44"
dOF - APT-C-44 is also known as:

Table 41. Table References
Links

https://apt.360.net/report/apts/157.html

WellMess - APT-C-42

WELLMESS67!"#>10A&-tuAPT67({|~ /2017EAS NOSE67AIA9£E¥?@BEIK(A0:?@UOOEQ1Y4IK(h6(AO6PUMIBEG
70%%AiIN_OITOPQ bec(\EI¥UNAS

The tag is: misp-galaxy:360net-threat-actor="WellMess - APT-C-42"
WellMess - APT-C-42 is also known as:

Table 42. Table References

Links
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https://apt.360.net/report/apts/136.html

Android

Android malware galaxy based on multiple open sources..

| Android is a cluster galaxy available in JSON format at this location ~ The JSON

. format can be freely reused in your application or automatically enabled in MISP.
authors

Unknown

CopyCat

CopyCat is a fully developed malware with vast capabilities, including rooting devices, establishing
persistency, and injecting code into Zygote B a daemon responsible for launching apps in the
Android operating system b that allows the malware to control any activity on the device.

The tag is: misp-galaxy:android="CopyCat"

Table 43. Table References
Links

https://blog.checkpoint.com/2017/07/06/how-the-copycat-malware-infected-android-devices-
around-the-world/

Andr/Dropr-FH

Andr/Dropr-FH can silently record audio and video, monitor texts and calls, modify files, and
ultimately spawn ransomware.

The tag is: misp-galaxy:android="Andr/Dropr-FH"
Andr/Dropr-FH is also known as:
¥ GhostCtrl
View relationships graph
Andr/Dropr-FH has relationships with:

¥ similar: misp-galaxy:malpedia="GhostCtrl" with estimative-language:likelihood-
probability="likely"

Table 44. Table References

Links

23


https://apt.360.net/report/apts/136.html
https://github.com/MISP/misp-galaxy/blob/master/clusters/android.json
https://www.github.com/MISP/MISP
https://blog.checkpoint.com/2017/07/06/how-the-copycat-malware-infected-android-devices-around-the-world/
https://blog.checkpoint.com/2017/07/06/how-the-copycat-malware-infected-android-devices-around-the-world/
https://www.misp-project.org/graphs/a01e1d0b-5303-4d11-94dc-7db74f3d599d.png

https://nakedsecurity.sophos.com/2017/07/21/watch-out-for-the-android-malware-that-snoops-on-

your-phone/

https://www.neowin.net/news/the-ghostctrl-android-malware-can-silently-record-your-audio-and-
steal-sensitive-data

Judy

The malware, dubbed Judy, is an auto-clicking adware which was found on 41 apps developed by a
Korean company. The malware uses infected devices to generate large amounts of fraudulent clicks
on advertisements, generating revenues for the perpetrators behind it.

The tag is: misp-galaxy:android="Judy"

Table 45. Table References

Links
http://fortune.com/2017/05/28/android-malware-judy/

https://blog.checkpoint.com/2017/05/25/judy-malware-possibly-largest-malware-campaign-found-
google-play/

RedAlert2

The trojan waits in hiding until the user opens a banking or social media app. When this happens,
the trojan shows an HTML-based overlay on top of the original app, alerting the user of an error,
and asking to reauthenticate. Red Alert then collects the userOs credentials and sends them to its

C&C server.
The tag is: misp-galaxy:android="RedAlert2"
View relationships graph

RedAlert2 has relationships with:

¥ similar: misp-galaxy:malpedia="RedAlert2" with estimative-language:likelihood-
probability="likely"
Table 46. Table References

Links

https://www.bleepingcomputer.com/news/security/researchers-discover-new-android-banking-

trojan/

https://lwww.threatfabric.com/blogs/new_android_trojan_targeting_over_60_banks_and_social_app

s.html

Tizi

Tizi is a fully featured backdoor that installs spyware to steal sensitive data from popular social
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media applications. The Google Play Protect security team discovered this family in September 2017
when device scans found an app with rooting capabilities that exploited old vulnerabilities. The
team used this app to find more applications in the Tizi family, the oldest of which is from October
2015. The Tizi app developer also created a website and used social media to encourage more app
installs from Google Play and third-party websites.

The tag is: misp-galaxy:android="Tizi"

Table 47. Table References
Links

https://security.googleblog.com/2017/11/tizi-detecting-and-blocking-socially.html

DoubleLocker

DoubleLocker can change the deviceOs PIN, preventing victims from accessing their devices, and
also encrypts the data requesting a ransom. It will misuse accessibility services after being installed
by impersonating the Adobe Flash player - similar to BankBot.

The tag is: misp-galaxy:android="DoubleLocker"
View relationships graph
DoubleLocker has relationships with:

¥ similar: misp-galaxy:malpedia="DoubleLocker" with estimative-language:likelihood-
probability="likely"

Table 48. Table References
Links

https://lwww.welivesecurity.com/2017/10/13/doublelocker-innovative-android-malware/

Svpeng

Svpeng is a Banking trojan which acts as a keylogger. If the Android device is not Russian, Svpeng
will ask for permission to use accessibility services. In abusing this service it will gain administrator
rights allowing it to draw over other apps, send and receive SMS and take screenshots when keys
are pressed.

The tag is: misp-galaxy:android="Svpeng"
Svpeng is also known as:

¥ Invisble Man
View relationships graph

Svpeng has relationships with:
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¥ similar: misp-galaxy:tool="Svpeng" with estimative-language:likelihood-probability="likely"
¥ similar: misp-galaxy:malpedia="Svpeng" with estimative-language:likelihood-
probability="likely"
Table 49. Table References

Links

https://securelist.com/a-new-era-in-mobile-banking-trojans/79198/

https://www.theregister.co.uk/2017/08/02/banking_android_malware_in_uk/

LokiBot

LokiBot is a banking trojan for Android 4.0 and higher. It can steal the information and send SMS
messages. It has the ability to start web browsers, and banking applications, along with showing
notifications impersonating other apps. Upon attempt to remove it will encrypt the devices'

external storage requiring Bitcoins to decrypt files.
The tag is: misp-galaxy:android="LokiBot"
View relationships graph

LokiBot has relationships with:

¥ similar:  misp-galaxy:malpedia="Loki  Password  Stealer (PWS)" with  estimative-
language:likelihood-probability="likely"
¥ similar: misp-galaxy:malpedia="LokiBot" with estimative-language:likelihood-
probability="likely"
Table 50. Table References
Links

<a
href="https://clientsidedetection.com/lokibot<em>_the_first_hybrid_android_malware.html">https:

/[clientsidedetection.com/lokibot</em>_the_first_hybrid_android_malware.html</a>

BankBot

The main goal of this malware is to steal banking credentials from the victimOs device. It usually
impersonates flash player updaters, android system tools, or other legitimate applications.

The tag is: misp-galaxy:android="BankBot"
View relationships graph

BankBot has relationships with:

¥ similar:  misp-galaxy:malpedia="Anubis  (Android)" with estimative-language:likelihood-

probability="likely"
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Table 51. Table References

Links
https://blog.fortinet.com/2017/09/19/a-look-into-the-new-strain-of-bankbot
https://forensics.spreitzenbarth.de/android-malware/

https://blog.avast.com/mobile-banking-trojan-sneaks-into-google-play-targeting-wells-fargo-chase-
and-citibank-customers

Viking Horde

In rooted devices, Viking Horde installs software and executes code remotely to get access to the
mobile data.

The tag is: misp-galaxy:android="Viking Horde"

Table 52. Table References
Links

http://www.alwayson-network.com/worst-types-android-malware-2016/

HummingBad

A Chinese advertising company has developed this malware. The malware has the power to take
control of devices; it forces users to click advertisements and download apps. The malware uses a
multistage attack chain.

The tag is: misp-galaxy:android="HummingBad"
View relationships graph
HummingBad has relationships with:

¥ similar: misp-galaxy:mitre-malware="HummingBad - S0322" with estimative-
language:likelihood-probability="likely"
Table 53. Table References
Links
http://www.alwayson-network.com/worst-types-android-malware-2016/

http://blog.checkpoint.com/wp-content/uploads/2016/07/HummingBad-Research-report_FINAL-
62916.pdf

Ackposts

Ackposts is a Trojan horse for Android devices that steals the Contacts information from the
compromised device and sends it to a predetermined location.

The tag is: misp-galaxy:android="Ackposts"
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https://blog.fortinet.com/2017/09/19/a-look-into-the-new-strain-of-bankbot
https://forensics.spreitzenbarth.de/android-malware/
https://blog.avast.com/mobile-banking-trojan-sneaks-into-google-play-targeting-wells-fargo-chase-and-citibank-customers
https://blog.avast.com/mobile-banking-trojan-sneaks-into-google-play-targeting-wells-fargo-chase-and-citibank-customers
http://www.alwayson-network.com/worst-types-android-malware-2016/
https://www.misp-project.org/graphs/f5cacc72-f02a-42d1-a020-7a59650086bb.png
http://www.alwayson-network.com/worst-types-android-malware-2016/
http://blog.checkpoint.com/wp-content/uploads/2016/07/HummingBad-Research-report_FINAL-62916.pdf
http://blog.checkpoint.com/wp-content/uploads/2016/07/HummingBad-Research-report_FINAL-62916.pdf

Table 54. Table References
Links

https://www.symantec.com/security _response/writeup.jsp?docid=2012-072302-3943-99

Wirex

Wirex is a Trojan horse for Android devices that opens a backdoor on the compromised device
which then joins a botnet for conducting click fraud.

The tag is: misp-galaxy:android="Wirex"

Table 55. Table References
Links
https://krebsonsecurity.com/2017/08/tech-firms-team-up-to-take-down-wirex-android-ddos-botnet/

http://www.zdnet.com/article/wirex-ddos-malware-given-udp-flood-capabilities/

WannalLocker

WannalLocker is a strain of ransomware for Android devices that encrypts files on the deviceOs
external storage and demands a payment to decrypt them.

The tag is: misp-galaxy:android="WannalLocker"

Table 56. Table References
Links

https://fossbytes.com/wannalocker-ransomware-wannacry-android/

Switcher

Switcher is a Trojan horse for Android devices that modifies Wi-Fi router DNS settings. Swticher
attempts to infiltrate a routerOs admin interface on the devices' WIFI network by using brute force
techniques. If the attack succeeds, Switcher alters the DNS settings of the router, making it possible
to reroute DNS queries to a network controlled by the malicious actors.

The tag is: misp-galaxy:android="Switcher"
View relationships graph
Switcher has relationships with:

¥ similar: misp-galaxy:malpedia="Switcher" with estimative-language:likelihood-
probability="Ilikely"

Table 57. Table References

Links
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https://www.symantec.com/security_response/writeup.jsp?docid=2012-072302-3943-99
https://krebsonsecurity.com/2017/08/tech-firms-team-up-to-take-down-wirex-android-ddos-botnet/
http://www.zdnet.com/article/wirex-ddos-malware-given-udp-flood-capabilities/
https://fossbytes.com/wannalocker-ransomware-wannacry-android/
https://www.misp-project.org/graphs/60857664-0671-4b12-ade9-86ee6ecb026a.png

http://www.zdnet.com/article/this-android-infecting-trojan-malware-uses-your-phone-to-attack-

your-router/
https://lwww.theregister.co.uk/2017/01/03/android_trojan_targets_routers/

https://www.symantec.com/security _response/writeup.jsp?docid=2017-090410-0547-99

Vibleaker

Vibleaker was an app available on the Google Play Store named Beaver Gang Counter that
contained malicious code that after specific orders from its maker would scan the userOs phone for
the Viber app, and then steal photos and videos recorded or sent through the app.

The tag is: misp-galaxy:android="Vibleaker"

Table 58. Table References

Links

http://news.softpedia.com/news/malicious-android-app-steals-viber-photos-and-BankBot-
505758.shtml

ExpensiveWall

ExpensiveWall is Android malware that sends fraudulent premium SMS messages and charges
users accounts for fake services without their knowledge

The tag is: misp-galaxy:android="ExpensiveWall"

Table 59. Table References

Links

https://blog.checkpoint.com/2017/09/14/expensivewall-dangerous-packed-malware-google-play-
will-hit-wallet/

http://fortune.com/2017/09/14/google-play-android-malware/

Cepsohord

Cepsohord is a Trojan horse for Android devices that uses compromised devices to commit click
fraud, modify DNS settings, randomly delete essential files, and download additional malware such

as ransomware.
The tag is: misp-galaxy:android="Cepsohord"

Table 60. Table References

Links

https://lwww.cyber.nj.gov/threat-profiles/android-malware-variants/cepsohord
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http://www.zdnet.com/article/this-android-infecting-trojan-malware-uses-your-phone-to-attack-your-router/
http://www.zdnet.com/article/this-android-infecting-trojan-malware-uses-your-phone-to-attack-your-router/
https://www.theregister.co.uk/2017/01/03/android_trojan_targets_routers/
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https://blog.checkpoint.com/2017/09/14/expensivewall-dangerous-packed-malware-google-play-will-hit-wallet/
http://fortune.com/2017/09/14/google-play-android-malware/
https://www.cyber.nj.gov/threat-profiles/android-malware-variants/cepsohord

Fakem Rat

Fakem RAT makes their network traffic look like well-known protocols (e.g. Messenger traffic,
HTML pages).

The tag is: misp-galaxy:android="Fakem Rat"

Table 61. Table References

Links

https://www.trendmicro.de/cloud-content/us/pdfs/security-intelligence/white-papers/wp-fakem-
rat.pdf

https://www.symantec.com/security _response/writeup.jsp?docid=2016-012608-1538-99

GM Bot

GM Bot b also known as Acecard, SlemBunk, or Bankosy B scams people into giving up their banking
log-in credentials and other personal data by displaying overlays that look nearly identical to
banking apps log-in pages. Subsequently, the malware intercepts SMS to obtain two-factor
authentication PINs, giving cybercriminals full access to bank accounts.

The tag is: misp-galaxy:android="GM Bot"
GM Bot is also known as:
¥ Acecard

¥ SlemBunk

¥ Bankosy
View relationships graph
GM Bot has relationships with:

¥ similar: misp-galaxy:tool="Slempo" with estimative-language:likelihood-probability="likely"

¥ similar: misp-galaxy:android="Bankosy" with estimative-language:likelihood-
probability="likely"

¥ similar: misp-galaxy:malpedia="Slempo" with estimative-language:likelihood-
probability="likely"
Table 62. Table References

Links

https://blog.avast.com/android-trojan-gm-bot-is-evolving-and-targeting-more-than-50-banks-
worldwide
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https://www.trendmicro.de/cloud-content/us/pdfs/security-intelligence/white-papers/wp-fakem-rat.pdf
https://www.trendmicro.de/cloud-content/us/pdfs/security-intelligence/white-papers/wp-fakem-rat.pdf
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Moplus

The Wormhole vulnerability in the Moplus SDK could be exploited by hackers to open an unsecured
and unauthenticated HTTP server connection on the userOs device, and this connection is
established in the background without the userOs knowledge.

The tag is: misp-galaxy:android="Moplus"

Table 63. Table References
Links

http://securityaffairs.co/wordpress/41681/hacking/100m-android-device-baidu-moplus-sdk.html

Adwind

Adwind is a backdoor written purely in Java that targets system supporting the Java runtime
environment. Commands that can be used, among other things, to display messages on the system,
open URLs, update the malware, download/execute files, and download/load plugins. According to
the author, the backdoor component can run on Windows, Mac OS, Linux and Android platforms
providing rich capabilities for remote control, data gathering, data exfiltration and lateral
movement.

The tag is: misp-galaxy:android="Adwind"
Adwind is also known as:

¥ AlienSpy
¥ Frutas

¥ Unrecom
¥ Sockrat
¥ Jsocket
¥ jRat

¥ Backdoor:Java/Adwind
View relationships graph
Adwind has relationships with:

¥ similar: misp-galaxy:rat="Adwind RAT" with estimative-language:likelihood-probability="likely"

¥ similar: misp-galaxy:tool="Adwind" with estimative-language:likelihood-probability="likely"

¥ similar: misp-galaxy:android="Sockrat" with estimative-language:likelihood-probability="likely"

¥ similar: misp-galaxy:malpedia="Adwind" with estimative-language:likelihood-

probability="likely"

Table 64. Table References
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http://securityaffairs.co/wordpress/41681/hacking/100m-android-device-baidu-moplus-sdk.html
https://www.misp-project.org/graphs/ce1a9641-5bb8-4a61-990a-870e9ef36ac1.png

Links

https://securelist.com/adwind-faq/73660/

AdSms

Adsms is a Trojan horse that may send SMS messages from Android devices.
The tag is: misp-galaxy:android="AdSms"

Table 65. Table References
Links
https://www.fortiguard.com/encyclopedia/virus/7389670

https://lwww.symantec.com/security _response/writeup.jsp?docid=2011-051313-4039-99

Airpush
Airpush is a very aggresive Ad - Network
The tag is: misp-galaxy:android="Airpush"
Airpush is also known as:

¥ StopSMS

Table 66. Table References
Links

https://crypto.stanford.edu/cs1550ld/cs155-springl6/lectures/18-mobile-malware.pdf

BeanBot

BeanBot forwards deviceOs data to a remote server and sends out premium-rate SMS messages from
the infected device.

The tag is: misp-galaxy:android="BeanBot"

Table 67. Table References
Links

https://www.f-secure.com/v-descs/trojan_android_beanbot.shtml

Kemoge

Kemoge is adware that disguises itself as popular apps via repackaging, then allows for a complete
takeover of the users Android device.
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https://securelist.com/adwind-faq/73660/
https://www.fortiguard.com/encyclopedia/virus/7389670
https://www.symantec.com/security_response/writeup.jsp?docid=2011-051313-4039-99
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The tag is: misp-galaxy:android="Kemoge"
View relationships graph
Kemoge has relationships with:

¥ similar: misp-galaxy:mitre-malware="ShiftyBug - S0294" with estimative-language:likelihood-
probability="likely"
Table 68. Table References
Links
https://lwww.fireeye.com/blog/threat-research/2015/10/kemoge_another_mobi.html

https://lwww.symantec.com/security _response/writeup.jsp?docid=2015-101207-3555-99

Ghost Push

Ghost Push is a family of malware that infects the Android OS by automatically gaining root access,
downloading malicious software, masquerading as a system app, and then losing root access, which
then makes it virtually impossible to remove the infection even by factory reset unless the
firmware is reflashed.

The tag is: misp-galaxy:android="Ghost Push"

Table 69. Table References
Links
https://en.wikipedia.org/wiki/Ghost_Push

https://blog.avast.com/how-to-protect-your-android-device-from-ghost-push

BeNews

The BeNews app is a backdoor app that uses the name of defunct news site BeNews to appear
legitimate. After installation it bypasses restrictions and downloads additional threats to the
compromised device.

The tag is: misp-galaxy:android="BeNews"

Table 70. Table References
Links

http://blog.trendmicro.com/trendlabs-security-intelligence/fake-news-app-in-hacking-team-dump-
designed-to-bypass-google-play/

Accstealer

Accstealer is a Trojan horse for Android devices that steals information from the compromised
device.
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https://www.misp-project.org/graphs/0c769e82-df28-4f65-97f5-7f3d88488f2e.png
https://www.fireeye.com/blog/threat-research/2015/10/kemoge_another_mobi.html
https://www.symantec.com/security_response/writeup.jsp?docid=2015-101207-3555-99
https://en.wikipedia.org/wiki/Ghost_Push
https://blog.avast.com/how-to-protect-your-android-device-from-ghost-push
http://blog.trendmicro.com/trendlabs-security-intelligence/fake-news-app-in-hacking-team-dump-designed-to-bypass-google-play/
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The tag is: misp-galaxy:android="Accstealer"

Table 71. Table References
Links

https://lwww.symantec.com/security _response/writeup.jsp?docid=2015-012711-1159-99

Acnetdoor

Acnetdoor is a detection for Trojan horses on the Android platform that open a back door on the
compromised device.

The tag is: misp-galaxy:android="Acnetdoor"

Table 72. Table References
Links

https://lwww.symantec.com/security _response/writeup.jsp?docid=2012-051611-4258-99

Acnetsteal

Acnetsteal is a detection for Trojan horses on the Android platform that steal information from the
compromised device.

The tag is: misp-galaxy:android="Acnetsteal"

Table 73. Table References
Links

https://lwww.symantec.com/security _response/writeup.jsp?docid=2012-051612-0505-99

Actech

Actech is a Trojan horse for Android devices that steals information and sends it to a remote
location.

The tag is: misp-galaxy:android="Actech"

Table 74. Table References
Links

https://lwww.symantec.com/security _response/writeup.jsp?docid=2012-080111-3948-99

AdChina

AdChina is an advertisement library that is bundled with certain Android applications.

The tag is: misp-galaxy:android="AdChina"
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https://www.symantec.com/security_response/writeup.jsp?docid=2015-012711-1159-99
https://www.symantec.com/security_response/writeup.jsp?docid=2012-051611-4258-99
https://www.symantec.com/security_response/writeup.jsp?docid=2012-051612-0505-99
https://www.symantec.com/security_response/writeup.jsp?docid=2012-080111-3948-99

Table 75. Table References
Links

https://www.symantec.com/security _response/writeup.jsp?docid=2014-032814-2947-99

Adfonic

Adfonic is an advertisement library that is bundled with certain Android applications.
The tag is: misp-galaxy:android="Adfonic"

Table 76. Table References
Links

https://www.symantec.com/security _response/writeup.jsp?docid=2014-052615-0024-99

AdInfo

AdInfo is an advertisement library that is bundled with certain Android applications.
The tag is: misp-galaxy:android="AdInfo"

Table 77. Table References
Links

https://www.symantec.com/security _response/writeup.jsp?docid=2014-040416-2433-99

Adknowledge

Adknowledge is an advertisement library that is bundled with certain Android applications.

The tag is: misp-galaxy:android="Adknowledge"

Table 78. Table References
Links

https://lwww.symantec.com/security _response/writeup.jsp?docid=2014-052822-1033-99

AdMarvel

AdMarvel is an advertisement library that is bundled with certain Android applications.
The tag is: misp-galaxy:android="AdMarvel"

Table 79. Table References
Links

https://www.symantec.com/security _response/writeup.jsp?docid=2014-060621-2450-99
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https://www.symantec.com/security_response/writeup.jsp?docid=2014-052615-0024-99
https://www.symantec.com/security_response/writeup.jsp?docid=2014-040416-2433-99
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AdMob

AdMob is an advertisement library that is bundled with certain Android applications.
The tag is: misp-galaxy:android="AdMob"

Table 80. Table References
Links

https://lwww.symantec.com/security _response/writeup.jsp?docid=2014-052822-3437-99

Adrd

Adrd is a Trojan horse that steals information from Android devices.
The tag is: misp-galaxy:android="Adrd"

Table 81. Table References
Links

https://www.symantec.com/security _response/writeup.jsp?docid=2011-021514-4954-99

Aduru

Aduru is an advertisement library that is bundled with certain Android applications.
The tag is: misp-galaxy:android="Aduru"

Table 82. Table References
Links

https://www.symantec.com/security _response/writeup.jsp?docid=2014-052618-2419-99

Adwhirl

Adwhirl is an advertisement library that is bundled with certain Android applications.
The tag is: misp-galaxy:android="Adwhirl"

Table 83. Table References
Links

https://www.symantec.com/security _response/writeup.jsp?docid=2014-052918-1414-99

Adwlauncher

Adwlauncher is a Trojan horse for Android devices that steals information from the compromised
device.

36


https://www.symantec.com/security_response/writeup.jsp?docid=2014-052822-3437-99
https://www.symantec.com/security_response/writeup.jsp?docid=2011-021514-4954-99
https://www.symantec.com/security_response/writeup.jsp?docid=2014-052618-2419-99
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The tag is: misp-galaxy:android="Adwlauncher"

Table 84. Table References
Links

https://lwww.symantec.com/security _response/writeup.jsp?docid=2012-082308-1823-99

Adwo

Adwo is an advertisement library that is bundled with certain Android applications.
The tag is: misp-galaxy:android="Adwo"

Table 85. Table References
Links

https://www.symantec.com/security _response/writeup.jsp?docid=2014-032814-5806-99

Airad

Airad is an advertisement library that is bundled with certain Android applications.
The tag is: misp-galaxy:android="Airad"

Table 86. Table References
Links

https://www.symantec.com/security _response/writeup.jsp?docid=2014-032815-1704-99

Alienspy

Alienspy is a Trojan horse for Android devices that steals information from the compromised
device. It may also download potentially malicious files.

The tag is: misp-galaxy:android="Alienspy"

Table 87. Table References
Links

https://www.symantec.com/security _response/writeup.jsp?docid=2015-042714-5942-99

AmazonAds
AmazonAds is an advertisement library that is bundled with certain Android applications.
The tag is: misp-galaxy:android="AmazonAds"

Table 88. Table References


https://www.symantec.com/security_response/writeup.jsp?docid=2012-082308-1823-99
https://www.symantec.com/security_response/writeup.jsp?docid=2014-032814-5806-99
https://www.symantec.com/security_response/writeup.jsp?docid=2014-032815-1704-99
https://www.symantec.com/security_response/writeup.jsp?docid=2015-042714-5942-99

Links

https://www.symantec.com/security _response/writeup.jsp?docid=2014-052618-5002-99

Answerbot

Answerbot is a Trojan horse that opens a back door on Android devices.
The tag is: misp-galaxy:android="Answerbot"

Table 89. Table References
Links

https://www.symantec.com/security _response/writeup.jsp?docid=2011-100711-2129-99

Antammi

Antammi is a Trojan horse that steals information from Android devices.
The tag is: misp-galaxy:android="Antammi"

Table 90. Table References
Links

https://www.symantec.com/security _response/writeup.jsp?docid=2012-032106-5211-99

Apkmore
Apkmore is an advertisement library that is bundled with certain Android applications.
The tag is: misp-galaxy:android="Apkmore"

Table 91. Table References
Links

https://www.symantec.com/security _response/writeup.jsp?docid=2014-040113-4813-99

Aplog
Aplog is a Trojan horse for Android devices that steals information from the device.
The tag is: misp-galaxy:android="Aplog"

Table 92. Table References
Links

https://lwww.symantec.com/security _response/writeup.jsp?docid=2012-100911-1023-99
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Appenda
Appenda is an advertisement library that is bundled with certain Android applications.
The tag is: misp-galaxy:android="Appenda"

Table 93. Table References
Links

https://www.symantec.com/security _response/writeup.jsp?docid=2012-062812-0516-99

Apperhand
Apperhand is an advertisement library that is bundled with certain Android applications.
The tag is: misp-galaxy:android="Apperhand"

Table 94. Table References
Links

https://lwww.symantec.com/security _response/writeup.jsp?docid=2014-032815-5637-99

Appleservice

Appleservice is a Trojan horse for Android devices that may steal information from the
compromised device.

The tag is: misp-galaxy:android="Appleservice"

Table 95. Table References
Links

https://www.symantec.com/security _response/writeup.jsp?docid=2014-031011-4321-99

AppLovin
AppLovin is an advertisement library that is bundled with certain Android applications.
The tag is: misp-galaxy:android="AppLovin"

Table 96. Table References
Links

https://www.symantec.com/security _response/writeup.jsp?docid=2014-040112-1739-99

Arspam

Arspam is a Trojan horse for Android devices that sends spam SMS messages to contacts on the
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compromised device.
The tag is: misp-galaxy:android="Arspam"

Table 97. Table References
Links

https://lwww.symantec.com/security _response/writeup.jsp?docid=2011-121915-3251-99

Aurecord

Aurecord is a spyware application for Android devices that allows the device it is installed on to be
monitored.

The tag is: misp-galaxy:android="Aurecord"

Table 98. Table References
Links

https://www.symantec.com/security _response/writeup.jsp?docid=2014-031914-2310-99

Backapp

Backapp is a Trojan horse for Android devices that steals information from the compromised
device.

The tag is: misp-galaxy:android="Backapp"

Table 99. Table References
Links

https://www.symantec.com/security _response/writeup.jsp?docid=2012-092708-5017-99

Backdexer

Backdexer is a Trojan horse for Android devices that may send premium-rate SMS messages from
the compromised device.

The tag is: misp-galaxy:android="Backdexer"

Table 100. Table References
Links

https://www.symantec.com/security _response/writeup.jsp?docid=2013-121812-2502-99

Backflash

Backflash is a Trojan horse for Android devices that opens a back door and steals information from
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the compromised device.
The tag is: misp-galaxy:android="Backflash"

Table 101. Table References
Links

https://lwww.symantec.com/security _response/writeup.jsp?docid=2013-091714-0427-99

Backscript
Backscript is a Trojan horse for Android devices that downloads files onto the compromised device.
The tag is: misp-galaxy:android="Backscript"

Table 102. Table References
Links

https://lwww.symantec.com/security _response/writeup.jsp?docid=2012-090704-3639-99

Badaccents

Badaccents is a Trojan horse for Android devices that may download apps on the compromised
device.

The tag is: misp-galaxy:android="Badaccents"

Table 103. Table References
Links

https://www.symantec.com/security _response/writeup.jsp?docid=2014-123015-3618-99

Badpush
Badpush is an advertisement library that is bundled with certain Android applications.
The tag is: misp-galaxy:android="Badpush"

Table 104. Table References
Links

https://www.symantec.com/security _response/writeup.jsp?docid=2014-040311-4133-99

Ballonpop

Ballonpop is a Trojan horse for Android devices that steals information from the compromised
device.

The tag is: misp-galaxy:android="Ballonpop"
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https://www.symantec.com/security_response/writeup.jsp?docid=2013-091714-0427-99
https://www.symantec.com/security_response/writeup.jsp?docid=2012-090704-3639-99
https://www.symantec.com/security_response/writeup.jsp?docid=2014-123015-3618-99
https://www.symantec.com/security_response/writeup.jsp?docid=2014-040311-4133-99

Table 105. Table References

Links

https://www.symantec.com/security _response/writeup.jsp?docid=2013-120911-1731-99

Bankosy

Bankosy is a Trojan horse for Android devices that steals information from the compromised
device.

The tag is: misp-galaxy:android="Bankosy"
View relationships graph
Bankosy has relationships with:

¥ similar: misp-galaxy:tool="Slempo" with estimative-language:likelihood-probability="likely"
¥ similar: misp-galaxy:android="GM Bot" with estimative-language:likelihood-probability="Ilikely"

¥ similar: misp-galaxy:malpedia="Slempo" with estimative-language:likelihood-
probability="likely"

Table 106. Table References
Links

https://www.symantec.com/security _response/writeup.jsp?docid=2014-072316-5249-99

Bankun

Bankun is a Trojan horse for Android devices that replaces certain banking applications on the
compromised device.

The tag is: misp-galaxy:android="Bankun"

Table 107. Table References
Links

https://www.symantec.com/security _response/writeup.jsp?docid=2013-072318-4143-99

Basebridge

Basebridge is a Trojan horse that attempts to send premium-rate SMS messages to predetermined
numbers.

The tag is: misp-galaxy:android="Basebridge"

Table 108. Table References

Links
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https://www.symantec.com/security_response/writeup.jsp?docid=2013-120911-1731-99
https://www.misp-project.org/graphs/620981e8-49c8-486a-b30c-359702c8ffbc.png
https://www.symantec.com/security_response/writeup.jsp?docid=2014-072316-5249-99
https://www.symantec.com/security_response/writeup.jsp?docid=2013-072318-4143-99

https://www.symantec.com/security _response/writeup.jsp?docid=2011-060915-4938-99

Basedao

Basedao is a Trojan horse for Android devices that steals information from the compromised

device.
The tag is: misp-galaxy:android="Basedao"

Table 109. Table References

Links
https://www.symantec.com/security _response/writeup.jsp?docid=2013-061715-3303-99

Batterydoctor

Batterydoctor is Trojan that makes exaggerated claims about the deviceOs ability to recharge the

battery, as well as steal information.
The tag is: misp-galaxy:android="Batterydoctor"

Table 110. Table References

Links
https://www.symantec.com/security _response/writeup.jsp?docid=2011-101916-0847-99

Beaglespy

Beaglespy is an Android mobile detection for the Beagle spyware program as well as its associated

client application.
The tag is: misp-galaxy:android="Beaglespy"

Table 111. Table References

Links
https://www.symantec.com/security _response/writeup.jsp?docid=2012-091010-0627-99

Becuro

Becuro is a Trojan horse for Android devices that downloads potentially malicious files onto the

compromised device.
The tag is: misp-galaxy:android="Becuro"

Table 112. Table References

Links
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https://www.symantec.com/security_response/writeup.jsp?docid=2011-060915-4938-99
https://www.symantec.com/security_response/writeup.jsp?docid=2013-061715-3303-99
https://www.symantec.com/security_response/writeup.jsp?docid=2011-101916-0847-99
https://www.symantec.com/security_response/writeup.jsp?docid=2012-091010-0627-99

https://www.symantec.com/security _response/writeup.jsp?docid=2015-051410-3348-99

Beita

Beita is a Trojan horse for Android devices that steals information from the compromised device.

The tag is: misp-galaxy:android="Beita"

Table 113. Table References

Links
https://www.symantec.com/security _response/writeup.jsp?docid=2013-110111-1829-99

Bgserv

Bgserv is a Trojan that opens a back door and transmits information from the device to a remote

location.
The tag is: misp-galaxy:android="Bgserv"

Table 114. Table References

Links
https://www.symantec.com/security _response/writeup.jsp?docid=2011-031005-2918-99

Bligespy
Biigespy is an Android mobile detection for the Biige spyware program as well as its associated

client application.
The tag is: misp-galaxy:android="Biigespy"

Table 115. Table References

Links
https://www.symantec.com/security _response/writeup.jsp?docid=2012-091012-0526-99

Bmaster

Bmaster is a Trojan horse on the Android platform that opens a back door, downloads files and
steals potentially confidential information from the compromised device.

The tag is: misp-galaxy:android="Bmaster"

Table 116. Table References

Links
https://www.symantec.com/security _response/writeup.jsp?docid=2012-020609-3003-99
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https://www.symantec.com/security_response/writeup.jsp?docid=2013-110111-1829-99
https://www.symantec.com/security_response/writeup.jsp?docid=2011-031005-2918-99
https://www.symantec.com/security_response/writeup.jsp?docid=2012-091012-0526-99
https://www.symantec.com/security_response/writeup.jsp?docid=2012-020609-3003-99

Bossefiv
Bossefiv is a Trojan horse for Android devices that steals information.
The tag is: misp-galaxy:android="Bossefiv"

Table 117. Table References
Links

https://lwww.symantec.com/security _response/writeup.jsp?docid=2015-061520-4322-99

Boxpush
Boxpush is an advertisement library that is bundled with certain Android applications.
The tag is: misp-galaxy:android="Boxpush"

Table 118. Table References
Links

https://www.symantec.com/security _response/writeup.jsp?docid=2014-040207-4613-99

Burstly
Burstly is an advertisement library that is bundled with certain Android applications.
The tag is: misp-galaxy:android="Burstly"

Table 119. Table References
Links

https://www.symantec.com/security _response/writeup.jsp?docid=2014-052918-1443-99

Buzzcity
Buzzcity is an advertisement library that is bundled with certain Android applications.
The tag is: misp-galaxy:android="Buzzcity"

Table 120. Table References
Links

https://www.symantec.com/security _response/writeup.jsp?docid=2014-052918-1454-99

ByPush

ByPush is an advertisement library that is bundled with certain Android applications.
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https://www.symantec.com/security_response/writeup.jsp?docid=2015-061520-4322-99
https://www.symantec.com/security_response/writeup.jsp?docid=2014-040207-4613-99
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The tag is: misp-galaxy:android="ByPush"

Table 121. Table References
Links

https://www.symantec.com/security _response/writeup.jsp?docid=2014-040315-4708-99

Cajino
Cajino is a Trojan horse for Android devices that opens a back door on the compromised device.
The tag is: misp-galaxy:android="Cajino"

Table 122. Table References
Links

https://www.symantec.com/security _response/writeup.jsp?docid=2015-040210-3746-99

Casee
Casee is an advertisement library that is bundled with certain Android applications.
The tag is: misp-galaxy:android="Casee"

Table 123. Table References
Links

https://www.symantec.com/security _response/writeup.jsp?docid=2014-052919-3501-99

Catchtoken

Catchtoken is a Trojan horse for Android devices that intercepts SMS messages and opens a back
door on the compromised device.

The tag is: misp-galaxy:android="Catchtoken"

Table 124. Table References
Links

https://www.symantec.com/security _response/writeup.jsp?docid=2013-121619-0548-99

Cauly
Cauly is an advertisement library that is bundled with certain Android applications.
The tag is: misp-galaxy:android="Cauly"

Table 125. Table References
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https://www.symantec.com/security_response/writeup.jsp?docid=2014-040315-4708-99
https://www.symantec.com/security_response/writeup.jsp?docid=2015-040210-3746-99
https://www.symantec.com/security_response/writeup.jsp?docid=2014-052919-3501-99
https://www.symantec.com/security_response/writeup.jsp?docid=2013-121619-0548-99

Links

https://www.symantec.com/security _response/writeup.jsp?docid=2014-052919-3454-99

Cellshark

Cellshark is a spyware application for Android devices that periodically gathers information from
the device and uploads it to a predetermined location.

The tag is: misp-galaxy:android="Cellshark"

Table 126. Table References
Links

https://lwww.symantec.com/security _response/writeup.jsp?docid=2011-111611-0914-99

Centero

Centero is a Trojan horse for Android devices that displays advertisements on the compromised
device.

The tag is: misp-galaxy:android="Centero"

Table 127. Table References
Links

https://lwww.symantec.com/security _response/writeup.jsp?docid=2013-053006-2502-99

Chuli

Chuli is a Trojan horse for Android devices that opens a back door and may steal information from
the compromised device.

The tag is: misp-galaxy:android="Chuli"

Table 128. Table References
Links

https://lwww.symantec.com/security _response/writeup.jsp?docid=2013-032617-1604-99

Citmo
Citmo is a Trojan horse for Android devices that steals information from the compromised device.
The tag is: misp-galaxy:android="Citmo"

Table 129. Table References

Links
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https://www.symantec.com/security_response/writeup.jsp?docid=2014-052919-3454-99
https://www.symantec.com/security_response/writeup.jsp?docid=2011-111611-0914-99
https://www.symantec.com/security_response/writeup.jsp?docid=2013-053006-2502-99
https://www.symantec.com/security_response/writeup.jsp?docid=2013-032617-1604-99

https://www.symantec.com/security _response/writeup.jsp?docid=2014-030715-5012-99

Claco
Claco is a Trojan horse for Android devices that steals information from the compromised device.
The tag is: misp-galaxy:android="Claco"

Table 130. Table References
Links

https://www.symantec.com/security _response/writeup.jsp?docid=2013-020415-5600-99

Clevernet

Clevernet is an advertisement library that is bundled with certain Android applications.
The tag is: misp-galaxy:android="Clevernet"

Table 131. Table References
Links

https://www.symantec.com/security _response/writeup.jsp?docid=2014-040107-5257-99

Cnappbox
Cnappbox is an advertisement library that is bundled with certain Android applications.
The tag is: misp-galaxy:android="Cnappbox"

Table 132. Table References
Links

https://www.symantec.com/security _response/writeup.jsp?docid=2014-040215-1141-99

Cobblerone

Cobblerone is a spyware application for Android devices that can track the phoneQOs location and
remotely erase the device.

The tag is: misp-galaxy:android="Cobblerone"

Table 133. Table References
Links

https://lwww.symantec.com/security _response/writeup.jsp?docid=2011-111514-3846-99
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https://www.symantec.com/security_response/writeup.jsp?docid=2014-030715-5012-99
https://www.symantec.com/security_response/writeup.jsp?docid=2013-020415-5600-99
https://www.symantec.com/security_response/writeup.jsp?docid=2014-040107-5257-99
https://www.symantec.com/security_response/writeup.jsp?docid=2014-040215-1141-99
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Coolpaperleak

Coolpaperleak is a Trojan horse for Android devices that steals information and sends it to a remote
location.

The tag is: misp-galaxy:android="Coolpaperleak”

Table 134. Table References
Links

https://www.symantec.com/security _response/writeup.jsp?docid=2012-080211-5757-99

Coolreaper

Coolreaper is a Trojan horse for Android devices that opens a back door on the compromised
device. It may also steal information and download potentially malicious files.

The tag is: misp-galaxy:android="Coolreaper"

Table 135. Table References
Links

https://www.symantec.com/security _response/writeup.jsp?docid=2015-011220-3211-99

Cosha

Cosha is a spyware program for Android devices that monitors and sends certain information to a
remote location.

The tag is: misp-galaxy:android="Cosha"

Table 136. Table References

Links

https://www.symantec.com/security _response/writeup.jsp?docid=2012-081712-5231-99

Counterclank
Counterclank is a Trojan horse for Android devices that steals information.
The tag is: misp-galaxy:android="Counterclank"

Table 137. Table References
Links

https://www.symantec.com/security _response/writeup.jsp?docid=2012-012709-4046-99
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https://www.symantec.com/security_response/writeup.jsp?docid=2012-080211-5757-99
https://www.symantec.com/security_response/writeup.jsp?docid=2015-011220-3211-99
https://www.symantec.com/security_response/writeup.jsp?docid=2012-081712-5231-99
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Crazymedia
Crazymedia is an advertisement library that is bundled with certain Android applications.
The tag is: misp-galaxy:android="Crazymedia"

Table 138. Table References
Links

https://lwww.symantec.com/security _response/writeup.jsp?docid=2014-040312-2547-99

Crisis
Crisis is a Trojan horse for Android devices that opens a back door and steals information from the
compromised device.
The tag is: misp-galaxy:android="Crisis"
View relationships graph
Crisis has relationships with:
¥ similar: misp-galaxy:malpedia="RCS" with estimative-language:likelihood-probability="likely"

Table 139. Table References
Links

https://lwww.symantec.com/security _response/writeup.jsp?docid=2015-071409-0636-99

Crusewind

Crusewind is a Trojan horse for Android devices that sends SMS messages to a premium-rate
number.

The tag is: misp-galaxy:android="Crusewind"

Table 140. Table References
Links

https://lwww.symantec.com/security _response/writeup.jsp?docid=2011-070301-5702-99

Dandro

Dandro is a Trojan horse for Android devices that allows a remote attacker to gain control over the
device and steal information from it.

The tag is: misp-galaxy:android="Dandro"

Table 141. Table References
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https://www.symantec.com/security_response/writeup.jsp?docid=2014-040312-2547-99
https://www.misp-project.org/graphs/c17f6e4b-70c5-42f8-a91b-19d73485bd04.png
https://www.symantec.com/security_response/writeup.jsp?docid=2015-071409-0636-99
https://www.symantec.com/security_response/writeup.jsp?docid=2011-070301-5702-99

Links

https://www.symantec.com/security _response/writeup.jsp?docid=2013-012916-2128-99

Daoyoudao
Daoyoudao is an advertisement library that is bundled with certain Android applications.
The tag is: misp-galaxy:android="Daoyoudao"

Table 142. Table References
Links

https://www.symantec.com/security _response/writeup.jsp?docid=2014-040214-5018-99

Deathring

Deathring is a Trojan horse for Android devices that may perform malicious activities on the
compromised device.

The tag is: misp-galaxy:android="Deathring"

Table 143. Table References
Links

https://www.symantec.com/security _response/writeup.jsp?docid=2014-121116-4547-99

Deeveemap

Deeveemap is a Trojan horse for Android devices that downloads potentially malicious files onto
the compromised device.

The tag is: misp-galaxy:android="Deeveemap"

Table 144. Table References
Links

https://lwww.symantec.com/security _response/writeup.jsp?docid=2017-060907-5221-99

Dendoroid

Dendoroid is a Trojan horse for Android devices that opens a back door, steals information, and
may perform other malicious activities on the compromised device.

The tag is: misp-galaxy:android="Dendoroid"

Table 145. Table References

Links
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https://www.symantec.com/security_response/writeup.jsp?docid=2013-012916-2128-99
https://www.symantec.com/security_response/writeup.jsp?docid=2014-040214-5018-99
https://www.symantec.com/security_response/writeup.jsp?docid=2014-121116-4547-99
https://www.symantec.com/security_response/writeup.jsp?docid=2017-060907-5221-99

https://lwww.symantec.com/security _response/writeup.jsp?docid=2014-030418-2633-99

Dengaru

Dengaru is a Trojan horse for Android devices that performs click-fraud from the compromised

device.
The tag is: misp-galaxy:android="Dengaru"

Table 146. Table References

Links
https://www.symantec.com/security _response/writeup.jsp?docid=2015-051113-4819-99

Diandong
Diandong is an advertisement library that is bundled with certain Android applications.
The tag is: misp-galaxy:android="Diandong"

Table 147. Table References

Links
https://www.symantec.com/security _response/writeup.jsp?docid=2014-040207-2453-99

Dianjin
Dianjin is an advertisement library that is bundled with certain Android applications.
The tag is: misp-galaxy:android="Dianjin"

Table 148. Table References

Links
https://www.symantec.com/security _response/writeup.jsp?docid=2014-040107-0313-99

Dogowar

Dogowar is a Trojan horse on the Android platform that sends SMS texts to all contacts on the
device. It is a repackaged version of a game application called Dog Wars, which can be downloaded

from a third party market and must be manually installed.
The tag is: misp-galaxy:android="Dogowar"

Table 149. Table References

Links
https://www.symantec.com/security _response/writeup.jsp?docid=2011-081510-4323-99
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https://www.symantec.com/security_response/writeup.jsp?docid=2015-051113-4819-99
https://www.symantec.com/security_response/writeup.jsp?docid=2014-040207-2453-99
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https://www.symantec.com/security_response/writeup.jsp?docid=2011-081510-4323-99

Domob

Domob is an advertisement library that is bundled with certain Android applications.
The tag is: misp-galaxy:android="Domob"

Table 150. Table References

Links
https://lwww.symantec.com/security _response/writeup.jsp?docid=2014-040416-4235-99

Dougalek

Dougalek is a Trojan horse for Android devices that steals information from the compromised

device. The threat is typically disguised to display a video.
The tag is: misp-galaxy:android="Dougalek"

Table 151. Table References

Links
https://www.symantec.com/security _response/writeup.jsp?docid=2012-041601-3400-99

Dowgin
Dowgin is an advertisement library that is bundled with certain Android applications.
The tag is: misp-galaxy:android="Dowgin"

Table 152. Table References

Links
https://www.symantec.com/security _response/writeup.jsp?docid=2014-033108-4723-99

Droidsheep

Droidsheep is a hacktool for Android devices that hijacks social networking accounts on

compromised devices.
The tag is: misp-galaxy:android="Droidsheep"

Table 153. Table References

Links
https://lwww.symantec.com/security _response/writeup.jsp?docid=2014-031014-3628-99
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https://www.symantec.com/security_response/writeup.jsp?docid=2014-040416-4235-99
https://www.symantec.com/security_response/writeup.jsp?docid=2012-041601-3400-99
https://www.symantec.com/security_response/writeup.jsp?docid=2014-033108-4723-99
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Dropdialer

Dropdialer is a Trojan horse for Android devices that sends SMS messages to a premium-rate phone
number.

The tag is: misp-galaxy:android="Dropdialer"

Table 154. Table References
Links

https://www.symantec.com/security _response/writeup.jsp?docid=2012-070909-0726-99

Dupvert

Dupvert is a Trojan horse for Android devices that opens a back door and steals information from
the compromised device. It may also perform other malicious activities.

The tag is: misp-galaxy:android="Dupvert"

Table 155. Table References
Links

https://www.symantec.com/security _response/writeup.jsp?docid=2013-072313-1959-99

Dynamicit
Dynamicit is an advertisement library that is bundled with certain Android applications.
The tag is: misp-galaxy:android="Dynamicit"

Table 156. Table References
Links

https://www.symantec.com/security _response/writeup.jsp?docid=2014-040407-1346-99

Ecardgrabber

Ecardgrabber is an application that attempts to read details from NFC enabled credit cards. It
attempts to read information from NFC enabled credit cards that are in close proximity.

The tag is: misp-galaxy:android="Ecardgrabber"

Table 157. Table References
Links

https://www.symantec.com/security _response/writeup.jsp?docid=2012-062215-0939-99
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https://www.symantec.com/security_response/writeup.jsp?docid=2012-070909-0726-99
https://www.symantec.com/security_response/writeup.jsp?docid=2013-072313-1959-99
https://www.symantec.com/security_response/writeup.jsp?docid=2014-040407-1346-99
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Ecobatry

Ecobatry is a Trojan horse for Android devices that steals information and sends it to a remote

location.
The tag is: misp-galaxy:android="Ecobatry"

Table 158. Table References

Links
https://www.symantec.com/security _response/writeup.jsp?docid=2012-080606-4102-99

Enesoluty

Enesoluty is a Trojan horse for Android devices that steals information and sends it to a remote

location.
The tag is: misp-galaxy:android="Enesoluty"

Table 159. Table References

Links
https://www.symantec.com/security _response/writeup.jsp?docid=2012-090607-0807-99

Everbadge

Everbadge is an advertisement library that is bundled with certain Android applications.
The tag is: misp-galaxy:android="Everbadge"

Table 160. Table References

Links
https://www.symantec.com/security _response/writeup.jsp?docid=2014-040416-3736-99

Ewalls

Ewalls is a Trojan horse for the Android operating system that steals information from the mobile

device.
The tag is: misp-galaxy:android="Ewalls"

Table 161. Table References

Links
https://www.symantec.com/security _response/writeup.jsp?docid=2010-073014-0854-99
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https://www.symantec.com/security_response/writeup.jsp?docid=2012-090607-0807-99
https://www.symantec.com/security_response/writeup.jsp?docid=2014-040416-3736-99
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Exprespam

Exprespam is a Trojan horse for Android devices that displays a fake message and steals personal
information stored on the compromised device.

The tag is: misp-galaxy:android="Exprespam"

Table 162. Table References
Links

https://www.symantec.com/security _response/writeup.jsp?docid=2013-010705-2324-99

Fakealbums

Fakealbums is a Trojan horse for Android devices that monitors and forwards received messages
from the compromised device.

The tag is: misp-galaxy:android="Fakealbums"

Table 163. Table References
Links

https://www.symantec.com/security _response/writeup.jsp?docid=2013-071819-0636-99

Fakeangry

Fakeangry is a Trojan horse on the Android platform that opens a back door, downloads files, and
steals potentially confidential information from the compromised device.

The tag is: misp-galaxy:android="Fakeangry"

Table 164. Table References
Links

https://www.symantec.com/security _response/writeup.jsp?docid=2012-022823-4233-99

Fakeapp

Fakeapp is a Trojan horse for Android devices that downloads configuration files to display
advertisements and collects information from the compromised device.

The tag is: misp-galaxy:android="Fakeapp"

Table 165. Table References
Links

https://www.symantec.com/security _response/writeup.jsp?docid=2012-022805-4318-99
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Fakebanco

Fakebanco is a Trojan horse for Android devices that redirects users to a phishing page in order to
steal their information.

The tag is: misp-galaxy:android="Fakebanco"

Table 166. Table References

Links

https://www.symantec.com/security _response/writeup.jsp?docid=2014-112109-5329-99

Fakebank

Fakebank is a Trojan horse that steals information from the compromised device.
The tag is: misp-galaxy:android="Fakebank"

Table 167. Table References

Links

https://www.symantec.com/security _response/writeup.jsp?docid=2013-071813-2448-99

Fakebank.B

Fakebank.B is a Trojan horse for Android devices that opens a back door and steals information
from the compromised device.

The tag is: misp-galaxy:android="Fakebank.B"

Table 168. Table References

Links

https://www.symantec.com/security _response/writeup.jsp?docid=2013-101114-5645-99

Fakebok

Fakebok is a Trojan horse for Android devices that sends SMS messages to premium phone
numbers.

The tag is: misp-galaxy:android="Fakebok"

Table 169. Table References

Links

https://www.symantec.com/security _response/writeup.jsp?docid=2014-021115-5153-99
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Fakedaum

Fakedaum is a Trojan horse for Android devices that steals information from the compromised
device.

The tag is: misp-galaxy:android="Fakedaum"

Table 170. Table References
Links

https://www.symantec.com/security _response/writeup.jsp?docid=2013-061813-3630-99

Fakedefender

Fakedefender is a Trojan horse for Android devices that displays fake security alerts in an attempt
to convince the user to purchase an app in order to remove non-existent malware or security risks
from the device.

The tag is: misp-galaxy:android="Fakedefender"

Table 171. Table References
Links

https://www.symantec.com/security _response/writeup.jsp?docid=2013-060301-4418-99

Fakedefender.B

Fakedefender.B is a Trojan horse for Android devices that displays fake security alerts in an
attempt to convince the user to purchase an app in order to remove non-existent malware or
security risks from the device.

The tag is: misp-galaxy:android="Fakedefender.B"

Table 172. Table References
Links

https://lwww.symantec.com/security _response/writeup.jsp?docid=2013-091013-3953-99

Fakedown

Fakedown is a Trojan horse for Android devices that downloads more malicious apps onto the
compromised device.

The tag is: misp-galaxy:android="Fakedown"

Table 173. Table References

Links
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https://www.symantec.com/security _response/writeup.jsp?docid=2013-041803-5918-99

Fakeflash

Fakeflash is a Trojan horse for Android devices that installs a fake Flash application in order to

direct users to a website.
The tag is: misp-galaxy:android="Fakeflash"

Table 174. Table References

Links
https://www.symantec.com/security _response/writeup.jsp?docid=2012-070318-2122-99

Fakegame

Fakegame is a Trojan horse for Android devices that displays advertisements and steals

information from the compromised device.
The tag is: misp-galaxy:android="Fakegame"

Table 175. Table References

Links
https://www.symantec.com/security _response/writeup.jsp?docid=2013-040808-2922-99

Fakeguard

Fakeguard is a Trojan horse for Android devices that steals information from the compromised

device.
The tag is: misp-galaxy:android="Fakeguard"

Table 176. Table References

Links
https://www.symantec.com/security _response/writeup.jsp?docid=2012-102908-3526-99

Fakejob
Fakejob is a Trojan horse for Android devices that redirects users to scam websites.
The tag is: misp-galaxy:android="Fakejob"

Table 177. Table References

Links
https://www.symantec.com/security _response/writeup.jsp?docid=2014-030721-3048-99
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Fakekakao

Fakekakao is a Trojan horse for Android devices sends SMS messages to contacts stored on the
compromised device.

The tag is: misp-galaxy:android="Fakekakao

Table 178. Table References
Links

https://www.symantec.com/security _response/writeup.jsp?docid=2013-071617-2031-99

Fakelemon

Fakelemon is a Trojan horse for Android devices that blocks certain SMS messages and may
subscribe to services without the userOs consent.

The tag is: misp-galaxy:android="Fakelemon"

Table 179. Table References
Links

https://www.symantec.com/security _response/writeup.jsp?docid=2012-120609-3608-99

Fakelicense
Fakelicense is a Trojan horse that displays advertisements on the compromised device.
The tag is: misp-galaxy:android="Fakelicense"

Table 180. Table References
Links

https://www.symantec.com/security _response/writeup.jsp?docid=2013-062709-1437-99

Fakelogin

Fakelogin is a Trojan horse for Android devices that steals information from the compromised
device.

The tag is: misp-galaxy:android="Fakelogin"

Table 181. Table References
Links

https://www.symantec.com/security _response/writeup.jsp?docid=2015-102108-5457-99
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FakelLookout

FakeLookout is a Trojan horse for Android devices that opens a back door and steals information

on the compromised device.

The tag is: misp-galaxy:android="FakeLookout

Table 182. Table References

Links
https://www.symantec.com/security _response/writeup.jsp?docid=2012-101919-2128-99

FakeMart

FakeMart is a Trojan horse for Android devices that may send SMS messages to premium rate
numbers. It may also block incoming messages and steal information from the compromised

device.

The tag is: misp-galaxy:android="FakeMart"

Table 183. Table References

Links
https://www.symantec.com/security _response/writeup.jsp?docid=2013-081217-1428-99

Fakemini

Fakemini is a Trojan horse for Android devices that disguises itself as an installation for the Opera
Mini browser and sends premium-rate SMS messages to a predetermined number.

The tag is: misp-galaxy:android="Fakemini"

Table 184. Table References

Links
https://lwww.symantec.com/security _response/writeup.jsp?docid=2011-110410-5958-99

Fakemrat

Fakemrat is a Trojan horse for Android devices that opens a back door and steals information from

the compromised device.
The tag is: misp-galaxy:android="Fakemrat"

Table 185. Table References

Links
https://www.symantec.com/security _response/writeup.jsp?docid=2016-012608-1538-99
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Fakeneflic
Fakeneflic is a Trojan horse that steals information from Android devices.
The tag is: misp-galaxy:android="Fakeneflic"

Table 186. Table References

Links
https://lwww.symantec.com/security _response/writeup.jsp?docid=2011-101105-0518-99

Fakenotify

Fakenotify is a Trojan horse for Android devices that sends SMS messages to premium-rate phone
numbers, collects and sends information, and periodically displays Web pages. It also downloads

legitimate apps onto the compromised device.
The tag is: misp-galaxy:android="Fakenotify"

Table 187. Table References

Links
https://www.symantec.com/security _response/writeup.jsp?docid=2012-011302-3052-99

Fakepatch
Fakepatch is a Trojan horse for Android devices that downloads more files on to the device.
The tag is: misp-galaxy:android="Fakepatch"

Table 188. Table References

Links
https://www.symantec.com/security _response/writeup.jsp?docid=2012-062811-2820-99

Fakeplay

Fakeplay is a Trojan horse for Android devices that steals information from the compromised

device and sends it to a predetermined email address.
The tag is: misp-galaxy:android="Fakeplay"

Table 189. Table References

Links
https://www.symantec.com/security _response/writeup.jsp?docid=2013-100917-3825-99
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Fakescarav

Fakescarav is a Trojan horse for Android devices that displays fake security alerts in an attempt to
convince the user to pay in order to remove non-existent malware or security risks from the device.

The tag is: misp-galaxy:android="Fakescarav"

Table 190. Table References
Links

https://www.symantec.com/security _response/writeup.jsp?docid=2015-012809-1901-99

Fakesecsuit

Fakesecsuit is a Trojan horse for Android devices that steals information from the compromised
device.

The tag is: misp-galaxy:android="Fakesecsuit"

Table 191. Table References
Links

https://www.symantec.com/security _response/writeup.jsp?docid=2012-060514-1301-99

Fakesucon

Fakesucon is a Trojan horse program for Android devices that sends SMS messages to premium-
rate phone numbers.

The tag is: misp-galaxy:android="Fakesucon"

Table 192. Table References
Links

https://www.symantec.com/security _response/writeup.jsp?docid=2011-120915-2524-99

Faketaobao

Faketaobao is a Trojan horse for Android devices that steals information from the compromised
device.

The tag is: misp-galaxy:android="Faketaobao"

Table 193. Table References
Links

https://www.symantec.com/security _response/writeup.jsp?docid=2013-062518-4057-99
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Faketaobao.B

Faketaobao.B is a Trojan horse for Android devices that intercepts and and sends incoming SMS
messages to a remote attacker.

The tag is: misp-galaxy:android="Faketaobao.B"

Table 194. Table References

Links

https://www.symantec.com/security _response/writeup.jsp?docid=2014-012106-4013-99

Faketoken
Faketoken is a Trojan horse that opens a back door on the compromised device.
The tag is: misp-galaxy:android="Faketoken"

Table 195. Table References

Links
https://www.symantec.com/security _response/writeup.jsp?docid=2012-032211-2048-99

http://bgr.com/2017/08/18/android-malware-faketoken-steal-credit-card-info/

Fakeupdate

Fakeupdate is a Trojan horse for Android devices that downloads other applications onto the
compromised device.

The tag is: misp-galaxy:android="Fakeupdate"

Table 196. Table References

Links

https://www.symantec.com/security _response/writeup.jsp?docid=2013-081914-5637-99

Fakevoice
Fakevoice is a Trojan horse for Android devices that dials a premium-rate phone number.
The tag is: misp-galaxy:android="Fakevoice"

Table 197. Table References

Links

https://www.symantec.com/security _response/writeup.jsp?docid=2012-040510-3249-99
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Farmbaby

Farmbaby is a spyware application for Android devices that logs certain information and sends
SMS messages to a predetermined phone number.

The tag is: misp-galaxy:android="Farmbaby"

Table 198. Table References
Links

https://www.symantec.com/security _response/writeup.jsp?docid=2012-090715-3641-99

Fauxtocopy

Fauxtocopy is a spyware application for Android devices that gathers photos from the device and
sends them to a predetermined email address.

The tag is: misp-galaxy:android="Fauxtocopy"

Table 199. Table References
Links

https://www.symantec.com/security _response/writeup.jsp?docid=2011-111515-3940-99

Feiwo
Feiwo is an advertisement library that is bundled with certain Android applications.
The tag is: misp-galaxy:android="Feiwo"

Table 200. Table References
Links

https://www.symantec.com/security _response/writeup.jsp?docid=2014-040107-4038-99

FindAndCall

FindAndCall is a Potentially Unwanted Application for Android devices that may leak information.
The tag is: misp-galaxy:android="FindAndCall"

Table 201. Table References
Links

https://lwww.symantec.com/security_response/writeup.jsp?docid=2014-031020-2906-99
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Finfish

Finfish is a Trojan horse for Android devices that opens a back door and steals information from
the compromised device.

The tag is: misp-galaxy:android="Finfish"

Table 202. Table References
Links

https://www.symantec.com/security _response/writeup.jsp?docid=2012-083016-0032-99

Fireleaker

Fireleaker is a Trojan horse for Android devices that steals information from the compromised
device.

The tag is: misp-galaxy:android="Fireleaker"

Table 203. Table References
Links

https://www.symantec.com/security _response/writeup.jsp?docid=2014-031814-5207-99

Fitikser

Fitikser is a Trojan horse for Android devices that steals information from the compromised device.
The tag is: misp-galaxy:android="Fitikser"

Table 204. Table References
Links

https://www.symantec.com/security _response/writeup.jsp?docid=2014-093015-2830-99

Flexispy

Flexispy is a Spyware application for Android devices that logs the deviceOs activity and sends it to a
predetermined website.

The tag is: misp-galaxy:android="Flexispy"

Table 205. Table References
Links

https://www.symantec.com/security _response/writeup.jsp?docid=2011-122006-4805-99
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Fokonge

Fokonge is a Trojan horse that steals information from Android devices.
The tag is: misp-galaxy:android="Fokonge"

Table 206. Table References

Links
https://lwww.symantec.com/security _response/writeup.jsp?docid=2011-071802-0727-99

FoncySMS

FoncySMS is a Trojan horse for Android devices that sends SMS messages to premium-rate phone
numbers. It may also connect to an IRC server and execute any received shell commands.

The tag is: misp-galaxy:android="FoncySMS"

Table 207. Table References

Links
https://www.symantec.com/security _response/writeup.jsp?docid=2012-011502-2651-99

Frogonal

Frogonal is a Trojan horse for Android devices that steals information from the compromised

device.
The tag is: misp-galaxy:android="Frogonal"

Table 208. Table References

Links
https://www.symantec.com/security _response/writeup.jsp?docid=2012-062205-2312-99

Ftad

Ftad is an advertisement library that is bundled with certain Android applications.
The tag is: misp-galaxy:android="Ftad"

Table 209. Table References

Links
https://lwww.symantec.com/security_response/writeup.jsp?docid=2014-040114-2020-99
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Funtasy
Funtasy is a Trojan horse for Android devices that subscribes the user to premium SMS services.
The tag is: misp-galaxy:android="Funtasy"

Table 210. Table References
Links

https://lwww.symantec.com/security _response/writeup.jsp?docid=2014-092519-5811-99

GallMe

GallMe is an advertisement library that is bundled with certain Android applications.
The tag is: misp-galaxy:android="GallMe"

Table 211. Table References
Links

https://lwww.symantec.com/security _response/writeup.jsp?docid=2014-040312-1336-99

Gamex
Gamex is a Trojan horse for Android devices that downloads further threats.
The tag is: misp-galaxy:android="Gamex"

Table 212. Table References
Links

https://www.symantec.com/security _response/writeup.jsp?docid=2012-051015-1808-99

Gappusin

Gappusin is a Trojan horse for Android devices that downloads applications and disguises them as
system updates.

The tag is: misp-galaxy:android="Gappusin"

Table 213. Table References
Links

https://www.symantec.com/security _response/writeup.jsp?docid=2012-022007-2013-99

Gazon

Gazon is a worm for Android devices that spreads through SMS messages.
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The tag is: misp-galaxy:android="Gazon"

Table 214. Table References
Links

https://lwww.symantec.com/security _response/writeup.jsp?docid=2015-030320-1436-99

Geinimi
Geinimi is a Trojan that opens a back door and transmits information from the device to a remote
location.

The tag is: misp-galaxy:android="Geinimi"

Table 215. Table References
Links

https://www.symantec.com/security _response/writeup.jsp?docid=2011-010111-5403-99

Generisk

Generisk is a generic detection for Android applications that may pose a privacy, security, or
stability risk to the user or userOs Android device.

The tag is: misp-galaxy:android="Generisk"

Table 216. Table References
Links

https://www.symantec.com/security _response/writeup.jsp?docid=2014-062622-1559-99

Genheur

Genheur is a generic detection for many individual but varied Trojans for Android devices for
which specific definitions have not been created. A generic detection is used because it protects
against many Trojans that share similar characteristics.

The tag is: misp-galaxy:android="Genheur"

Table 217. Table References
Links

https://www.symantec.com/security _response/writeup.jsp?docid=2014-032613-0848-99

Genpush

Genpush is an advertisement library that is bundled with certain Android applications.
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The tag is: misp-galaxy:android="Genpush"

Table 218. Table References
Links

https://lwww.symantec.com/security _response/writeup.jsp?docid=2014-033109-0426-99

GeoFake

GeoFake is a Trojan horse for Android devices that sends SMS messages to premium-rate numbers.
The tag is: misp-galaxy:android="GeoFake"

Table 219. Table References
Links

https://www.symantec.com/security _response/writeup.jsp?docid=2012-040217-3232-99

Geplook

Geplook is a Trojan horse for Android devices that downloads additional apps onto the
compromised device.

The tag is: misp-galaxy:android="Geplook"

Table 220. Table References
Links

https://www.symantec.com/security _response/writeup.jsp?docid=2014-121814-0917-99

Getadpush
Getadpush is an advertisement library that is bundled with certain Android applications.
The tag is: misp-galaxy:android="Getadpush"

Table 221. Table References
Links

https://www.symantec.com/security _response/writeup.jsp?docid=2014-040112-0957-99

Ggtracker

Ggtracker is a Trojan horse for Android devices that sends SMS messages to a premium-rate
number. It may also steal information from the device.

The tag is: misp-galaxy:android="Ggtracker"

Table 222. Table References
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Links

https://www.symantec.com/security _response/writeup.jsp?docid=2011-062208-5013-99

Ghostpush

Ghostpush is a Trojan horse for Android devices that roots the compromised device. It may then
perform malicious activities on the compromised device.

The tag is: misp-galaxy:android="Ghostpush"

Table 223. Table References
Links

https://www.symantec.com/security _response/writeup.jsp?docid=2015-100215-3718-99

Gmaster

Gmaster is a Trojan horse on the Android platform that steals potentially confidential information
from the compromised device.

The tag is: misp-galaxy:android="Gmaster"

Table 224. Table References
Links

https://www.symantec.com/security _response/writeup.jsp?docid=2011-082404-5049-99

Godwon

Godwon is a Trojan horse for Android devices that steals information.
The tag is: misp-galaxy:android="Godwon"

Table 225. Table References
Links

https://lwww.symantec.com/security _response/writeup.jsp?docid=2013-091017-1833-99

Golddream

Golddream is a Trojan horse that steals information from Android devices.
The tag is: misp-galaxy:android="Golddream"

Table 226. Table References
Links

https://www.symantec.com/security _response/writeup.jsp?docid=2011-070608-4139-99
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https://www.symantec.com/security_response/writeup.jsp?docid=2011-070608-4139-99

Goldeneagle
Goldeneagle is a Trojan horse that steals information from Android devices.
The tag is: misp-galaxy:android="Goldeneagle"

Table 227. Table References
Links

https://lwww.symantec.com/security _response/writeup.jsp?docid=2011-090110-3712-99

Golocker

Golocker is a Trojan horse for Android devices that steals information from the compromised
device.

The tag is: misp-galaxy:android="Golocker"

Table 228. Table References
Links

https://www.symantec.com/security _response/writeup.jsp?docid=2012-062003-3214-99

Gomal
Gomal is a Trojan horse for Android devices that steals information from the compromised device.
The tag is: misp-galaxy:android="Gomal"

Table 229. Table References
Links

https://lwww.symantec.com/security _response/writeup.jsp?docid=2014-101312-1047-99

Gonesixty
Gonesixty is a Trojan horse that steals information from Android devices.
The tag is: misp-galaxy:android="Gonesixty"

Table 230. Table References
Links

https://lwww.symantec.com/security _response/writeup.jsp?docid=2011-093001-2649-99

Gonfu

Gonfu is a Trojan horse that steals information from Android devices.
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https://www.symantec.com/security_response/writeup.jsp?docid=2011-090110-3712-99
https://www.symantec.com/security_response/writeup.jsp?docid=2012-062003-3214-99
https://www.symantec.com/security_response/writeup.jsp?docid=2014-101312-1047-99
https://www.symantec.com/security_response/writeup.jsp?docid=2011-093001-2649-99

The tag is: misp-galaxy:android="Gonfu"

Table 231. Table References
Links

https://lwww.symantec.com/security _response/writeup.jsp?docid=2011-060610-3953-99

Gonfu.B

Gonfu.B is a Trojan horse that steals information from Android devices.
The tag is: misp-galaxy:android="Gonfu.B"

Table 232. Table References
Links

https://www.symantec.com/security _response/writeup.jsp?docid=2012-030811-5215-99

Gonfu.C

Gonfu.C is a Trojan horse for Android devices that may download additional threats on the
compromised device.

The tag is: misp-galaxy:android="Gonfu.C"

Table 233. Table References
Links

https://lwww.symantec.com/security _response/writeup.jsp?docid=2014-031817-3639-99

Gonfu.D

Gonfu.D is a Trojan horse that opens a back door on Android devices.
The tag is: misp-galaxy:android="Gonfu.D"

Table 234. Table References
Links

https://www.symantec.com/security _response/writeup.jsp?docid=2012-040414-1158-99

Gooboot

Gooboot is a Trojan horse for Android devices that may send text messages to premium rate
numbers.

The tag is: misp-galaxy:android="Gooboot"

Table 235. Table References
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https://www.symantec.com/security_response/writeup.jsp?docid=2011-060610-3953-99
https://www.symantec.com/security_response/writeup.jsp?docid=2012-030811-5215-99
https://www.symantec.com/security_response/writeup.jsp?docid=2014-031817-3639-99
https://www.symantec.com/security_response/writeup.jsp?docid=2012-040414-1158-99

Links

https://www.symantec.com/security _response/writeup.jsp?docid=2014-031818-3034-99

Goodadpush
Goodadpush is an advertisement library that is bundled with certain Android applications.
The tag is: misp-galaxy:android="Goodadpush"

Table 236. Table References
Links

https://www.symantec.com/security _response/writeup.jsp?docid=2014-040108-0913-99

Greystripe
Greystripe is an advertisement library that is bundled with certain Android applications.
The tag is: misp-galaxy:android="Greystripe"

Table 237. Table References
Links

https://www.symantec.com/security _response/writeup.jsp?docid=2014-052919-2643-99

Gugespy

Gugespy is a spyware program for Android devices that logs the deviceOs activity and sends it to a
predetermined email address.

The tag is: misp-galaxy:android="Gugespy"

Table 238. Table References
Links

https://www.symantec.com/security _response/writeup.jsp?docid=2012-071822-2515-99

Gugespy.B

Gugespy.B is a spyware program for Android devices that monitors and sends certain information
to a remote location.

The tag is: misp-galaxy:android="Gugespy.B"

Table 239. Table References
Links

https://www.symantec.com/security _response/writeup.jsp?docid=2013-070511-5038-99
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Gupno

Gupno is a Trojan horse for Android devices that poses as a legitimate app and attempts to charge
users for features that are normally free. It may also display advertisements on the compromised
device.

The tag is: misp-galaxy:android="Gupno"

Table 240. Table References

Links

https://www.symantec.com/security _response/writeup.jsp?docid=2015-072211-5533-99

Habey

Habey is a Trojan horse for Android devices that may attempt to delete files and send SMS
messages from the compromised device.

The tag is: misp-galaxy:android="Habey"

Table 241. Table References
Links

https://www.symantec.com/security _response/writeup.jsp?docid=2014-100608-4512-99

Handyclient
Handyclient is an advertisement library that is bundled with certain Android applications.
The tag is: misp-galaxy:android="Handyclient"

Table 242. Table References

Links

https://www.symantec.com/security _response/writeup.jsp?docid=2014-040307-5027-99

Hehe

Hehe is a Trojan horse for Android devices that blocks incoming calls and SMS messages from
specific numbers. The Trojan also steals information from the compromised device.

The tag is: misp-galaxy:android="Hehe"

Table 243. Table References
Links

https://www.symantec.com/security _response/writeup.jsp?docid=2014-012211-0020-99
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https://www.symantec.com/security_response/writeup.jsp?docid=2014-100608-4512-99
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Hesperbot

Hesperbot is a Trojan horse for Android devices that opens a back door on the compromised device
and may steal information.

The tag is: misp-galaxy:android="Hesperbot"

Table 244. Table References
Links

https://www.symantec.com/security _response/writeup.jsp?docid=2013-121010-1120-99

Hippo
Hippo is a Trojan horse that sends SMS messages to premium-rate phone numbers.
The tag is: misp-galaxy:android="Hippo"

Table 245. Table References
Links

https://www.symantec.com/security _response/writeup.jsp?docid=2011-071215-3547-99

Hippo.B
Hippo.B is a Trojan horse that sends SMS messages to premium-rate phone numbers.
The tag is: misp-galaxy:android="Hippo.B"

Table 246. Table References
Links

https://www.symantec.com/security _response/writeup.jsp?docid=2014-031915-0151-99

ladPush

ladPush is an advertisement library that is bundled with certain Android applications.
The tag is: misp-galaxy:android="ladPush"

Table 247. Table References

Links

https://lwww.symantec.com/security _response/writeup.jsp?docid=2014-040315-4104-99

iBanking

iBanking is a Trojan horse for Android devices that opens a back door on the compromised device
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https://www.symantec.com/security_response/writeup.jsp?docid=2011-071215-3547-99
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and may steal information.
The tag is: misp-galaxy:android="iBanking"

Table 248. Table References

Links
https://lwww.symantec.com/security _response/writeup.jsp?docid=2014-030713-0559-99

lconosis

Iconosis is a Trojan horse for Android devices that steals information from the compromised

device.
The tag is: misp-galaxy:android="Iconosis"

Table 249. Table References

Links
https://www.symantec.com/security _response/writeup.jsp?docid=2012-062107-3327-99

lconosys

Iconosys is a Trojan horse for Android devices that steals information from the compromised

device.
The tag is: misp-galaxy:android="Iconosys"

Table 250. Table References

Links
https://www.symantec.com/security _response/writeup.jsp?docid=2012-081309-0341-99

lgexin

Igexin is an advertisement library that is bundled with certain Android applications. Igexin has the
capability of spying on victims through otherwise benign apps by downloading malicious plugins,

The tag is: misp-galaxy:android="Igexin"
Igexin is also known as:

¥ IcicleGum
View relationships graph

Igexin has relationships with:

¥ similar: misp-galaxy:android="IcicleGum" with estimative-language:likelihood-

probability="likely"


https://www.symantec.com/security_response/writeup.jsp?docid=2014-030713-0559-99
https://www.symantec.com/security_response/writeup.jsp?docid=2012-062107-3327-99
https://www.symantec.com/security_response/writeup.jsp?docid=2012-081309-0341-99
https://www.misp-project.org/graphs/52c5f9b3-e9ed-4c86-b4a8-d4ebc68a4d7b.png

Table 251. Table References

Links
https://www.symantec.com/security _response/writeup.jsp?docid=2015-032606-5519-99
https://source.android.com/security/reports/Google_Android_Security 2017 Report_Final.pdf

https://blog.lookout.com/igexin-malicious-sdk

ImAdPush
ImAdPush is an advertisement library that is bundled with certain Android applications.

The tag is: misp-galaxy:android="ImAdPush"

Table 252. Table References

Links

https://lwww.symantec.com/security _response/writeup.jsp?docid=2014-040323-0218-99

InMobi

InMobi is an advertisement library that is bundled with certain Android applications.
The tag is: misp-galaxy:android="InMobi"

Table 253. Table References

Links

https://www.symantec.com/security _response/writeup.jsp?docid=2014-052713-1527-99

Jifake

Jifake is a Trojan horse for Android devices that sends SMS messages to premium-rate phone
numbers.

The tag is: misp-galaxy:android="Jifake"

Table 254. Table References

Links

https://www.symantec.com/security _response/writeup.jsp?docid=2012-073021-4247-99

Jollyserv

Jollyserv is a Trojan horse for Android devices that sends SMS messages and steals information
from the compromised device.

The tag is: misp-galaxy:android="Jollyserv"
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https://source.android.com/security/reports/Google_Android_Security_2017_Report_Final.pdf
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https://www.symantec.com/security_response/writeup.jsp?docid=2014-040323-0218-99
https://www.symantec.com/security_response/writeup.jsp?docid=2014-052713-1527-99
https://www.symantec.com/security_response/writeup.jsp?docid=2012-073021-4247-99

Table 255. Table References
Links

https://www.symantec.com/security _response/writeup.jsp?docid=2013-090311-4533-99

Jsmshider

Jsmshider is a Trojan horse that opens a back door on Android devices.
The tag is: misp-galaxy:android="Jsmshider"

Table 256. Table References
Links

https://www.symantec.com/security _response/writeup.jsp?docid=2011-062114-0857-99

Jub

Ju6 is an advertisement library that is bundled with certain Android applications.
The tag is: misp-galaxy:android="Ju6"

Table 257. Table References
Links

https://www.symantec.com/security _response/writeup.jsp?docid=2014-040416-2428-99

Jumptap
Jumptap is an advertisement library that is bundled with certain Android applications.
The tag is: misp-galaxy:android="Jumptap"

Table 258. Table References
Links

https://lwww.symantec.com/security _response/writeup.jsp?docid=2014-052713-0859-99

Jzmob

Jzmob is an advertisement library that is bundled with certain Android applications.
The tag is: misp-galaxy:android="Jzmob"

Table 259. Table References
Links

https://lwww.symantec.com/security _response/writeup.jsp?docid=2014-040207-1703-99
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https://www.symantec.com/security_response/writeup.jsp?docid=2011-062114-0857-99
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Kabstamper

Kabstamper is a Trojan horse for Android devices that corrupts images found on the compromised
device.

The tag is: misp-galaxy:android="Kabstamper"

Table 260. Table References
Links

https://www.symantec.com/security _response/writeup.jsp?docid=2012-060706-2305-99

Kidlogger

Kidlogger is a Spyware application for Android devices that logs the deviceOs activity and sends it to
a predetermined website.

The tag is: misp-galaxy:android="Kidlogger"

Table 261. Table References
Links

https://www.symantec.com/security _response/writeup.jsp?docid=2011-122014-1927-99

Kielog

Kielog is a Trojan horse for Android devices that logs keystrokes and sends the stolen information
to the remote attacker.

The tag is: misp-galaxy:android="Kielog"

Table 262. Table References
Links

https://www.symantec.com/security _response/writeup.jsp?docid=2013-040205-4035-99

Kituri

Kituri is a Trojan horse for Android devices that blocks certain SMS messages from being received
by the device. It may also send SMS messages to a premium-rate number.

The tag is: misp-galaxy:android="Kituri"

Table 263. Table References
Links

https://www.symantec.com/security _response/writeup.jsp?docid=2012-061111-5350-99
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Kranxpay
Kranxpay is a Trojan horse for Android devices that downloads other apps onto the device.
The tag is: misp-galaxy:android="Kranxpay"

Table 264. Table References

Links
https://lwww.symantec.com/security _response/writeup.jsp?docid=2012-071009-0809-99

Krysanec
Krysanec is a Trojan horse for Android devices that opens a back door on the compromised device.
The tag is: misp-galaxy:android="Krysanec"

Table 265. Table References

Links
https://lwww.symantec.com/security _response/writeup.jsp?docid=2014-090113-4128-99

Kuaidian360

Kuaidian360 is an advertisement library that is bundled with certain Android applications.
The tag is: misp-galaxy:android="Kuaidian360"

Table 266. Table References

Links
https://lwww.symantec.com/security _response/writeup.jsp?docid=2014-040109-2415-99

Kuguo
Kuguo is an advertisement library that is bundled with certain Android applications.
The tag is: misp-galaxy:android="Kuguo"

Table 267. Table References

Links
https://www.symantec.com/security _response/writeup.jsp?docid=2014-040315-5215-99

Lastacloud

Lastacloud is a Trojan horse for Android devices that steals information from the compromised

device.


https://www.symantec.com/security_response/writeup.jsp?docid=2012-071009-0809-99
https://www.symantec.com/security_response/writeup.jsp?docid=2014-090113-4128-99
https://www.symantec.com/security_response/writeup.jsp?docid=2014-040109-2415-99
https://www.symantec.com/security_response/writeup.jsp?docid=2014-040315-5215-99

The tag is: misp-galaxy:android="Lastacloud"

Table 268. Table References
Links

https://lwww.symantec.com/security _response/writeup.jsp?docid=2014-121216-4334-99

Laucassspy

Laucassspy is a spyware program for Android devices that steals information and sends it to a
remote location.

The tag is: misp-galaxy:android="Laucassspy"

Table 269. Table References
Links

https://lwww.symantec.com/security _response/writeup.jsp?docid=2012-092409-1822-99

Lifemonspy

Lifemonspy is a spyware application for Android devices that can track the phoneOs location,
download SMS messages, and erase certain data from the device.

The tag is: misp-galaxy:android="Lifemonspy"

Table 270. Table References
Links

https://www.symantec.com/security _response/writeup.jsp?docid=2011-111516-5540-99

Lightdd

Lightdd is a Trojan horse that steals information from Android devices.
The tag is: misp-galaxy:android="Lightdd"

Table 271. Table References
Links

https://www.symantec.com/security _response/writeup.jsp?docid=2011-053114-2342-99

Loaderpush

Loaderpush is an advertisement library that is bundled with certain Android applications.
The tag is: misp-galaxy:android="Loaderpush"

Table 272. Table References
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Links
https://www.symantec.com/security _response/writeup.jsp?docid=2014-040108-0244-99

Locaspy

Locaspy is a Potentially Unwanted Application for Android devices that tracks the location of the

compromised device.
The tag is: misp-galaxy:android="Locaspy"

Table 273. Table References

Links
https://lwww.symantec.com/security _response/writeup.jsp?docid=2014-030720-3500-99

Lockdroid.E

Lockdroid.E is a Trojan horse for Android devices that locks the screen and displays a ransom

demand on the compromised device.
The tag is: misp-galaxy:android="Lockdroid.E"

Table 274. Table References

Links
https://lwww.symantec.com/security _response/writeup.jsp?docid=2014-103005-2209-99

Lockdroid.F

Lockdroid.F is a Trojan horse for Android devices that locks the screen and displays a ransom

demand on the compromised device.
The tag is: misp-galaxy:android="Lockdroid.F"

Table 275. Table References

Links
https://www.symantec.com/security _response/writeup.jsp?docid=2014-102215-4346-99

Lockdroid.G

Lockdroid.G is a Trojan horse for Android devices that may display a ransom demand on the

compromised device.

The tag is: misp-galaxy:android="Lockdroid.G"

Table 276. Table References


https://www.symantec.com/security_response/writeup.jsp?docid=2014-040108-0244-99
https://www.symantec.com/security_response/writeup.jsp?docid=2014-030720-3500-99
https://www.symantec.com/security_response/writeup.jsp?docid=2014-103005-2209-99
https://www.symantec.com/security_response/writeup.jsp?docid=2014-102215-4346-99

Links
https://www.symantec.com/security _response/writeup.jsp?docid=2014-050610-2450-99

Lockdroid.H

Lockdroid.H is a Trojan horse for Android devices that locks the screen and displays a ransom

demand on the compromised device.
The tag is: misp-galaxy:android="Lockdroid.H"

Table 277. Table References

Links
https://lwww.symantec.com/security _response/writeup.jsp?docid=2016-031621-1349-99

Lockscreen
Lockscreen is a Trojan horse for Android devices that locks the compromised device from use.
The tag is: misp-galaxy:android="Lockscreen"

Table 278. Table References

Links
https://www.symantec.com/security _response/writeup.jsp?docid=2015-032409-0743-99

LogiaAd
LogiaAd is an advertisement library that is bundled with certain Android applications.
The tag is: misp-galaxy:android="LogiaAd"

Table 279. Table References

Links
https://www.symantec.com/security _response/writeup.jsp?docid=2014-052713-0348-99

Loicdos

Loicdos is an Android application that provides an interface to a website in order to perform a

denial of service (DoS) attack against a computer.
The tag is: misp-galaxy:android="Loicdos"

Table 280. Table References

Links
https://www.symantec.com/security _response/writeup.jsp?docid=2012-022002-2431-99
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Loozfon

Loozfon is a Trojan horse for Android devices that steals information from the compromised

device.
The tag is: misp-galaxy:android="Loozfon"

Table 281. Table References

Links
https://www.symantec.com/security _response/writeup.jsp?docid=2012-082005-5451-99

Lotoor

Lotoor is a generic detection for hack tools that exploit vulnerabilities in order to gain root

privileges on compromised Android devices.
The tag is: misp-galaxy:android="Lotoor"

Table 282. Table References

Links
https://www.symantec.com/security _response/writeup.jsp?docid=2012-091922-4449-99

Lovespy
Lovespy is a Trojan horse for Android devices that steals information from the device.
The tag is: misp-galaxy:android="Lovespy"

Table 283. Table References

Links
https://www.symantec.com/security _response/writeup.jsp?docid=2012-071814-3805-99

Lovetrap
Lovetrap is a Trojan horse that sends SMS messages to premium-rate phone numbers.
The tag is: misp-galaxy:android="Lovetrap"

Table 284. Table References

Links
https://lwww.symantec.com/security_response/writeup.jsp?docid=2011-072806-2905-99
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Luckycat

Luckycat is a Trojan horse for Android devices that opens a back door and steals information on
the compromised device.

The tag is: misp-galaxy:android="Luckycat

Table 285. Table References
Links

https://www.symantec.com/security _response/writeup.jsp?docid=2012-080617-5343-99

Machinleak

Machinleak is a Trojan horse for Android devices that steals information from the compromised
device.

The tag is: misp-galaxy:android="Machinleak"

Table 286. Table References
Links

https://www.symantec.com/security _response/writeup.jsp?docid=2013-120311-2440-99

Maistealer
Maistealer is a Trojan that steals information from Android devices.
The tag is: misp-galaxy:android="Maistealer"

Table 287. Table References
Links

https://www.symantec.com/security _response/writeup.jsp?docid=2012-072411-4350-99

Malapp

Malapp is a generic detection for many individual but varied threats on Android devices that share
similar characteristics.

The tag is: misp-galaxy:android="Malapp"

Table 288. Table References
Links

https://www.symantec.com/security _response/writeup.jsp?docid=2013-073014-3354-99
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Malebook

Malebook is a Trojan horse for Android devices that steals information from the compromised

device.
The tag is: misp-galaxy:android="Malebook"

Table 289. Table References

Links
https://www.symantec.com/security _response/writeup.jsp?docid=2012-071206-3403-99

Malhome

Malhome is a Trojan horse for Android devices that steals information from the compromised

device.
The tag is: misp-galaxy:android="Malhome"

Table 290. Table References

Links
https://www.symantec.com/security _response/writeup.jsp?docid=2012-071118-0441-99

Malminer

Malminer is a Trojan horse for Android devices that mines cryptocurrencies on the compromised

device.
The tag is: misp-galaxy:android="Malminer"

Table 291. Table References

Links
https://www.symantec.com/security _response/writeup.jsp?docid=2014-032712-3709-99

Mania

Mania is a Trojan horse for Android devices that sends SMS messages to a premium-rate phone

number.
The tag is: misp-galaxy:android="Mania"

Table 292. Table References

Links
https://www.symantec.com/security _response/writeup.jsp?docid=2012-070623-1520-99
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Maxit

Maxit is a Trojan horse for Android devices that opens a back door on the compromised device. It
also steals certain information and uploads it to a remote location.

The tag is: misp-galaxy:android="Maxit"

Table 293. Table References

Links
https://www.symantec.com/security _response/writeup.jsp?docid=2012-120411-2511-99

MdotM

MdotM is an advertisement library that is bundled with certain Android applications.
The tag is: misp-galaxy:android="MdotM"

Table 294. Table References

Links
https://www.symantec.com/security _response/writeup.jsp?docid=2014-052712-5824-99

Medialets

Medialets is an advertisement library that is bundled with certain Android applications.
The tag is: misp-galaxy:android="Medialets"

Table 295. Table References

Links
https://lwww.symantec.com/security _response/writeup.jsp?docid=2014-052712-5222-99

Meshidden

Meshidden is a spyware application for Android devices that allows the device it is installed on to

be monitored.
The tag is: misp-galaxy:android="Meshidden"

Table 296. Table References

Links
https://lwww.symantec.com/security _response/writeup.jsp?docid=2014-031913-5257-99
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Mesploit

Mespiloit is a tool for Android devices used to create applications that exploit the Android Fake ID

vulnerability.
The tag is: misp-galaxy:android="Mesploit"

Table 297. Table References

Links
https://www.symantec.com/security _response/writeup.jsp?docid=2015-032014-2847-99

Mesprank
Mesprank is a Trojan horse for Android devices that opens a back door on the compromised device.
The tag is: misp-galaxy:android="Mesprank"

Table 298. Table References

Links
https://www.symantec.com/security _response/writeup.jsp?docid=2014-030717-1933-99

Meswatcherbox

Meswatcherbox is a spyware application for Android devices that forwards SMS messages without

the user knowing.

The tag is: misp-galaxy:android="Meswatcherbox"

Table 299. Table References

Links
https://www.symantec.com/security _response/writeup.jsp?docid=2011-111612-2736-99

Miji
Miji is an advertisement library that is bundled with certain Android applications.

The tag is: misp-galaxy:android="Miji"

Table 300. Table References

Links
https://lwww.symantec.com/security_response/writeup.jsp?docid=2014-032815-4720-99
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Milipnot

Milipnot is a Trojan horse for Android devices that steals information from the compromised
device.

The tag is: misp-galaxy:android="Milipnot"

Table 301. Table References
Links

https://www.symantec.com/security _response/writeup.jsp?docid=2014-070414-0941-99

MillennialMedia
MillennialMedia is an advertisement library that is bundled with certain Android applications.
The tag is: misp-galaxy:android="MillennialMedia"

Table 302. Table References
Links

https://www.symantec.com/security _response/writeup.jsp?docid=2014-052712-4602-99

Mitcad

Mitcad is an advertisement library that is bundled with certain Android applications.
The tag is: misp-galaxy:android="Mitcad"

Table 303. Table References
Links

https://lwww.symantec.com/security _response/writeup.jsp?docid=2014-040212-0528-99

MobClix

MobClix is an advertisement library that is bundled with certain Android applications.
The tag is: misp-galaxy:android="MobClix"

Table 304. Table References
Links

https://www.symantec.com/security _response/writeup.jsp?docid=2014-052712-4011-99

MobFox

MobFox is an advertisement library that is bundled with certain Android applications.
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The tag is: misp-galaxy:android="MobFox"

Table 305. Table References

Links
https://lwww.symantec.com/security _response/writeup.jsp?docid=2014-052712-3050-99

Mobidisplay
Mobidisplay is an advertisement library that is bundled with certain Android applications.
The tag is: misp-galaxy:android="Mobidisplay"

Table 306. Table References

Links
https://www.symantec.com/security _response/writeup.jsp?docid=2014-040312-0435-99

Mobigapp
Mobigapp is a Trojan horse for Android devices that downloads applications disguised as system

updates.
The tag is: misp-galaxy:android="Mobigapp"

Table 307. Table References

Links
https://lwww.symantec.com/security _response/writeup.jsp?docid=2012-062520-5802-99

MobileBackup

MobileBackup is a spyware application for Android devices that monitors the affected device.
The tag is: misp-galaxy:android="MobileBackup"

Table 308. Table References

Links
https://www.symantec.com/security _response/writeup.jsp?docid=2014-031020-0040-99

Mobilespy

Mobilespy is a Trojan horse that steals information from Android devices.
The tag is: misp-galaxy:android="Mobilespy"

Table 309. Table References
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Links
https://www.symantec.com/security _response/writeup.jsp?docid=2011-071512-0653-99

Mobiletx

Mobiletx is a Trojan horse for Android devices that steals information from the compromised

device. It may also send SMS messages to a premium-rate number.
The tag is: misp-galaxy:android="Mobiletx"

Table 310. Table References

Links
https://lwww.symantec.com/security _response/writeup.jsp?docid=2012-052807-4439-99

Mobinaspy

Mobinaspy is a spyware application for Android devices that can track the deviceOs location.
The tag is: misp-galaxy:android="Mobinaspy"

Table 311. Table References

Links
https://www.symantec.com/security _response/writeup.jsp?docid=2011-111516-0511-99

Mobus
Mobus is an advertisement library that is bundled with certain Android applications.
The tag is: misp-galaxy:android="Mobus"

Table 312. Table References

Links
https://www.symantec.com/security _response/writeup.jsp?docid=2014-040416-2006-99

MobWin

MobWin is an advertisement library that is bundled with certain Android applications.
The tag is: misp-galaxy:android="MobWin"

Table 313. Table References

Links
https://www.symantec.com/security _response/writeup.jsp?docid=2014-040416-1522-99
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Mocore
Mocore is an advertisement library that is bundled with certain Android applications.
The tag is: misp-galaxy:android="Mocore"

Table 314. Table References

Links
https://lwww.symantec.com/security _response/writeup.jsp?docid=2015-092112-4603-99

Moghava
Moghava is a Trojan horse for Android devices that modifies images that are stored on the device.
The tag is: misp-galaxy:android="Moghava"

Table 315. Table References

Links
https://lwww.symantec.com/security _response/writeup.jsp?docid=2012-022712-2822-99

Momark
Momark is an advertisement library that is bundled with certain Android applications.
The tag is: misp-galaxy:android="Momark"

Table 316. Table References

Links
https://www.symantec.com/security _response/writeup.jsp?docid=2014-040113-5529-99

Monitorello

Monitorello is a spyware application for Android devices that allows the device it is installed on to

be monitored.
The tag is: misp-galaxy:android="Monitorello"

Table 317. Table References

Links
https://lwww.symantec.com/security _response/writeup.jsp?docid=2014-031914-4737-99

Moolah

Moolah is an advertisement library that is bundled with certain Android applications.
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The tag is: misp-galaxy:android="Moolah"

Table 318. Table References
Links

https://www.symantec.com/security _response/writeup.jsp?docid=2014-040416-1007-99

MoPub

MoPub is an advertisement library that is bundled with certain Android applications.
The tag is: misp-galaxy:android="MoPub"

Table 319. Table References
Links

https://www.symantec.com/security _response/writeup.jsp?docid=2014-052712-2456-99

Morepaks

Morepaks is a Trojan horse for Android devices that downloads remote files and may display
advertisements on the compromised device.

The tag is: misp-galaxy:android="Morepaks"

Table 320. Table References
Links

https://www.symantec.com/security _response/writeup.jsp?docid=2012-071204-1130-99

Nandrobox

Nandrobox is a Trojan horse for Android devices that steals information from the compromised
device. It also deletes certain SMS messages from the device.

The tag is: misp-galaxy:android="Nandrobox"

Table 321. Table References
Links

https://www.symantec.com/security _response/writeup.jsp?docid=2012-070212-2132-99

Netisend
Netisend is a Trojan horse that steals information from Android devices.
The tag is: misp-galaxy:android="Netisend"

Table 322. Table References
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Links
https://www.symantec.com/security _response/writeup.jsp?docid=2011-080207-1139-99

Nickispy
Nickispy is a Trojan horse that steals information from Android devices.
The tag is: misp-galaxy:android="Nickispy"

Table 323. Table References

Links
https://www.symantec.com/security _response/writeup.jsp?docid=2011-072714-3613-99

Notcompatible

Notcompatible is a Trojan horse for Android devices that acts as a proxy.
The tag is: misp-galaxy:android="Notcompatible"

Table 324. Table References

Links
https://www.symantec.com/security _response/writeup.jsp?docid=2012-050307-2712-99

Nuhaz

Nuhaz is a Trojan horse for Android devices that may intercept text messages on the compromised

device.
The tag is: misp-galaxy:android="Nuhaz"

Table 325. Table References

Links
https://www.symantec.com/security _response/writeup.jsp?docid=2014-031814-3416-99

Nyearleaker
Nyearleaker is a Trojan horse program for Android devices that steals information.
The tag is: misp-galaxy:android="Nyearleaker"

Table 326. Table References

Links
https://www.symantec.com/security _response/writeup.jsp?docid=2012-010514-0844-99


https://www.symantec.com/security_response/writeup.jsp?docid=2011-080207-1139-99
https://www.symantec.com/security_response/writeup.jsp?docid=2011-072714-3613-99
https://www.symantec.com/security_response/writeup.jsp?docid=2012-050307-2712-99
https://www.symantec.com/security_response/writeup.jsp?docid=2014-031814-3416-99
https://www.symantec.com/security_response/writeup.jsp?docid=2012-010514-0844-99

Obad

Obad is a Trojan horse for Android devices that opens a back door, steals information, and
downloads files. It also sends SMS messages to premium-rate numbers and spreads malware to
Bluetooth-enabled devices.

The tag is: misp-galaxy:android="Obad"

Table 327. Table References

Links

https://www.symantec.com/security _response/writeup.jsp?docid=2013-060411-4146-99

Oneclickfraud

Oneclickfraud is a Trojan horse for Android devices that attempts to coerce a user into paying for a
pornographic service.

The tag is: misp-galaxy:android="Oneclickfraud"

Table 328. Table References
Links

https://www.symantec.com/security _response/writeup.jsp?docid=2012-011205-4412-99

Opfake

Opfake is a detection for Trojan horses on the Android platform that send SMS texts to premium-
rate numbers.

The tag is: misp-galaxy:android="Opfake"

Table 329. Table References
Links

https://lwww.symantec.com/security _response/writeup.jsp?docid=2012-012709-2732-99

Opfake.B

Opfake.B is a Trojan horse for the Android platform that may receive commands from a remote
attacker to perform various functions.

The tag is: misp-galaxy:android="Opfake.B"

Table 330. Table References
Links

https://www.symantec.com/security _response/writeup.jsp?docid=2012-022406-1309-99
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Ozotshielder
Ozotshielder is a Trojan horse that steals information from Android devices.
The tag is: misp-galaxy:android="Ozotshielder"

Table 331. Table References

Links
https://www.symantec.com/security _response/writeup.jsp?docid=2011-091505-3230-99

Pafloat
Pafloat is an advertisement library that is bundled with certain Android applications.
The tag is: misp-galaxy:android="Pafloat"

Table 332. Table References

Links
https://www.symantec.com/security _response/writeup.jsp?docid=2014-040215-2015-99

PandaAds

PandaAds is an advertisement library that is bundled with certain Android applications.
The tag is: misp-galaxy:android="PandaAds"

Table 333. Table References

Links
https://www.symantec.com/security _response/writeup.jsp?docid=2014-040312-1959-99

Pandbot

Pandbot is a Trojan horse for Android devices that may download more files onto the device.

The tag is: misp-galaxy:android="Pandbot"

Table 334. Table References

Links
https://www.symantec.com/security _response/writeup.jsp?docid=2012-071215-1454-99

Pdaspy

Pdaspy is a spyware application for Android devices that periodically gathers information from the

device and uploads it to a predetermined location.


https://www.symantec.com/security_response/writeup.jsp?docid=2011-091505-3230-99
https://www.symantec.com/security_response/writeup.jsp?docid=2014-040215-2015-99
https://www.symantec.com/security_response/writeup.jsp?docid=2014-040312-1959-99
https://www.symantec.com/security_response/writeup.jsp?docid=2012-071215-1454-99

The tag is: misp-galaxy:android="Pdaspy"

Table 335. Table References

Links
https://lwww.symantec.com/security _response/writeup.jsp?docid=2011-111612-0749-99

Penetho

Penetho is a hacktool for Android devices that can be used to crack the WiFi password of the router

that the device is using.
The tag is: misp-galaxy:android="Penetho"

Table 336. Table References

Links
https://lwww.symantec.com/security _response/writeup.jsp?docid=2012-100110-3614-99

Perkel

Perkel is a Trojan horse for Android devices that may steal information from the compromised

device.
The tag is: misp-galaxy:android="Perkel"

Table 337. Table References

Links
https://www.symantec.com/security _response/writeup.jsp?docid=2013-082811-4213-99

Phimdropper

Phimdropper is a Trojan horse for Android devices that sends and intercepts incoming SMS

messages.
The tag is: misp-galaxy:android="Phimdropper"

Table 338. Table References

Links
https://lwww.symantec.com/security _response/writeup.jsp?docid=2014-021002-2943-99

Phospy

Phospy is a Trojan horse for Android devices that steals confidential information from the

compromised device.
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The tag is: misp-galaxy:android="Phospy"

Table 339. Table References

Links
https://lwww.symantec.com/security _response/writeup.jsp?docid=2013-060706-4803-99

Piddialer

Piddialer is a Trojan horse for Android devices that dials premium-rate numbers from the

compromised device.
The tag is: misp-galaxy:android="Piddialer"

Table 340. Table References

Links
https://lwww.symantec.com/security _response/writeup.jsp?docid=2014-111020-2247-99

Pikspam
Pikspam is a Trojan horse for Android devices that sends spam SMS messages from the

compromised device.
The tag is: misp-galaxy:android="Pikspam"

Table 341. Table References

Links
https://lwww.symantec.com/security _response/writeup.jsp?docid=2012-121815-0336-99

Pincer

Pincer is a Trojan horse for Android devices that steals confidential information and opens a back

door on the compromised device.
The tag is: misp-galaxy:android="Pincer"

Table 342. Table References

Links
https://www.symantec.com/security _response/writeup.jsp?docid=2013-052307-3530-99

Pirator

Pirator is a Trojan horse on the Android platform that downloads files and steals potentially

confidential information from the compromised device.
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The tag is: misp-galaxy:android="Pirator"

Table 343. Table References
Links

https://www.symantec.com/security _response/writeup.jsp?docid=2012-021609-5740-99

Pjapps

Pjapps is a Trojan horse that has been embedded on third party applications and opens a back door
on the compromised device. It retrieves commands from a remote command and control server.

The tag is: misp-galaxy:android="Pjapps"

Table 344. Table References
Links

https://lwww.symantec.com/security _response/writeup.jsp?docid=2011-022303-3344-99

Pjapps.B
Pjapps.B is a Trojan horse for Android devices that opens a back door on the compromised device.
The tag is: misp-galaxy:android="Pjapps.B"

Table 345. Table References
Links

https://www.symantec.com/security _response/writeup.jsp?docid=2014-032014-1624-99

Pletora

Pletora is a is a Trojan horse for Android devices that may lock the compromised device. It then
asks the user to pay in order to unlock the device.

The tag is: misp-galaxy:android="Pletora"

Table 346. Table References
Links

https://lwww.symantec.com/security _response/writeup.jsp?docid=2014-061217-4345-99

Poisoncake

Poisoncake is a Trojan horse for Android devices that opens a back door on the compromised
device. It may also download potentially malicious files and steal information.

The tag is: misp-galaxy:android="Poisoncake"
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Table 347. Table References

Links

https://www.symantec.com/security _response/writeup.jsp?docid=2015-010610-0726-99

Pontiflex
Pontiflex is an advertisement library that is bundled with certain Android applications.
The tag is: misp-galaxy:android="Pontiflex"

Table 348. Table References
Links

https://www.symantec.com/security _response/writeup.jsp?docid=2014-052618-0946-99

Positmob

Positmob is a Trojan horse program for Android devices that sends SMS messages to premium rate
phone numbers.

The tag is: misp-galaxy:android="Positmob"

Table 349. Table References

Links

https://www.symantec.com/security _response/writeup.jsp?docid=2011-111409-1556-99

Premiumtext

Premiumtext is a detection for Trojan horses on the Android platform that send SMS texts to
premium-rate numbers. These Trojans will often be repackaged versions of genuine Android
software packages, often distributed outside the Android Marketplace.

The tag is: misp-galaxy:android="Premiumtext"

Table 350. Table References
Links

https://www.symantec.com/security _response/writeup.jsp?docid=2011-080213-5308-99

Pris

Pris is a Trojan horse for Android devices that silently downloads a malicious application and
attempts to open a back door on the compromised device.

The tag is: misp-galaxy:android="Pris"
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Table 351. Table References

Links

https://www.symantec.com/security _response/writeup.jsp?docid=2012-061820-5638-99

Qdplugin

Qdplugin is a Trojan horse for Android devices that opens a back door and steals information from
the compromised device.

The tag is: misp-galaxy:android="Qdplugin"

Table 352. Table References
Links

https://www.symantec.com/security _response/writeup.jsp?docid=2012-102510-3330-99

Qicsomos

Qicsomos is a Trojan horse for Android devices that sends SMS messages to a premium-rate phone
number.

The tag is: misp-galaxy:android="Qicsomos"

Table 353. Table References
Links

https://www.symantec.com/security _response/writeup.jsp?docid=2012-011007-2223-99

Qitmo
Qitmo is a Trojan horse for Android devices that steals information from the compromised device.
The tag is: misp-galaxy:android="Qitmo"

Table 354. Table References
Links

https://www.symantec.com/security _response/writeup.jsp?docid=2014-030716-4923-99

Rabbhome

Rabbhome is a Trojan horse for Android devices that steals information from the compromised
device.

The tag is: misp-galaxy:android="Rabbhome"

Table 355. Table References
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Links

https://www.symantec.com/security _response/writeup.jsp?docid=2012-053007-3750-99

Repane

Repane is a Trojan horse for Android devices that steals information and sends SMS messages from

the compromised device.
The tag is: misp-galaxy:android="Repane"

Table 356. Table References

Links

https://lwww.symantec.com/security _response/writeup.jsp?docid=2013-090411-5052-99

Reputation.1
Reputation.1 is a detection for Android files based on analysis performed by Norton Mobile Insight.
The tag is: misp-galaxy:android="Reputation.1"

Table 357. Table References

Links

https://www.symantec.com/security _response/writeup.jsp?docid=2014-022612-2619-99

Reputation.2

Reputation.2 is a detection for Android files based on analysis performed by Norton Mobile Insight.

The tag is: misp-galaxy:android="Reputation.2"

Table 358. Table References

Links
https://www.symantec.com/security _response/writeup.jsp?docid=2014-022613-2629-99

Reputation.3

Reputation.3 is a detection for Android files based on analysis performed by Norton Mobile Insight.

The tag is: misp-galaxy:android="Reputation.3"

Table 359. Table References

Links
https://www.symantec.com/security _response/writeup.jsp?docid=2014-022613-3126-99
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RevMob

RevMob is an advertisement library that is bundled with certain Android applications.
The tag is: misp-galaxy:android="RevMob"

Table 360. Table References
Links

https://www.symantec.com/security _response/writeup.jsp?docid=2014-040308-0502-99

Roidsec
Roidsec is a Trojan horse for Android devices that steals confidential information.
The tag is: misp-galaxy:android="Roidsec"

Table 361. Table References
Links

https://lwww.symantec.com/security _response/writeup.jsp?docid=2013-052022-1227-99

Rootcager
Rootcager is a Trojan horse that steals information from Android devices.
The tag is: misp-galaxy:android="Rootcager"

Table 362. Table References
Links

https://lwww.symantec.com/security _response/writeup.jsp?docid=2011-030212-1438-99

Rootnik

Rootnik is a Trojan horse for Android devices that steals information and downloads additional
apps.

The tag is: misp-galaxy:android="Rootnik"
View relationships graph
Rootnik has relationships with:

¥ similar: misp-galaxy:malpedia="Rootnik" with estimative-language:likelihood-
probability="likely"

Table 363. Table References

Links
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https://lwww.symantec.com/security _response/writeup.jsp?docid=2016-062710-0328-99

Rufraud

Rufraud is a Trojan horse for Android devices that sends SMS messages to premium-rate phone
numbers.

The tag is: misp-galaxy:android="Rufraud"

Table 364. Table References
Links

https://www.symantec.com/security _response/writeup.jsp?docid=2011-121306-2304-99

Rusms

Rusms is a Trojan horse for Android devices that sends SMS messages and steals information from
the compromised device.

The tag is: misp-galaxy:android="Rusms"

Table 365. Table References
Links

https://www.symantec.com/security _response/writeup.jsp?docid=2014-061711-5009-99

Samsapo

Samsapo is a worm for Android devices that spreads by sending SMS messages to all contacts stored
on the compromised device. It also opens a back door and downloads files.

The tag is: misp-galaxy:android="Samsapo"

Table 366. Table References
Links

https://lwww.symantec.com/security _response/writeup.jsp?docid=2014-050111-1908-99

Sandorat

Sandorat is a Trojan horse for Android devices that opens a back door on the compromised device.
It also steals information.

The tag is: misp-galaxy:android="Sandorat"

Table 367. Table References

Links
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https://www.symantec.com/security _response/writeup.jsp?docid=2014-110720-2146-99

Sberick

Sherick is a Trojan horse for Android devices that steals information from the compromised device.
The tag is: misp-galaxy:android="Sberick"

Table 368. Table References
Links

https://www.symantec.com/security _response/writeup.jsp?docid=2013-071014-2146-99

Scartibro

Scartibro is a Trojan horse for Android devices that locks the compromised device and asks the
user to pay in order to unlock it.

The tag is: misp-galaxy:android="Scartibro

Table 369. Table References
Links

https://www.symantec.com/security _response/writeup.jsp?docid=2014-080718-2038-99

Scipiex
Scipiex is a Trojan horse for Android devices that steals information from the compromised device.
The tag is: misp-galaxy:android="Scipiex"

Table 370. Table References
Links

https://www.symantec.com/security _response/writeup.jsp?docid=2013-100814-4702-99

Selfmite
Selfmite is a worm for Android devices that spreads through SMS messages.
The tag is: misp-galaxy:android="Selfmite"

Table 371. Table References
Links

https://lwww.symantec.com/security _response/writeup.jsp?docid=2014-070111-5857-99
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Selfmite.B

Selfmite.B is a worm for Android devices that displays ads on the compromised device. It spreads
through SMS messages.

The tag is: misp-galaxy:android="Selfmite.B"

Table 372. Table References
Links

https://www.symantec.com/security _response/writeup.jsp?docid=2014-101013-4717-99

SellARiIng

SellARing is an advertisement library that is bundled with certain Android applications.
The tag is: misp-galaxy:android="SellARing"

Table 373. Table References
Links

https://www.symantec.com/security _response/writeup.jsp?docid=2014-040407-3157-99

SendDroid

SendDroid is an advertisement library that is bundled with certain Android applications.
The tag is: misp-galaxy:android="SendDroid"

Table 374. Table References
Links

https://lwww.symantec.com/security _response/writeup.jsp?docid=2014-040311-2111-99

Simhosy

Simhosy is a Trojan horse for Android devices that steals information from the compromised
device.

The tag is: misp-galaxy:android="Simhosy"

Table 375. Table References
Links

https://lwww.symantec.com/security _response/writeup.jsp?docid=2013-061013-3955-99
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Simplocker

Simplocker is a Trojan horse for Android devices that may encrypt files on the compromised
device. It then asks the user to pay in order to decrypt these files.

The tag is: misp-galaxy:android="Simplocker"

Table 376. Table References
Links

https://www.symantec.com/security _response/writeup.jsp?docid=2014-060610-5533-99

Simplocker.B

Simplocker.B is a Trojan horse for Android devices that may encrypt files on the compromised
device. It then asks the user to pay in order to decrypt these files.

The tag is: misp-galaxy:android="Simplocker.B"

Table 377. Table References
Links

https://www.symantec.com/security _response/writeup.jsp?docid=2014-072317-1950-99

Skullkey

Skullkey is a Trojan horse for Android devices that gives the attacker remote control of the
compromised device to perform malicious activity.

The tag is: misp-galaxy:android="Skullkey"

Table 378. Table References

Links

https://www.symantec.com/security _response/writeup.jsp?docid=2013-072322-5422-99

Smaato
Smaato is an advertisement library that is bundled with certain Android applications.
The tag is: misp-galaxy:android="Smaato"

Table 379. Table References
Links

https://www.symantec.com/security _response/writeup.jsp?docid=2014-052622-1755-99
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Smbcheck

Smbcheck is a hacktool for Android devices that can trigger a Server Message Block version 2
(SMBV2) vulnerability and may cause the target computer to crash.

The tag is: misp-galaxy:android="Smbcheck"

Table 380. Table References
Links

https://www.symantec.com/security _response/writeup.jsp?docid=2014-032613-5634-99

Smsblocker

Smsblocker is a generic detection for threats on Android devices that block the transmission of SMS
messages.

The tag is: misp-galaxy:android="Smsblocker"

Table 381. Table References
Links

https://www.symantec.com/security _response/writeup.jsp?docid=2012-081607-4001-99

Smsbomber
Smsbomber is a program that can be used to send messages to contacts on the device.
The tag is: misp-galaxy:android="Smsbomber"

Table 382. Table References
Links

https://www.symantec.com/security _response/writeup.jsp?docid=2012-112611-5837-99

Smslink

Smslink is a Trojan horse for Android devices that may send malicious SMS messages from the
compromised device. It may also display advertisements.

The tag is: misp-galaxy:android="Smslink"

Table 383. Table References
Links

https://www.symantec.com/security _response/writeup.jsp?docid=2014-112600-3035-99
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Smspacem
Smspacem is a Trojan horse that may send SMS messages from Android devices.
The tag is: misp-galaxy:android="Smspacem"

Table 384. Table References
Links

https://www.symantec.com/security _response/writeup.jsp?docid=2011-052310-1322-99

SMSReplicator

SMSReplicator is a spying utility that will secretly transmit incoming SMS messages to another
phone of the installerOs choice.

The tag is: misp-galaxy:android="SMSReplicator"

Table 385. Table References
Links

https://www.symantec.com/security _response/writeup.jsp?docid=2010-110214-1252-99

Smssniffer
Smessniffer is a Trojan horse that intercepts SMS messages on Android devices.
The tag is: misp-galaxy:android="Smssniffer"

Table 386. Table References
Links

https://www.symantec.com/security _response/writeup.jsp?docid=2011-071108-3626-99

Smsstealer

Smsstealer is a Trojan horse for Android devices that steals information from the compromised
device.

The tag is: misp-galaxy:android="Smsstealer"

Table 387. Table References
Links

https://lwww.symantec.com/security _response/writeup.jsp?docid=2014-121514-0214-99
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Smstibook

Smstibook is a Trojan horse that attempts to send premium-rate SMS messages to predetermined
numbers.

The tag is: misp-galaxy:android="Smstibook"

Table 388. Table References
Links

https://www.symantec.com/security _response/writeup.jsp?docid=2011-051207-4833-99

Smszombie

Smszombie is a Trojan horse for Android devices that steals information from the compromised
device.

The tag is: misp-galaxy:android="Smszombie"

Table 389. Table References
Links

https://www.symantec.com/security _response/writeup.jsp?docid=2012-082011-0922-99

Snadapps
Snadapps is a Trojan horse that steals information from Android devices.
The tag is: misp-galaxy:android="Snadapps"

Table 390. Table References
Links

https://www.symantec.com/security _response/writeup.jsp?docid=2011-071807-3111-99

Sockbot

Sockbot is a Trojan horse for Android devices that creates a SOCKS proxy on the compromised
device.

The tag is: misp-galaxy:android="Sockbot"

Table 391. Table References
Links

https://www.symantec.com/security _response/writeup.jsp?docid=2017-101314-1353-99
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Sockrat

Sockrat is a Trojan horse for Android devices that opens a back door and steals information from
the compromised device.

The tag is: misp-galaxy:android="Sockrat"
View relationships graph

Sockrat has relationships with:

¥ similar: misp-galaxy:rat="Adwind RAT" with estimative-language:likelihood-probability="Ilikely"
¥ similar: misp-galaxy:tool="Adwind" with estimative-language:likelihood-probability="likely"
¥ similar: misp-galaxy:android="Adwind" with estimative-language:likelihood-probability="likely"

¥ similar: misp-galaxy:malpedia="Adwind" with estimative-language:likelihood-
probability="likely"

Table 392. Table References
Links

https://www.symantec.com/security _response/writeup.jsp?docid=2015-110509-4646-99

Sofacy

Sofacy is a Trojan horse for Android devices that steals information from the compromised device.
The tag is: misp-galaxy:android="Sofacy"

View relationships graph

Sofacy has relationships with:

¥ similar: misp-galaxy:tool="GAMEFISH" with estimative-language:likelihood-probability="likely"
¥ similar: misp-galaxy:tool="SOURFACE" with estimative-language:likelihood-probability="likely"

¥ similar: misp-galaxy:tool="CORESHELL" with estimative-language:likelihood-
probability="likely"

Table 393. Table References
Links

https://www.symantec.com/security _response/writeup.jsp?docid=2017-010508-5201-99

Sosceo
Sosceo is an advertisement library that is bundled with certain Android applications.

The tag is: misp-galaxy:android="Sosceo"
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Table 394. Table References
Links

https://www.symantec.com/security _response/writeup.jsp?docid=2014-040408-0609-99

Spitmo
Spitmo is a Trojan horse that steals information from Android devices.
The tag is: misp-galaxy:android="Spitmo"

Table 395. Table References
Links

https://www.symantec.com/security _response/writeup.jsp?docid=2011-091407-1435-99

Spitmo.B

Spitmo.B is a Trojan horse for Android devices that steals information from the compromised
device.

The tag is: misp-galaxy:android="Spitmo.B"

Table 396. Table References
Links

https://www.symantec.com/security _response/writeup.jsp?docid=2014-030715-0445-99

Spyagent

Spyagent is a spyware application for Android devices that logs certain information and sends SMS
messages to a predetermined phone number.

The tag is: misp-galaxy:android="Spyagent"

Table 397. Table References
Links

https://www.symantec.com/security _response/writeup.jsp?docid=2012-090710-1836-99

Spybubble

Spybubble is a Spyware application for Android devices that logs the deviceOs activity and sends it
to a predetermined website.

The tag is: misp-galaxy:android="Spybubble"

Table 398. Table References

113


https://www.symantec.com/security_response/writeup.jsp?docid=2014-040408-0609-99
https://www.symantec.com/security_response/writeup.jsp?docid=2011-091407-1435-99
https://www.symantec.com/security_response/writeup.jsp?docid=2014-030715-0445-99
https://www.symantec.com/security_response/writeup.jsp?docid=2012-090710-1836-99

Links

https://www.symantec.com/security _response/writeup.jsp?docid=2011-121917-0335-99

Spydafon

Spydafon is a Potentially Unwanted Application for Android devices that monitors the affected
device.

The tag is: misp-galaxy:android="Spydafon"

Table 399. Table References
Links

https://lwww.symantec.com/security _response/writeup.jsp?docid=2014-030722-4740-99

Spymple

Spymple is a spyware application for Android devices that allows the device it is installed on to be
monitored.

The tag is: misp-galaxy:android="Spymple"

Table 400. Table References
Links

https://www.symantec.com/security _response/writeup.jsp?docid=2014-031914-5403-99

Spyoo

Spyoo is a spyware program for Android devices that records and sends certain information to a
remote location.

The tag is: misp-galaxy:android="Spyoo"

Table 401. Table References
Links

https://lwww.symantec.com/security _response/writeup.jsp?docid=2012-081709-0457-99

Spytekcell

Spytekcell is a spyware program for Android devices that monitors and sends certain information
to a remote location.

The tag is: misp-galaxy:android="Spytekcell"

Table 402. Table References
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Links

https://www.symantec.com/security _response/writeup.jsp?docid=2013-121021-0730-99

Spytrack

Spytrack is a spyware program for Android devices that periodically sends certain information to a
remote location.

The tag is: misp-galaxy:android="Spytrack"

Table 403. Table References
Links

https://lwww.symantec.com/security _response/writeup.jsp?docid=2012-080109-5710-99

Spywaller

Spywaller is a Trojan horse for Android devices that steals information from the compromised
device.

The tag is: misp-galaxy:android="Spywaller"

Table 404. Table References
Links

https://lwww.symantec.com/security _response/writeup.jsp?docid=2015-121807-0203-99

Stealthgenie

Stealthgenie is a Trojan horse for Android devices that steals information from the compromised
device.

The tag is: misp-galaxy:android="Stealthgenie"

Table 405. Table References
Links

https://lwww.symantec.com/security _response/writeup.jsp?docid=2014-111416-1306-99

Steek

Steek is a potentially unwanted application that is placed on a download website for Android
applications and disguised as popular applications.

The tag is: misp-galaxy:android="Steek"

Table 406. Table References
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Links

https://www.symantec.com/security _response/writeup.jsp?docid=2012-010911-3142-99

Stels

Stels is a Trojan horse for Android devices that opens a back door and steals information from the
compromised device.

The tag is: misp-galaxy:android="Stels"

Table 407. Table References
Links

https://lwww.symantec.com/security _response/writeup.jsp?docid=2013-032910-0254-99

Stiniter

Stiniter is a Trojan horse for Android devices that sends SMS messages to a premium-rate phone
number.

The tag is: misp-galaxy:android="Stiniter"

Table 408. Table References
Links

https://lwww.symantec.com/security _response/writeup.jsp?docid=2012-030903-5228-99

Sumzand

Sumzand is a Trojan horse for Android devices that steals information and sends it to a remote
location.

The tag is: misp-galaxy:android="Sumzand"

Table 409. Table References
Links

https://lwww.symantec.com/security _response/writeup.jsp?docid=2012-080308-2851-99

Sysecsms

Sysecsms is a Trojan horse for Android devices that steals information from the compromised
device.

The tag is: misp-galaxy:android="Sysecsms"

Table 410. Table References
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Links

https://www.symantec.com/security _response/writeup.jsp?docid=2012-122714-5228-99

Tancl
Tanci is an advertisement library that is bundled with certain Android applications.
The tag is: misp-galaxy:android="Tanci"

Table 411. Table References
Links

https://www.symantec.com/security _response/writeup.jsp?docid=2014-032815-4108-99

Tapjoy
Tapjoy is an advertisement library that is bundled with certain Android applications.
The tag is: misp-galaxy:android="Tapjoy"

Table 412. Table References
Links

https://www.symantec.com/security _response/writeup.jsp?docid=2014-052619-4702-99

Tapsnake

Tapsnake is a Trojan horse for Android phones that is embedded into a game. It tracks the phoneOs

location and posts it to a remote web service.
The tag is: misp-galaxy:android="Tapsnake"

Table 413. Table References
Links

https://www.symantec.com/security _response/writeup.jsp?docid=2010-081214-2657-99

Tascudap

Tascudap is a Trojan horse for Android devices that uses the compromised device in denial of

service attacks.
The tag is: misp-galaxy:android="Tascudap"

Table 414. Table References
Links

https://www.symantec.com/security _response/writeup.jsp?docid=2012-121312-4547-99
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Teelog

Teelog is a Trojan horse for Android devices that opens a back door and steals information from the
compromised device.

The tag is: misp-galaxy:android="Teelog"

Table 415. Table References
Links

https://www.symantec.com/security _response/writeup.jsp?docid=2013-040215-2736-99

Temai

Temai is a Trojan horse for Android applications that opens a back door and downloads malicious
files onto the compromised device.

The tag is: misp-galaxy:android="Temai"

Table 416. Table References
Links

https://www.symantec.com/security _response/writeup.jsp?docid=2012-091722-4052-99

Tetus
Tetus is a Trojan horse for Android devices that steals information from the compromised device.
The tag is: misp-galaxy:android="Tetus"

Table 417. Table References
Links

https://www.symantec.com/security _response/writeup.jsp?docid=2013-012409-4705-99

Tgpush
Tgpush is an advertisement library that is bundled with certain Android applications.
The tag is: misp-galaxy:android="Tgpush"

Table 418. Table References
Links

https://lwww.symantec.com/security _response/writeup.jsp?docid=2014-032816-0259-99
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Tigerbot
Tigerbot is a Trojan horse for Android devices that opens a back door on the compromised device.
The tag is: misp-galaxy:android="Tigerbot"

Table 419. Table References
Links

https://www.symantec.com/security _response/writeup.jsp?docid=2012-041010-2221-99

Tonclank
Tonclank is a Trojan horse that steals information and may open a back door on Android devices.
The tag is: misp-galaxy:android="Tonclank"

Table 420. Table References
Links

https://www.symantec.com/security _response/writeup.jsp?docid=2011-061012-4545-99

Trogle
Trogle is a worm for Android devices that may steal information from the compromised device.
The tag is: misp-galaxy:android="Trogle"

Table 421. Table References
Links

https://www.symantec.com/security _response/writeup.jsp?docid=2014-081213-5553-99

Twikabot

Twikabot is a Trojan horse for Android devices that attempts to steal information.
The tag is: misp-galaxy:android="Twikabot"

Table 422. Table References
Links

https://www.symantec.com/security _response/writeup.jsp?docid=2012-062614-5813-99

Uapush

Uapush is a Trojan horse for Android devices that steals information from the compromised device.
It may also display advertisements and send SMS messages from the compromised device.
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The tag is: misp-galaxy:android="Uapush"

Table 423. Table References

Links
https://lwww.symantec.com/security _response/writeup.jsp?docid=2013-040114-2910-99

Umeng
Umeng is an advertisement library that is bundled with certain Android applications.
The tag is: misp-galaxy:android="Umeng"

Table 424. Table References

Links
https://www.symantec.com/security _response/writeup.jsp?docid=2014-040307-5749-99

Updtbot

Updtbot is a Trojan horse for Android devices that may arrive through SMS messages. It may then

open a back door on the compromised device.
The tag is: misp-galaxy:android="Updtbot"

Table 425. Table References

Links
https://www.symantec.com/security _response/writeup.jsp?docid=2012-041611-4136-99

Upush
Upush is an advertisement library that is bundled with certain Android applications.
The tag is: misp-galaxy:android="Upush"

Table 426. Table References

Links
https://www.symantec.com/security _response/writeup.jsp?docid=2014-040207-0733-99

Uracto

Uracto is a Trojan horse for Android devices that steals personal information and sends spam SMS

messages to contacts found on the compromised device.
The tag is: misp-galaxy:android="Uracto"

Table 427. Table References
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Links
https://www.symantec.com/security _response/writeup.jsp?docid=2013-031805-2722-99

Uranico

Uranico is a Trojan horse for Android devices that steals information from the compromised

device.
The tag is: misp-galaxy:android="Uranico"

Table 428. Table References

Links
https://lwww.symantec.com/security _response/writeup.jsp?docid=2012-052803-3835-99

Usbcleaver

Usbcleaver is a Trojan horse for Android devices that steals information from the compromised

device.

The tag is: misp-galaxy:android="Usbcleaver"

Table 429. Table References

Links
https://lwww.symantec.com/security _response/writeup.jsp?docid=2013-062010-1818-99

Utchi

Utchi is an advertisement library that is bundled with certain Android applications.

The tag is: misp-galaxy:android="Utchi"

Table 430. Table References

Links
https://www.symantec.com/security _response/writeup.jsp?docid=2014-040107-2536-99

Uten

Uten is a Trojan horse for Android devices that may send, block, and delete SMS messages on a
compromised device. It may also download and install additional applications and attempt to gain

root privileges.
The tag is: misp-galaxy:android="Uten"

Table 431. Table References
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Links

https://www.symantec.com/security _response/writeup.jsp?docid=2013-092316-4752-99

Uupay

Uupay is a Trojan horse for Android devices that steals information from the compromised device.
It may also download additional malware.

The tag is: misp-galaxy:android="Uupay"

Table 432. Table References
Links

https://lwww.symantec.com/security _response/writeup.jsp?docid=2014-061714-1550-99

Uxipp

Uxipp is a Trojan horse that attempts to send premium-rate SMS messages to predetermined
numbers.

The tag is: misp-galaxy:android="Uxipp"

Table 433. Table References
Links

https://lwww.symantec.com/security _response/writeup.jsp?docid=2011-060910-5804-99

Vdloader

Vdloader is a Trojan horse for Android devices that opens a back door on the compromised device
and steals confidential information.

The tag is: misp-galaxy:android="Vdloader"

Table 434. Table References
Links

https://www.symantec.com/security _response/writeup.jsp?docid=2012-080209-1420-99

VDopia
VDopia is an advertisement library that is bundled with certain Android applications.
The tag is: misp-galaxy:android="VDopia"

Table 435. Table References

Links
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https://www.symantec.com/security _response/writeup.jsp?docid=2014-052712-1559-99

Virusshield

Virusshield is a Trojan horse for Android devices that claims to scan apps and protect personal
information, but has no real functionality.

The tag is: misp-galaxy:android="Virusshield"

Table 436. Table References
Links

https://www.symantec.com/security _response/writeup.jsp?docid=2014-040810-5457-99

VServ

VServ is an advertisement library that is bundled with certain Android applications.
The tag is: misp-galaxy:android="VServ"

Table 437. Table References
Links

https://www.symantec.com/security _response/writeup.jsp?docid=2014-052619-3117-99

Walkinwat

Walkinwat is a Trojan horse that steals information from the compromised device.
The tag is: misp-galaxy:android="Walkinwat"

Table 438. Table References
Links

https://www.symantec.com/security _response/writeup.jsp?docid=2011-033008-4831-99

Waps
Waps is an advertisement library that is bundled with certain Android applications.
The tag is: misp-galaxy:android="Waps"

Table 439. Table References
Links

https://lwww.symantec.com/security _response/writeup.jsp?docid=2014-040406-5437-99
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Waren
Waren is an advertisement library that is bundled with certain Android applications.
The tag is: misp-galaxy:android="Waren"

Table 440. Table References
Links

https://lwww.symantec.com/security _response/writeup.jsp?docid=2014-032815-5501-99

Windseeker

Windseeker is a Trojan horse for Android devices that steals information from the compromised
device.

The tag is: misp-galaxy:android="Windseeker"

Table 441. Table References
Links

https://www.symantec.com/security _response/writeup.jsp?docid=2014-101519-0720-99

Wiyun
Wiyun is an advertisement library that is bundled with certain Android applications.
The tag is: misp-galaxy:android="Wiyun"

Table 442. Table References
Links

https://lwww.symantec.com/security _response/writeup.jsp?docid=2014-040207-5646-99

Wooboo
Wooboo is an advertisement library that is bundled with certain Android applications.
The tag is: misp-galaxy:android="Wooboo"

Table 443. Table References
Links

https://lwww.symantec.com/security _response/writeup.jsp?docid=2014-040407-5829-99

Wgmobile

Wgmobile is an advertisement library that is bundled with certain Android applications.
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The tag is: misp-galaxy:android="Wgmobile"

Table 444. Table References
Links

https://lwww.symantec.com/security _response/writeup.jsp?docid=2014-040407-4926-99

YahooAds

YahooAds is an advertisement library that is bundled with certain Android applications.
The tag is: misp-galaxy:android="YahooAds"

Table 445. Table References
Links

https://www.symantec.com/security _response/writeup.jsp?docid=2014-060621-3229-99

Yatoot

Yatoot is a Trojan horse for Android devices that steals information from the compromised device.

The tag is: misp-galaxy:android="Yatoot"

Table 446. Table References
Links

https://www.symantec.com/security _response/writeup.jsp?docid=2013-031408-4748-99

Yinhan

Yinhan is an advertisement library that is bundled with certain Android applications.
The tag is: misp-galaxy:android="Yinhan"

Table 447. Table References
Links

https://www.symantec.com/security _response/writeup.jsp?docid=2014-040107-3350-99

Youmi

Youmi is an advertisement library that is bundled with certain Android applications.
The tag is: misp-galaxy:android="Youmi"

Table 448. Table References

Links
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https://www.symantec.com/security _response/writeup.jsp?docid=2014-040407-4318-99

YuMe

YuMe is an advertisement library that is bundled with certain Android applications.
The tag is: misp-galaxy:android="YuMe"

Table 449. Table References
Links

https://www.symantec.com/security _response/writeup.jsp?docid=2014-060621-0322-99

Zeahache
Zeahache is a Trojan horse that elevates privileges on the compromised device.
The tag is: misp-galaxy:android="Zeahache"

Table 450. Table References
Links

https://www.symantec.com/security _response/writeup.jsp?docid=2011-032309-5042-99

ZertSecurity

ZertSecurity is a Trojan horse for Android devices that steals information and sends it to a remote
attacker.

The tag is: misp-galaxy:android="ZertSecurity"

Table 451. Table References
Links

https://www.symantec.com/security _response/writeup.jsp?docid=2013-050820-4100-99

ZestAdz

ZestAdz is an advertisement library that is bundled with certain Android applications.
The tag is: misp-galaxy:android="ZestAdz"

Table 452. Table References
Links

https://lwww.symantec.com/security _response/writeup.jsp?docid=2014-052616-3821-99
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Zeusmitmo

Zeusmitmo is a Trojan horse for Android devices that opens a back door and steals information
from the compromised device.

The tag is: misp-galaxy:android="Zeusmitmo

Table 453. Table References

Links

https://www.symantec.com/security _response/writeup.jsp?docid=2012-080818-0448-99

SLocker

The SLocker family is one of the oldest mobile lock screen and file-encrypting ransomware and
used to impersonate law enforcement agencies to convince victims to pay their ransom.

The tag is: misp-galaxy:android="SLocker"
SLocker is also known as:
¥ SMSLocker

Table 454. Table References

Links

http://blog.trendmicro.com/trendlabs-security-intelligence/mobile-ransomware-pocket-sized-
badness/

http://blog.trendmicro.com/trendlabs-security-intelligence/slocker-mobile-ransomware-starts-
mimicking-wannacry/

Loapi

A malware strain known as Loapi will damage phones if users donOt remove it from their devices.
Left to its own means, this modular threat will download a Monero cryptocurrency miner that will
overheat and overwork the phoneOs components, which will make the battery bulge, deform the
phoneOs cover, or even worse. Discovered by Kaspersky Labs, researchers say Loapi appears to
have evolved from Podec, a malware strain spotted in 2015.

The tag is: misp-galaxy:android="Loapi"

Table 455. Table References

Links

https://www.bleepingcomputer.com/news/security/android-malware-will-destroy-your-phone-no-
ifs-and-buts-about-it/
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Podec

Late last year, we encountered an SMS Trojan called Trojan-SMS.AndroidOS.Podec which used a
very powerful legitimate system to protect itself against analysis and detection. After we removed
the protection, we saw a small SMS Trojan with most of its malicious payload still in development.
Before long, though, we intercepted a fully-fledged version of Trojan-SMS.AndroidOS.Podec in early
2015. The updated version proved to be remarkable: it can send messages to premium-rate
numbers employing tools that bypass the Advice of Charge system (which notifies users about the
price of a service and requires authorization before making the payment). It can also subscribe
users to premium-rate services while bypassing CAPTCHA. This is the first time Kaspersky Lab has
encountered this kind of capability in any Android-Trojan.

The tag is: misp-galaxy:android="Podec"

Table 456. Table References
Links

https://securelist.com/sms-trojan-bypasses-captcha/69169//

Chamois

Chamois is one of the largest PHA families in Android to date and is distributed through multiple
channels. While much of the backdoor version of this family was cleaned up in 2016, a new variant
emerged in 2017. To avoid detection, this version employs a number of techniques, such as
implementing custom code obfuscation, preventing user notifications, and not appearing in the
deviceOs app list. Chamois apps, which in many cases come preloaded with the system image, try to
trick users into clicking ads by displaying deceptive graphics to commit WAP or SMS fraud.

The tag is: misp-galaxy:android="Chamois"

Table 457. Table References
Links
https://source.android.com/security/reports/Google_Android_Security 2017 _Report_Final.pdf

https://android-developers.googleblog.com/2017/03/detecting-and-eliminating-chamois-fraud.html

IcicleGum

IcicleGum is a spyware PHA family whose apps rely on versions of the Igexin ads SDK that offer
dynamic code-loading support. IcicleGum apps use this libraryOs code-loading features to fetch
encrypted DEX files over HTTP from command-and-control servers. The files are then decrypted
and loaded via class reflection to read and send phone call logs and other data to remote locations.

The tag is: misp-galaxy:android="IcicleGum"
View relationships graph

IcicleGum has relationships with:
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¥ similar: misp-galaxy:android="lgexin" with estimative-language:likelihood-probability="likely"

Table 458. Table References
Links
https://blog.lookout.com/igexin-malicious-sdk

https://source.android.com/security/reports/Google_Android_Security 2017 _Report_Final.pdf

BreadSMS

BreadSMS is a large SMS-fraud PHA family that we started tracking at the beginning of 2017. These
apps compose and send text messages to premium numbers without the userOs consent. In some
cases, BreadSMS apps also implement subscription-based SMS fraud and silently enroll users in
services provided by their mobile carriers. These apps are linked to a group of command-and-
control servers whose IP addresses change frequently and that are used to provide the apps with
premium SMS numbers and message text.

The tag is: misp-galaxy:android="BreadSMS"

Table 459. Table References
Links

https://source.android.com/security/reports/Google_Android_Security 2017 _Report_Final.pdf

JamSkunk

JamSkunk is a toll-fraud PHA family composed of apps that subscribe users to services without
their consent. These apps disable Wi-Fi to force traffic to go through users' mobile data connection
and then contact command-and-control servers to dynamically fetch code that tries to bypass the
networkOs WAP service subscription verification steps. This type of PHA monetizes their abuse via
WAP billing, a payment method that works through mobile data connections and allows users to
easily sign up and pay for new services using their existing account (i.e., services are billed directly
by the carrier, and not the service provider; the user does not need a new account or a different
form of payment). Once authentication is bypassed, JamSkunk apps enroll the device in services
that the user may not notice until they receive and read their next bill.

The tag is: misp-galaxy:android="JamSkunk"

Table 460. Table References
Links
https://blog.fosec.vn/malicious-applications-stayed-at-google-appstore-for-months-d8834ff4de59

https://source.android.com/security/reports/Google_Android_Security 2017 _Report_Final.pdf

Expensive Wall

Expensive Wall is a family of SMS-fraud apps that affected a large number of devices in 2017.
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Expensive Wall apps use code obfuscation to slow down analysis and evade detection, and rely on
the JS2Java bridge to allow JavaScript code loaded inside a Webview to call Java methods the way
Java apps directly do. Upon launch, Expensive Wall apps connect to command-and-control servers
to fetch a domain name. This domain is then contacted via a Webview instance that loads a
webpage and executes JavaScript code that calls Java methods to compose and send premium SMS
messages or click ads without users' knowledge.

The tag is: misp-galaxy:android="Expensive Wall"

Table 461. Table References
Links
https://source.android.com/security/reports/Google_Android_Security 2017 _Report_Final.pdf

https://blog.checkpoint.com/2017/09/14/expensivewall-dangerous-packed-malware-google-play-
will-hit-wallet/

BambaPurple

BambaPurple is a two-stage toll-fraud PHA family that tries to trick users into installing it by
disguising itself as a popular app. After install, the app disables Wi-Fi to force the device to use its
3G connection, then redirects to subscription pages without the userOs knowledge, clicks
subscription buttons using downloaded JavaScript, and intercepts incoming subscription SMS
messages to prevent the user from unsubscribing. In a second stage, BambaPurple installs a
backdoor app that requests device admin privileges and drops a .dex file. This executable checks to
make sure it is not being debugged, downloads even more apps without user consent, and displays

ads.
The tag is: misp-galaxy:android="BambaPurple"

Table 462. Table References

Links

https://source.android.com/security/reports/Google_Android_Security 2017 Report_Final.pdf

KoreFrog

KoreFrog is a family of trojan apps that request permission to install packages and push other apps
onto the device as system apps without the userOs authorization. System apps can be disabled by the
user, but cannot be easily uninstalled. KoreFrog apps operate as daemons running in the
background that try to impersonate Google and other system apps by using misleading names and
icons to avoid detection. The KoreFrog PHA family has also been observed to serve ads, in addition

to apps.
The tag is: misp-galaxy:android="KoreFrog"

Table 463. Table References

Links
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Gaiaphish

Gaiaphish is a large family of trojan apps that target authentication tokens stored on the device to
abuse the userOs privileges for various purposes. These apps use base64-encoded URL strings to
avoid detection of the command-and-control servers they rely on to download APK files. These files
contain phishing apps that try to steal GAIA authentication tokens that grant the user permissions

to access Google services, such as Google Play, Google+, and YouTube. With these tokens, Gaiaphish
apps are able to generate spam and automatically post content (for instance, fake app ratings and
comments on Google Play app pages)

The tag is: misp-galaxy:android="Gaiaphish"

Table 464. Table References
Links

https://source.android.com/security/reports/Google_Android_Security 2017 Report_Final.pdf

RedDrop

RedDrop can perform a vast array of malicious actions, including recording nearby audio and
uploading the data to cloud-storage accounts on Dropbox and Google Drive.

The tag is: misp-galaxy:android="RedDrop"

Table 465. Table References
Links

https://lwww.bleepingcomputer.com/news/security/new-reddrop-android-spyware-records-nearby-
audio/

HenBox

HenBox apps masquerade as others such as VPN apps, and Android system apps; some apps carry
legitimate versions of other apps which they drop and install as a decoy technique. While some of
legitimate apps HenBox uses as decoys can be found on Google Play, HenBox apps themselves are
found only on third-party (non-Google Play) app stores. HenBox apps appear to primarily target the
Uyghurs B a Turkic ethnic group living mainly in the Xinjiang Uyghur Autonomous Region in North
West China. HenBox has ties to infrastructure used in targeted attacks, with a focus on politics in
South East Asia. These attackers have used additional malware families in previous activity dating

to at least 2015 that include PlugX, Zupdax, 9002, and Poison lvy. HexBox apps target devices made
by Chinese consumer electronics manufacture, Xiaomi and those running MIUI, XiaomiOs operating
system based on Google Android. Furthermore, the malicious apps register their intent to process
certain events broadcast on compromised devices in order to execute malicious code. This is
common practice for many Android apps, however, HenBox sets itself up to trigger based on alerts
from Xiaomi smart-home 10T devices, and once activated, proceeds in stealing information from a
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myriad of sources, including many mainstream chat, communication and social media apps. The
stolen information includes personal and device information.

The tag is: misp-galaxy:android="HenBox"

Table 466. Table References
Links

https://researchcenter.paloaltonetworks.com/2018/04/unit42-henbox-inside-coop/

MysteryBot

Cybercriminals are currently developing a new strain of malware targeting Android devices which
blends the features of a banking trojan, keylogger, and mobile ransomware.

The tag is: misp-galaxy:android="MysteryBot"
View relationships graph
MysteryBot has relationships with:

¥ similar: misp-galaxy:malpedia="MysteryBot" with estimative-language:likelihood-
probability="Ilikely"

Table 467. Table References
Links

https://lwww.bleepingcomputer.com/news/security/new-mysterybot-android-malware-packs-a-
banking-trojan-keylogger-and-ransomware/

Skygofree

At the beginning of October 2017, we discovered new Android spyware with several features
previously unseen in the wild. In the course of further research, we found a number of related
samples that point to a long-term development process. We believe the initial versions of this
malware were created at least three years ago B at the end of 2014. Since then, the implantOs
functionality has been improving and remarkable new features implemented, such as the ability to
record audio surroundings via the microphone when an infected device is in a specified location;
the stealing of WhatsApp messages via Accessibility Services; and the ability to connect an infected
device to Wi-Fi networks controlled by cybercriminals. We observed many web landing pages that
mimic the sites of mobile operators and which are used to spread the Android implants. These
domains have been registered by the attackers since 2015. According to our telemetry, that was the
year the distribution campaign was at its most active. The activities continue: the most recently
observed domain was registered on October 31, 2017. Based on our KSN statistics, there are several
infected individuals, exclusively in Italy. Moreover, as we dived deeper into the investigation, we
discovered several spyware tools for Windows that form an implant for exfiltrating sensitive data

on a targeted machine. The version we found was built at the beginning of 2017, and at the moment
we are not sure whether this implant has been used in the wild. We named the malware Skygofree,
because we found the word in one of the domains.
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The tag is: misp-galaxy:android="Skygofree"
View relationships graph
Skygofree has relationships with:

¥ similar: misp-galaxy:malpedia="Skygofree" with estimative-language:likelihood-
probability="likely"
Table 468. Table References
Links

https://securelist.com/skygofree-following-in-the-footsteps-of-hackingteam/83603/

BusyGasper

A new family of spyware for Android grabbed the attention of security researchers through its
unusual set of features and their original implementation. Tagged BusyGasper by security experts
at Kaspersky, the malware stands out through its ability to monitor the various sensors present on
the targeted phone. Based on the motion detection logs, it can recognize the opportune time for
running and stopping its activity.

The tag is: misp-galaxy:android="BusyGasper"
Table 469. Table References

Links

https://www.bleepingcomputer.com/news/security/unsophisticated-android-spyware-monitors-
device-sensors/

Triout

Bitdefender says Triout samples they discovered were masquerading in a clone of a legitimate
application, but they were unable to discover where this malicious app was being distributed from.
The obvious guess would be via third-party Android app stores, or app-sharing forums, popular in
some areas of the globe.

The tag is: misp-galaxy:android="Triout"

Table 470. Table References

Links

https://www.bleepingcomputer.com/news/security/new-android-triout-malware-can-record-phone-
calls-steal-pictures/

AndroidOS HidenAd

active adware family (detected by Trend Micro as AndroidOS_HidenAd) disguised as 85 game, TV,
and remote control simulator apps on the Google Play store
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The tag is: misp-galaxy:android="AndroidOS_HidenAd"
AndroidOS_HidenAd is also known as:
¥ AndroidOS_HiddenAd

Table 471. Table References
Links

https://blog.trendmicro.com/trendlabs-security-intelligence/adware-disguised-as-game-tv-remote-
control-apps-infect-9-million-google-play-users/

Razdel

The Banking Trojan found in Google Play is identified as Razdel, a variant of BankBot mobile
banking Trojan. This newly observed variant has taken mobile threats to the next level
incorporating: Remote access Trojan functions, SMS interception, Ul (User Interface) Overlay with
masqueraded pages etc.

The tag is: misp-galaxy:android="Razdel"

Table 472. Table References
Links
http://www.virusremovalguidelines.com/tag/what-is-bankbot

https://mobile.twitter.com/pr3wtd/status/1097477833625088000

Vulture

Vulture is an Android banking trojan found in Google Play by ThreatFabric. It uses screen recording
and keylogging as main strategy to harvest login credentials.

The tag is: misp-galaxy:android="Vulture"

Table 473. Table References
Links
https://www.threatfabric.com/blogs/vultur-v-for-vnc.html

https:/itwitter.com/ icebredker /status/1485651238175846400

Anubis

Starting in June 2018, a number of new malware downloader samples that infect users with
BankBot Anubis (aka Go PO00t) was discovered. The campaign features at least 10 malicious
downloaders disguised as various applications, all of which fetch mobile banking Trojans that run

on Android-based devices. Anubis Masquerades as Google Protect.

The tag is: misp-galaxy:android="Anubis"
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Table 474. Table References
Links

https://securityintelligence.com/anubis-strikes-again-mobile-malware-continues-to-plague-users-
in-official-app-stores/

GodFather

The Android banking Trojan Godfather is currently being utilized by cybercriminals to attack users

of popular financial services across the globe. Godfather is designed to allow threat actors to
harvest login credentials for banking applications and other financial services, and drain the
accounts. To date, its victims include users of over 400 international targets, including banking
applications, cryptocurrency wallets, and crypto exchanges. Few people realize that hiding under
GodfatherOs hood is an old banking Trojan called Anubis, whose functionality has become outdated
due to Android updates and the efforts of malware detection and prevention providers. Group-IB
first detected Godfather, a mobile banking Trojan that steals the banking and cryptocurrency
exchange credentials of users, in June 2021. Almost a year later, in March 2022, researchers at
Threat Fabric were the first to mention the banking Trojan publicly. A few months later, in June, the
Trojan stopped being circulated. One of the reasons, Group-IB analysts believe, why Godfather was
taken out of use was for developers to update the Trojan further. Sure enough, Godfather
reappeared in September 2022, now with slightly modified WebSocket functionality.

The tag is: misp-galaxy:android="GodFather"
View relationships graph
GodFather has relationships with:

¥ successor-of: misp-galaxy:android="Anubis" with estimative-language:likelihood-
probability="likely"
Table 475. Table References
Links

https://blog.group-ib.com/godfather-trojan

Coper

Octo, also known as Coper or ExobotCompact, is an Android banking Trojan that evolved from the
Exobot malware family, first observed in 2016. Initially based on the Marcher Trojan, Exobot
targeted financial institutions globally until 2018, when a lighter version, ExobotCompact, emerged.

By 2021, a new variant appeared, named Coper by some antivirus vendors, but later renamed as
Octo N a rebranded and enhanced ExobotCompact. In 2024, Octo2, an even more advanced
iteration, was released, driven partly by the leak of OctoOs source code. The Malware-as-a-Service
(MaaS) model makes Octo accessible to even novice cybercriminals.

The tag is: misp-galaxy:android="Coper"

Coper is also known as:
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¥ ExobotCompact
¥ OCTO
¥ Octo2

View relationships graph
Coper has relationships with:

¥ similar: misp-galaxy:malpedia="Coper" with estimative-language:likelihood-probability="likely"

¥ variant-of: misp-galaxy:malpedia="ExoBot" with estimative-language:likelihood-
probability="Ilikely"

¥ variant-of: misp-galaxy:android="ExoBot" with estimative-language:likelihood-
probability="likely"

Table 476. Table References
Links
https://malpedia.caad.fkie.fraunhofer.de/details/apk.coper
https://x.com/cleafylabs/status/1833145006585987374
https://labs.k7computing.com/index.php/play-store-app-serves-coper-via-github/
https://threatfabric.com/blogs/octo-new-odf-banking-trojan.html
https://thehackernews.com/2022/04/new-octo-banking-trojan-spreading-via.html

https://cert-agid.gov.it/news/analisi-e-approfondimenti-tecnici-sul-malware-coper-utilizzato-per-
attaccare-dispositivi-mobili/

https://cert.pl/posts/2021/12/aktywacja-aplikacji-iko/
https://blog.cyble.com/2022/03/24/coper-banking-trojan/

https://www.threatfabric.com/blogs/octo2-european-banks-already-under-attack-by-new-malware-
variant

https://lwww.trendmicro.com/en_us/research/22/g/examining-new-dawdropper-banking-dropper-
and-daas-on-the-dark-we.html

https://resecurity.com/blog/article/in-the-box-mobile-malware-webinjects-marketplace

https://lwww.bleepingcomputer.com/news/security/new-android-banking-malware-remotely-takes-
control-of-your-device/

https://lwww.team-cymru.com/post/coper-octo-a-conductor-for-mobile-mayhem-with-eight-limbs
https:/itwitter.com/ icebredker /status/1541875982684094465
https://www.domaintools.com/resources/blog/uncovering-octo2-domains/
https://news.drweb.com/show/?p=0&Ing=en&i=14259&c=0

https://info.spamhaus.com/hubfs/Botnet%20Reports/Jan-
Jun%202024%20Botnet%20Threat%20Update.pdf

https://any.run/malware-trends/Octo/
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ExoBot

an Android banking trojan that went inactive, and its source code leaked.
The tag is: misp-galaxy:android="ExoBot"
View relationships graph
ExoBot has relationships with:
¥ similar: misp-galaxy:malpedia="ExoBot" with estimative-language:likelihood-

probability="likely"

¥ variant-of: misp-galaxy:malpedia="Coper" with estimative-language:likelihood-
probability="likely"

¥ variant-of: misp-galaxy:android="Coper" with estimative-language:likelihood-
probability="likely"
Table 477. Table References
Links
https://malpedia.caad.fkie.fraunhofer.de/details/apk.exobot
https://threatfabric.com/blogs/octo-new-odf-banking-trojan.html

https://www.bleepingcomputer.com/news/security/exobot-author-calls-it-quits-and-sells-off-
banking-trojan-source-code/

https://securityintelligence.com/ibm-x-force-delves-into-exobots-leaked-source-code/
https://blog.cyble.com/2022/03/24/coper-banking-trojan/

https://www.bleepingcomputer.com/news/security/new-exo-android-trojan-sold-on-hacking-
forums-dark-web/

https://lwww.bleepingcomputer.com/news/security/new-android-banking-malware-remotely-takes-
control-of-your-device/

https://lwww.bleepingcomputer.com/news/security/source-code-for-exobot-android-banking-trojan-
leaked-online/

https://any.run/malware-trends/Octo/

Azure Threat Research Matrix

The purpose of the Azure Threat Research Matrix (ATRM) is to educate readers on the potential of

Azure-based tactics, techniques, and procedures (TTPs). It is not to teach how to weaponize or

specifically abuse them. For this reason, some specific commands will be obfuscated or parts will be
omitted to prevent abuse..

Azure Threat Research Matrix is a cluster galaxy available in JSON format at this

| location  The JSON format can be freely reused in your application or
automatically enabled in ~ MISP.
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AZT101 - Port Mapping

It is possible to view the open ports on a virtual machine by viewing the Virtual Network InterfaceOs
assigned Network Security Group

The tag is: misp-galaxy:atrm="AZT101 - Port Mapping"

Table 478. Table References
Links

https://microsoft.github.io/Azure-Threat-Research-Matrix/Reconnaissance/AZT101/AZT101

AZT102 - IP Discovery

It is possible to view the IP address on a resource by viewing the Virtual Network Interface
The tag is: misp-galaxy:atrm="AZT102 - IP Discovery"

Table 479. Table References
Links

https://microsoft.github.io/Azure-Threat-Research-Matrix/Reconnaissance/AZT102/AZT102

AZT103 - Public Accessible Resource

A resource within Azure is accessible from the public internet.
The tag is: misp-galaxy:atrm="AZT103 - Public Accessible Resource"

Table 480. Table References
Links

https://microsoft.github.io/Azure-Threat-Research-Matrix/Reconnaissance/AZT103/AZT103

AZT104 - Gather User Information

An adversary may obtain information about a User within Azure Active Directory. Details may
include email addresses, first/last names, job information, addresses, and assigned roles. By default,
all users are able to read other userOs roles and group memberships within AAD.

The tag is: misp-galaxy:atrm="AZT104 - Gather User Information”

Table 481. Table References
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Links

https://microsoft.github.io/Azure-Threat-Research-Matrix/Reconnaissance/AZT104/AZT104

AZT105 - Gather Application Information

An adversary may obtain information about an application within Azure Active Directory.
The tag is: misp-galaxy:atrm="AZT105 - Gather Application Information"

Table 482. Table References
Links

https://microsoft.github.io/Azure-Threat-Research-Matrix/Reconnaissance/AZT105/AZT105

AZT106 - Gather Role Information

An adversary may obtain information about a role within Azure Active Directory or within Azure
Resource Manager.

The tag is: misp-galaxy:atrm="AZT106 - Gather Role Information"

Table 483. Table References
Links

https://microsoft.github.io/Azure-Threat-Research-Matrix/Reconnaissance/AZT106/AZT106

AZT106.1 - Gather AAD Role Information

An adversary may gather role assignments within Azure Active Directory.
The tag is: misp-galaxy:atrm="AZT106.1 - Gather AAD Role Information"

Table 484. Table References
Links

https://microsoft.github.io/Azure-Threat-Research-Matrix/Reconnaissance/AZT106/AZT106-1

AZT106.2 - Gather Application Role Information

An adversary may gather information about an application role & itOs member assignments within
Azure Active Directory.

The tag is: misp-galaxy:atrm="AZT106.2 - Gather Application Role Information"

Table 485. Table References
Links

https://microsoft.github.io/Azure-Threat-Research-Matrix/Reconnaissance/AZT106/AZT106-2
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AZT106.3 - Gather Azure Resources Role Assignments

An adversary may gather role assignments for a specific Azure Resource, Resource Group, or
Subscription.

The tag is: misp-galaxy:atrm="AZT106.3 - Gather Azure Resources Role Assignments"

Table 486. Table References
Links

https://microsoft.github.io/Azure-Threat-Research-Matrix/Reconnaissance/AZT106/AZT106-3

AZT107 - Gather Resource Data

An adversary may obtain information and data within a resource.
The tag is: misp-galaxy:atrm="AZT107 - Gather Resource Data"

Table 487. Table References
Links

https://microsoft.github.io/Azure-Threat-Research-Matrix/Reconnaissance/AZT107/AZT107

AZT108 - Gather Victim Data

An adversary may access a userOs personal data if their account is compromised. This includes data
such as email, OneDrive, Teams, etc.

The tag is: misp-galaxy:atrm="AZT108 - Gather Victim Data"

Table 488. Table References
Links

https://microsoft.github.io/Azure-Threat-Research-Matrix/Reconnaissance/AZT108/AZT108

AZT201 - Valid Credentials

Adversaries may login to AzureAD using valid credentials. By logging in with valid credentials to an
account or service principal, the adversary will assume all privileges of that account or service
principal. If the account is privileged, this may lead to other tactics, such as persistence or privilege
escalation.

The tag is: misp-galaxy:atrm="AZT201 - Valid Credentials"

Table 489. Table References
Links

https://microsoft.github.io/Azure-Threat-Research-Matrix/InitialAccess/AZT201/AZT201
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AZT201.1 - User Account

By obtaining valid user credentials, an adversary may login to AzureAD via command line or
through the Azure Portal.

The tag is: misp-galaxy:atrm="AZT201.1 - User Account"

Table 490. Table References
Links

https://microsoft.github.io/Azure-Threat-Research-Matrix/InitialAccess/AZT201/AZT201-1

AZT201.2 - Service Principal

By obtaining a valid secret or certificate, an adversary may login to AzureAD via command line.
The tag is: misp-galaxy:atrm="AZT201.2 - Service Principal"

Table 491. Table References
Links

https://microsoft.github.io/Azure-Threat-Research-Matrix/InitialAccess/AZT201/AZT201-2

AZT202 - Password Spraying

An adversary may potentially gain access to AzureAD by guessing a common password for multiple
users.

The tag is: misp-galaxy:atrm="AZT202 - Password Spraying"

Table 492. Table References
Links

https://microsoft.github.io/Azure-Threat-Research-Matrix/InitialAccess/AZT202/AZT202

AZT203 - Malicious Application Consent

An adversary may lure a victim into giving their access to a malicious application registered in
AzureAD.

The tag is: misp-galaxy:atrm="AZT203 - Malicious Application Consent"

Table 493. Table References
Links

https://microsoft.github.io/Azure-Threat-Research-Matrix/InitialAccess/AZT203/AZT203
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AZT301 - Virtual Machine Scripting

Adversaries may abuse access to virtual machines by executing a script through various methods in
order to gain access to the Virtual Machine.

The tag is: misp-galaxy:atrm="AZT301 - Virtual Machine Scripting"

Table 494. Table References
Links

https://microsoft.github.io/Azure-Threat-Research-Matrix/Execution/AZT301/AZT301

AZT301.1 - RunCommand

By utilizing the 'RunCommand’ feature on a Virtual Machine, an attacker can pass:* Windows :
PowerShell commands to the VM as SYSTEM.* Linux : Shell commands to the VM as root.

The tag is: misp-galaxy:atrm="AZT301.1 - RunCommand"

Table 495. Table References
Links

https://microsoft.github.io/Azure-Threat-Research-Matrix/Execution/AZT301/AZT301-1

AZT301.2 - CustomScriptExtension

By utilizing the 'CustomScriptExtension’ extension on a Virtual Machine, an attacker can pass
PowerShell commands to the VM as SYSTEM.

The tag is: misp-galaxy:atrm="AZT301.2 - CustomScriptExtension"

Table 496. Table References
Links

https://microsoft.github.io/Azure-Threat-Research-Matrix/Execution/AZT301/AZT301-2

AZT301.3 - Desired State Configuration

By utilizing the 'Desired State Configuration extension' extension on a Virtual Machine, an attacker
can pass PowerShell commands to the VM as SYSTEM.

The tag is: misp-galaxy:atrm="AZT301.3 - Desired State Configuration"

Table 497. Table References
Links

https://microsoft.github.io/Azure-Threat-Research-Matrix/Execution/AZT301/AZT301-3
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AZT301.4 - Compute Gallery Application

By utilizing Compute Gallery Applications, an attacker can pass MS-DOS or PowerShell commands
to the VM as SYSTEM.

The tag is: misp-galaxy:atrm="AZT301.4 - Compute Gallery Application"

Table 498. Table References
Links

https://microsoft.github.io/Azure-Threat-Research-Matrix/Execution/AZT301/AZT301-4

AZT301.5 - AKS Command Invoke

By utilizing 'command invoke' on an Azure Kubernetes Service (AKS) cluster, an attacker can pass
commands to the clusterOs VM as SYSTEM

The tag is: misp-galaxy:atrm="AZT301.5 - AKS Command Invoke"

Table 499. Table References
Links

https://microsoft.github.io/Azure-Threat-Research-Matrix/Execution/AZT301/AZT301-5

AZT301.6 - Vmss Run Command

By utilizing the 'RunCommand' feature on a virtual machine scale set (Vmss), an attacker can
execute a command on an instance or instances of VMs as:* Windows : PowerShell commands to
the VM as SYSTEM.* Linux : Shell commands to the VM as root.

The tag is: misp-galaxy:atrm="AZT301.6 - Vmss Run Command"

Table 500. Table References
Links

https://microsoft.github.io/Azure-Threat-Research-Matrix/Execution/AZT301/AZT301-6

AZT301.7 - Serial Console

By utilizing the serial console feature on an Azure Virtual Machine, an adversary can pass arbitrary
commands.

The tag is: misp-galaxy:atrm="AZT301.7 - Serial Console"

Table 501. Table References
Links

https://microsoft.github.io/Azure-Threat-Research-Matrix/Execution/AZT301/AZT301-7
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AZT302 - Serverless Scripting

Adversaries may abuse access to serverless resources that are able to execute PowerShell or Python
scripts on an Azure resource.

The tag is: misp-galaxy:atrm="AZT302 - Serverless Scripting"

Table 502. Table References
Links

https://microsoft.github.io/Azure-Threat-Research-Matrix/Execution/AZT302/AZT302

AZT302.1 - Automation Account Runbook Hybrid
Worker Group

By utilizing an Automation Account configured with a Hybrid Worker Group, an attacker can
execute Azure commands on any Azure VM within that Hybrid Worker Group.

The tag is: misp-galaxy:atrm="AZT302.1 - Automation Account Runbook Hybrid Worker Group"

Table 503. Table References
Links

https://microsoft.github.io/Azure-Threat-Research-Matrix/Execution/AZT302/AZT302-1

AZT302.2 - Automation Account Runbook RunAs
Account

By utilizing an Automation Account configured with a RunAs account, an attacker can execute
commands on an Azure VM via RunCommand [(AZT301.1)](../AZT301/AZT301-1.md) if that service
principal has the correct role and privileges.

The tag is: misp-galaxy:atrm="AZT302.2 - Automation Account Runbook RunAs Account"

Table 504. Table References
Links

https://microsoft.github.io/Azure-Threat-Research-Matrix/Execution/AZT302/AZT302-2

AZT302.3 - Automation Account Runbook Managed
|dentity

By utilizing an Automation Account configured with a Managed ldentity, an attacker can execute
commands on an Azure VM via RunCommand [(AZT301.1)](../AZT301/AZT301-1.md) if that service
principal has the correct role and privileges.

The tag is: misp-galaxy:atrm="AZT302.3 - Automation Account Runbook Managed Identity"
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Table 505. Table References
Links

https://microsoft.github.io/Azure-Threat-Research-Matrix/Execution/AZT302/AZT302-3

AZT302.4 - Function Application

By utilizing a Function Application, an attacker can execute Azure operations on a given resource.
The tag is: misp-galaxy:atrm="AZT302.4 - Function Application"

Table 506. Table References
Links

https://microsoft.github.io/Azure-Threat-Research-Matrix/Execution/AZT302/AZT302-4

AZT303 - Managed Device Scripting

Adversaries may abuse access to any managed devices in AzureAD by executing PowerShell or
Python scripts on them.

The tag is: misp-galaxy:atrm="AZT303 - Managed Device Scripting"

Table 507. Table References
Links

https://microsoft.github.io/Azure-Threat-Research-Matrix/Execution/AZT303/AZT303

AZTA401 - Privileged ldentity Management Role

An adversary may escalate their privileges if their current account is eligible for role activation via
Privileged Identity Management (PIM).

The tag is: misp-galaxy:atrm="AZT401 - Privileged Identity Management Role"

Table 508. Table References
Links

https://microsoft.github.io/Azure-Threat-Research-Matrix/PrivilegeEscalation/AZT401/AZT401

AZT402 - Elevated Access Toggle

An adversary may escalate their privileges from Azure AD to all Azure subscriptions in the tenant if
they are a global administrator

The tag is: misp-galaxy:atrm="AZT402 - Elevated Access Toggle"

Table 509. Table References
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Links

https://microsoft.github.io/Azure-Threat-Research-Matrix/PrivilegeEscalation/AZT402/AZT402

AZT403 - Local Resource Hijack

By modifying the .bashrc file in a CloudShell .IMG file, an adversary may escalate their privileges by
injecting commands that will add an arbitrary user account to a desired role and scope.

The tag is: misp-galaxy:atrm="AZT403 - Local Resource Hijack"

Table 510. Table References
Links

https://microsoft.github.io/Azure-Threat-Research-Matrix/PrivilegeEscalation/AZT403/AZT403-1

AZT404 - Principal Impersonation

Adversaries may abuse resources that are configured with a service principal or other identity to
further their access to the current or other resources.

The tag is: misp-galaxy:atrm="AZT404 - Principal Impersonation”

Table 511. Table References
Links

https://microsoft.github.io/Azure-Threat-Research-Matrix/PrivilegeEscalation/AZT404/AZT404

AZTA404.1 - Function Application

By utilizing a Function Application configured with a managed identity or other identity provider,
an attacker can execute Azure operations on a given resource.

The tag is: misp-galaxy:atrm="AZT404.1 - Function Application"

Table 512. Table References
Links

https://microsoft.github.io/Azure-Threat-Research-Matrix/PrivilegeEscalation/AZT404/AZT404-1

AZTA404.2 - Logic Application

By utilizing a Logic Application configured with a managed identity or other identity provider, an
attacker can execute Azure operations on a given resource.

The tag is: misp-galaxy:atrm="AZT404.2 - Logic Application"

Table 513. Table References
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Links

https://microsoft.github.io/Azure-Threat-Research-Matrix/PrivilegeEscalation/AZT404/AZT404-2

AZT404.3 - Automation Account

By utilizing a Function Application, an attacker can execute Azure operations on a given resource.
The tag is: misp-galaxy:atrm="AZT404.3 - Automation Account"

Table 514. Table References
Links

https://microsoft.github.io/Azure-Threat-Research-Matrix/PrivilegeEscalation/AZT404/AZT404-3

AZT404.4 - App Service

By utilizing an App Service configured with a managed identity or other identity provider, an
attacker can execute Azure operations on a given resource.

The tag is: misp-galaxy:atrm="AZT404.4 - App Service"

Table 515. Table References
Links

https://microsoft.github.io/Azure-Threat-Research-Matrix/PrivilegeEscalation/AZT404/AZT404-4

AZT405 - Azure AD Application

Adversaries may abuse the assigned permissions on an Azure AD Application to escalate their
privileges.

The tag is: misp-galaxy:atrm="AZT405 - Azure AD Application"

Table 516. Table References
Links

https://microsoft.github.io/Azure-Threat-Research-Matrix/PrivilegeEscalation/AZT405/AZT405

AZT405.1 - Application APl Permissions

By compromising a user, user in a group, or service principal that has an application role over an
application, they may be able to escalate their privileges by impersonating the associated service
principal and leveraging any privileged assigned application role.

The tag is: misp-galaxy:atrm="AZT405.1 - Application API Permissions"

Table 517. Table References
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Links

https://microsoft.github.io/Azure-Threat-Research-Matrix/PrivilegeEscalation/AZT405/AZT405-1

AZT405.2 - Application Role

By compromising a service principal whose application has privileged APl permissions, an attacker
can escalate their privileges to a higher privileged role.

The tag is: misp-galaxy:atrm="AZT405.2 - Application Role"

Table 518. Table References
Links

https://microsoft.github.io/Azure-Threat-Research-Matrix/PrivilegeEscalation/AZT405/AZT405-2

AZT405.3 - Application Registration Owner

By compromising an account who is an 'Owner' over an application that is configured with
additional roles or API permissions, an attacker can escalate their privileges by adding a certificate
or credentials & logging in as the service principal.

The tag is: misp-galaxy:atrm="AZT405.3 - Application Registration Owner"

Table 519. Table References
Links

https://microsoft.github.io/Azure-Threat-Research-Matrix/PrivilegeEscalation/AZT405/AZT405-3

AZT501 - Account Manipulation

An adverary may manipulate an account to maintain access in an Azure tenant
The tag is: misp-galaxy:atrm="AZT501 - Account Manipulation"

Table 520. Table References
Links

https://microsoft.github.io/Azure-Threat-Research-Matrix/Persistence/AZT501/AZT501

AZT501.1 - User Account Manipulation

An adverary may manipulate a user account to maintain access in an Azure tenant
The tag is: misp-galaxy:atrm="AZT501.1 - User Account Manipulation"

Table 521. Table References

Links
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https://microsoft.github.io/Azure-Threat-Research-Matrix/Persistence/AZT501/AZT501-1

AZT501.2 - Service Principal Manipulation
An adverary may manipulate a service principal to maintain access in an Azure tenant
The tag is: misp-galaxy:atrm="AZT501.2 - Service Principal Manipulation"

Table 522. Table References
Links

https://microsoft.github.io/Azure-Threat-Research-Matrix/Persistence/AZT501/AZT501-2

AZT501.3 - Azure VM Local Administrator
Manipulation

An adverary may manipulate the local admin account on an Azure VM
The tag is: misp-galaxy:atrm="AZT501.3 - Azure VM Local Administrator Manipulation"

Table 523. Table References
Links

https://microsoft.github.io/Azure-Threat-Research-Matrix/Persistence/AZT501/AZT501-3

AZT502 - Account Creation

An adversary may create an account in Azure Active Directory.
The tag is: misp-galaxy:atrm="AZT502 - Account Creation"

Table 524. Table References
Links

https://microsoft.github.io/Azure-Threat-Research-Matrix/Persistence/AZT502/AZT502

AZT502.1 - User Account Creation

An adversary may create an application & service principal in Azure Active Directory
The tag is: misp-galaxy:atrm="AZT502.1 - User Account Creation"

Table 525. Table References
Links

https://microsoft.github.io/Azure-Threat-Research-Matrix/Persistence/AZT502/AZT502-1
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AZT502.2 - Service Principal Creation

An adversary may create an application & service principal in Azure Active Directory
The tag is: misp-galaxy:atrm="AZT502.2 - Service Principal Creation"

Table 526. Table References
Links

https://microsoft.github.io/Azure-Threat-Research-Matrix/Persistence/AZT502/AZT502-2

AZT502.3 - Guest Account Creation

An adversary may create a guest account in Azure Active Directory
The tag is: misp-galaxy:atrm="AZT502.3 - Guest Account Creation"

Table 527. Table References
Links

https://microsoft.github.io/Azure-Threat-Research-Matrix/Persistence/AZT502/AZT502-3

AZT503 - HTTP Trigger

Adversaries may configure a resource with an HTTP trigger to run commands without needing
authentication.

The tag is: misp-galaxy:atrm="AZT503 - HTTP Trigger"

Table 528. Table References
Links

https://microsoft.github.io/Azure-Threat-Research-Matrix/Persistence/AZT503/AZT503

AZT503.1 - Logic Application HTTP Trigger

Adversaries may configure a Logic Application with a user account or managed identity and modify
the HTTP trigger to run a command via HTTP request.

The tag is: misp-galaxy:atrm="AZT503.1 - Logic Application HTTP Trigger"

Table 529. Table References
Links

https://microsoft.github.io/Azure-Threat-Research-Matrix/Persistence/AZT503/AZT503-1
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AZT503.2 - Function App HTTP Trigger

Adversaries may configure a Function Application with a user account or managed identity and
modify the HTTP trigger to run a command via HTTP request.

The tag is: misp-galaxy:atrm="AZT503.2 - Function App HTTP Trigger"

Table 530. Table References
Links

https://microsoft.github.io/Azure-Threat-Research-Matrix/Persistence/AZT503/AZT503-2

AZT503.3 - Runbook Webhook

Adversaries may create a webhook to a Runbook which allows unauthenticated access into an
Azure subscription or tenant.

The tag is: misp-galaxy:atrm="AZT503.3 - Runbook Webhook"

Table 531. Table References
Links

https://microsoft.github.io/Azure-Threat-Research-Matrix/Persistence/AZT503/AZT503-3

AZT503.4 - WebJob

Adversaries may create a WebJob on a App Service which allows arbitrary background tasks to be
run on a set schedule

The tag is: misp-galaxy:atrm="AZT503.4 - WebJob"

Table 532. Table References
Links

https://microsoft.github.io/Azure-Threat-Research-Matrix/Persistence/AZT503/AZT503-4

AZT504 - Watcher Tasks

By configurating a watcher task and a Runbook, an adversary can establish persistence by
executing the Runbook on a triggered event.

The tag is: misp-galaxy:atrm="AZT504 - Watcher Tasks"

Table 533. Table References
Links

https://microsoft.github.io/Azure-Threat-Research-Matrix/Persistence/AZT504/AZT504
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AZT505 - Scheduled Jobs

Adversaries may create a schedule for a Runbook to run at a defined interval.
The tag is: misp-galaxy:atrm="AZT505 - Scheduled Jobs"

Table 534. Table References
Links

https://microsoft.github.io/Azure-Threat-Research-Matrix/Persistence/AZT505/AZT505-1

AZT506 - Network Security Group Modification

Adversaries can modify the rules in a Network Security Group to establish access over additional
ports.

The tag is: misp-galaxy:atrm="AZT506 - Network Security Group Modification"

Table 535. Table References
Links

https://microsoft.github.io/Azure-Threat-Research-Matrix/Persistence/AZT506/AZT506

AZT507 - External Entity Access

Adversaries may configure the target Azure tenant to be managed by another, externel tenant, or
its users.

The tag is: misp-galaxy:atrm="AZT507 - External Entity Access"

Table 536. Table References
Links

https://microsoft.github.io/Azure-Threat-Research-Matrix/Persistence/AZT507/AZT507

AZT507.1 - Azure Lighthouse

Adversaries may utilize Azure Lighthouse to manage the target tenant from an external tenant
The tag is: misp-galaxy:atrm="AZT507.1 - Azure Lighthouse"

Table 537. Table References
Links

https://microsoft.github.io/Azure-Threat-Research-Matrix/Persistence/AZT507/AZT507-1
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AZT507.2 - Microsoft Partners

Adversaries may use Delegated Administrative Privileges to give themselves administrator access to

the target tenant.
The tag is: misp-galaxy:atrm="AZT507.2 - Microsoft Partners"

Table 538. Table References
Links

https://microsoft.github.io/Azure-Threat-Research-Matrix/Persistence/AZT507/AZT507-2

AZT507.3 - Subscription Hijack

An adversary may transfer a subscription from a target tenant to an attacker-controlled tenant.
This retains the billing account setup by the target and the target tenant administrators will no
longer have control over the subscription.

The tag is: misp-galaxy:atrm="AZT507.3 - Subscription Hijack"

Table 539. Table References
Links

https://microsoft.github.io/Azure-Threat-Research-Matrix/Persistence/AZT507/AZT507-3

AZT507.4 - Domain Trust Modification

An adversary may add an additional identity provider or domain to maintain a backdoor into the
tenant.

The tag is: misp-galaxy:atrm="AZT507.4 - Domain Trust Modification"

Table 540. Table References
Links

https://microsoft.github.io/Azure-Threat-Research-Matrix/Persistence/AZT507/AZT507-4

AZT508 - Azure Policy

By configuring a policy with the 'DeploylfNotExists' definition, an adverary may establish
persistence by creating a backdoor when the policy is triggered.

The tag is: misp-galaxy:atrm="AZT508 - Azure Policy"

Table 541. Table References
Links

https://microsoft.github.io/Azure-Threat-Research-Matrix/Persistence/AZT508/AZT508
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AZT601 - Steal Managed Identity JsonWebToken

An adverary may utilize the resourceOs functionality to obtain a JWT for the applied Managed
Identity Service Principal account.

The tag is: misp-galaxy:atrm="AZT601 - Steal Managed Identity JsonWebToken"

Table 542. Table References
Links

https://microsoft.github.io/Azure-Threat-Research-Matrix/Credential Access/AZT601/AZT601

AZT601.1 - Virtual Machine IMDS Request

By utilizing access to IMDS, an attacker can request a JWT for a Managed Identity on an Azure VM if
they have access to execute commands on the system.

The tag is: misp-galaxy:atrm="AZT601.1 - Virtual Machine IMDS Request"

Table 543. Table References
Links

https://microsoft.github.io/Azure-Threat-Research-Matrix/CredentialAccess/AZT601/AZT601-1

AZT601.2 - Azure Kubernetes Service IMDS Request

By utilizing access to IMDS, an attacker can request a JWT for a Managed Identity on an AKS Cluster
if they have access to execute commands on the system.

The tag is: misp-galaxy:atrm="AZT601.2 - Azure Kubernetes Service IMDS Request"

Table 544. Table References
Links

https://microsoft.github.io/Azure-Threat-Research-Matrix/Credential Access/AZT601/AZT601-2

AZT601.3 - Logic Application JWT PUT Request

If a Logic App is using a Managed Identity, an adversary can modify the logic to make an HTTP
POST request to reveal the Managed ldentityOs JWT.

The tag is: misp-galaxy:atrm="AZT601.3 - Logic Application JIWT PUT Request"

Table 545. Table References
Links

https://microsoft.github.io/Azure-Threat-Research-Matrix/Credential Access/AZT601/AZT601-3
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AZT601.4 - Function Application JWT GET Request

If a Function App is using a Managed ldentity, an adversary can modify the logic respond to an
HTTP GET request to reveal the Managed IdentityOs JWT.

The tag is: misp-galaxy:atrm="AZT601.4 - Function Application JWT GET Request"

Table 546. Table References
Links

https://microsoft.github.io/Azure-Threat-Research-Matrix/CredentialAccess/AZT601/AZT601-4

AZT601.5 - Automation Account Runbook

If an Automation Account is using a Managed Identity, an adversary can create a Runbook to
request the Managed IdentityOs JWT.

The tag is: misp-galaxy:atrm="AZT601.5 - Automation Account Runbook"

Table 547. Table References
Links

https://microsoft.github.io/Azure-Threat-Research-Matrix/CredentialAccess/AZT601/AZT601-5

AZT602 - Steal Service Principal Certificate

If a Runbook is utilizing a 'RunAs' account, then an adversary may manipulate the Runbook to
reveal the certificate the Service Principal is using for authentication.

The tag is: misp-galaxy:atrm="AZT602 - Steal Service Principal Certificate"

Table 548. Table References
Links

https://microsoft.github.io/Azure-Threat-Research-Matrix/Credential Access/AZT602/AZT602-1

AZT603 - Service Principal Secret Reveal

If a Function App is using a service principal for authentication, an adversary may manipulate the
function app logic to reveal the service principalOs secret in plain text.

The tag is: misp-galaxy:atrm="AZT603 - Service Principal Secret Reveal"

Table 549. Table References
Links

https://microsoft.github.io/Azure-Threat-Research-Matrix/Credential Access/AZT603/AZT603-1
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AZT604 - Azure KeyVault Dumping

An adverary may access an Azure KeyVault in an attempt to view secrets, certificates, or keys.
The tag is: misp-galaxy:atrm="AZT604 - Azure KeyVault Dumping"

Table 550. Table References
Links

https://microsoft.github.io/Azure-Threat-Research-Matrix/Credential Access/AZT604/AZT604

AZT604.1 - Azure KeyVault Secret Dump

By accessing an Azure Key Vault, an adversary may dump any or all secrets.
The tag is: misp-galaxy:atrm="AZT604.1 - Azure KeyVault Secret Dump"

Table 551. Table References
Links

https://microsoft.github.io/Azure-Threat-Research-Matrix/Credential Access/AZT604/AZT604-1

AZT604.2 - Azure KeyVault Certificate Dump

By accessing an Azure Key Vault, an adversary may dump any or all certificates.
The tag is: misp-galaxy:atrm="AZT604.2 - Azure KeyVault Certificate Dump"

Table 552. Table References
Links

https://microsoft.github.io/Azure-Threat-Research-Matrix/Credential Access/AZT604/AZT604-2

AZT604.3 - Azure KeyVault Key Dump

By accessing an Azure Key Vault, an adversary may dump any or all public keys. Note that Private
keys cannot be retrieved.

The tag is: misp-galaxy:atrm="AZT604.3 - Azure KeyVault Key Dump"

Table 553. Table References
Links

https://microsoft.github.io/Azure-Threat-Research-Matrix/Credential Access/AZT604/AZT604-3

AZT605 - Resource Secret Reveal

An adverary may access an Azure KeyVault in an attempt to view secrets, certificates, or keys.
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The tag is: misp-galaxy:atrm="AZT605 - Resource Secret Reveal"

Table 554. Table References
Links

https://microsoft.github.io/Azure-Threat-Research-Matrix/Credential Access/AZT605/AZT605

AZT605.1 - Storage Account Access Key Dumping

By accessing a Storage Account, an adversary may dump access keys pertaining to the Storage
Account, which will give them full access to the Storage Account.

The tag is: misp-galaxy:atrm="AZT605.1 - Storage Account Access Key Dumping"

Table 555. Table References
Links

https://microsoft.github.io/Azure-Threat-Research-Matrix/Credential Access/AZT605/AZT605-1

AZT605.2 - Automation Account Credential Secret
Dump

By editing a Runbook, a credential configured in an Automation Account may be revealed
The tag is: misp-galaxy:atrm="AZT605.2 - Automation Account Credential Secret Dump"

Table 556. Table References
Links

https://microsoft.github.io/Azure-Threat-Research-Matrix/Credential Access/AZT605/AZT605-2

AZT605.3 - Resource Group Deployment History Secret
Dump

By accessing deployment history of a Resource Group, secrets used in the ARM template may be
revealed.

The tag is: misp-galaxy:atrm="AZT605.3 - Resource Group Deployment History Secret Dump"

Table 557. Table References
Links

https://microsoft.github.io/Azure-Threat-Research-Matrix/Credential Access/AZT605/AZT605-3

AZT701 - SAS URI Generation

By generating an SAS URI for a resource, an adversary may extract the contents of that resource
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without authentication at any time.
The tag is: misp-galaxy:atrm="AZT701 - SAS URI Generation"

Table 558. Table References
Links

https://microsoft.github.io/Azure-Threat-Research-Matrix/Impact/AZT701/AZT701

AZT701.1 - VM Disk SAS URI

An adversary may create an SAS URI to download the disk attached to a virtual machine.
The tag is: misp-galaxy:atrm="AZT701.1 - VM Disk SAS URI"

Table 559. Table References
Links

https://microsoft.github.io/Azure-Threat-Research-Matrix/Impact/AZT701/AZT701-1

AZT701.2 - Storage Account File Share SAS

By generating a Shared Access Signature (SAS) URI, an adversary can access a container in a Storage
Account at any time.

The tag is: misp-galaxy:atrm="AZT701.2 - Storage Account File Share SAS"

Table 560. Table References
Links

https://microsoft.github.io/Azure-Threat-Research-Matrix/Impact/AZT701/AZT701-2

AZT702 - File Share Mounting

An adversary can generate a connection string to mount an Azure Storage Account File Share as an
NFS or SMB share to their local machine.

The tag is: misp-galaxy:atrm="AZT702 - File Share Mounting"

Table 561. Table References
Links

https://microsoft.github.io/Azure-Threat-Research-Matrix/Impact/AZT702/AZT702-1

AZT703 - Replication

The tag is: misp-galaxy:atrm="AZT703 - Replication"

Table 562. Table References
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Links

https://microsoft.github.io/Azure-Threat-Research-Matrix/Impact/AZT703/AZT703-1

AZT704 - Soft-Delete Recovery

An adversary may leverage resources found at a 'soft deletion' state, restore them and advance
their attack by retrieving contents meant to be deleted

The tag is: misp-galaxy:atrm="AZT704 - Soft-Delete Recovery"

Table 563. Table References
Links

https://microsoft.github.io/Azure-Threat-Research-Matrix/Impact/AZT704/AZT704

AZT704.1 - Key Vault

An adversary may recover a key vault object found in a 'soft deletion' state.
The tag is: misp-galaxy:atrm="AZT704.1 - Key Vault"

Table 564. Table References
Links

https://microsoft.github.io/Azure-Threat-Research-Matrix/Impact/AZT704/AZT704-1

AZT704.2 - Storage Account Object

An adversary may recover a storage account object found in a 'soft deletion’ state.
The tag is: misp-galaxy:atrm="AZT704.2 - Storage Account Object"

Table 565. Table References
Links

https://microsoft.github.io/Azure-Threat-Research-Matrix/Impact/AZT704/AZT704-2

AZT704.3 - Recovery Services Vault

An adversary may recover a virtual machine object found in a 'soft deletion’ state.
The tag is: misp-galaxy:atrm="AZT704.3 - Recovery Services Vault"

Table 566. Table References
Links

https://microsoft.github.io/Azure-Threat-Research-Matrix/Impact/AZT704/AZT704-3
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AZTT705 - Azure Backup Delete

An adversary may recover a virtual machine object found in a 'soft deletion’ state.
The tag is: misp-galaxy:atrm="AZT705 - Azure Backup Delete"

Table 567. Table References
Links
https://microsoft.github.io/Azure-Threat-Research-Matrix/Impact/AZT704/AZT704-3

attck4fraud

attck4fraud - Principles of MITRE ATT&CK in the fraud domain.

I attck4fraud is a cluster galaxy available in JSON format at this location  The JSON
. format can be freely reused in your application or automatically enabled in MISP.
authors

Francesco Bigarella - Christophe Vandeplas

Phishing

In the context of ATT&CK for Fraud, phishing is described as the sending of fraudulent emails to a
large audience in order to obtain sensitive information (PII, credentials, payment information).
Phishing is never targeted to a specific individual or organisation. Phishing tries to create a sense of
urgency or curiosity in order to capture the victim.

The tag is: misp-galaxy:financial-fraud="Phishing"

Table 568. Table References
Links

https://blog.malwarebytes.com/cybercrime/2015/02/amazon-notice-ticket-number-phish-seeks-
card-details/

https://lwww.bleepingcomputer.com/news/security/widespread-apple-id-phishing-attack-pretends-
to-be-app-store-receipts/

https://www.association-secure-transactions.eu/industry-information/fraud-definitions/

Spear phishing

Spear phishing is the use of targeted emails to gain the trust of the target with the goal of
committing fraud. Spear phishing messages are generally specific to the target and show an
understanding of the targetOs organisation structure, supply chain or business.

The tag is: misp-galaxy:financial-fraud="Spear phishing"
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Spear phishing is also known as:
¥ Spear-phishing

Table 569. Table References
Links
http://fortune.com/2017/04/27/facebook-google-rimasauskas/

https://lwww.ibtimes.co.uk/russian-hackers-fancy-bear-likely-breached-olympic-drug-testing-
agency-dnc-experts-say-1577508

https://www.association-secure-transactions.eu/industry-information/fraud-definitions/

ATM skimming

ATM Skimming refers to the act of capturing the data stored on a bank cards (tracks) and the
Personal Identification Number (PIN) associated to that card. Upon obtaining the data, the criminal
proceeds to encode the same information into a new card and use it in combination with the PIN to
perform illicit cash withdrawals. ATM Skimming is often achieved with a combination of a skimmer
device for the card and a camera to capture the PIN.

The tag is: misp-galaxy:financial-fraud="ATM skimming"
ATM skimming is also known as:
¥ Skimming - CPP ATM

Table 570. Table References

Links

https://krebsonsecurity.com/2015/07/spike-in-atm-skimming-in-mexico/
https://krebsonsecurity.com/2011/12/pro-grade-3d-printer-made-atm-skimmer/
https://krebsonsecurity.com/2017/08/dumping-data-from-deep-insert-skimmers/
https://krebsonsecurity.com/2016/06/atm-insert-skimmers-in-action/
https://krebsonsecurity.com/2014/11/skimmer-innovation-wiretapping-atms/
https://krebsonsecurity.com/2016/09/secret-service-warns-of-periscope-skimmers/
https://krebsonsecurity.com/2011/03/green-skimmers-skimming-green
https://blog.dieboldnixdorf.com/have-you-asked-yourself-this-question-about-skimming/

https://lwww.association-secure-transactions.eu/industry-information/fraud-definitions/

ATM cash trapping

Trap the cash dispenser with a physical component. Type 1 are visible to the user and type 2 are
hidden in the cash dispenser

The tag is: misp-galaxy:financial-fraud="ATM cash trapping"
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ATM cash trapping is also known as:
¥ Cash Trapping

Table 571. Table References
Links
https://medium.com/@netsentries/beware-of-atm-cash-trapping-9421e498dfcf

https://www.association-secure-transactions.eu/industry-information/fraud-definitions/

ATM Shimming

ATM Shimming refers to the act of capturing a bank card data accessing the EMV chip installed on
the card while presenting the card to a ATM. Due to their low profile, shimmers can be fit inside
ATM card readers and are therefore more difficult to detect.

The tag is: misp-galaxy:financial-fraud="ATM Shimming"

Table 572. Table References
Links
https://krebsonsecurity.com/2015/08/chip-card-atm-shimmer-found-in-mexico/

https://lwww.cbc.ca/news/canada/british-columbia/shimmers-criminal-chip-card-reader-fraud-
1.3953438

https://krebsonsecurity.com/2017/01/atm-shimmers-target-chip-based-cards/

https://blog.dieboldnixdorf.com/atm-security-skimming-vs-shimming/

Vishing

Also known as voice phishing, is the criminal practice of using social engineering over the
telephone system to gain access to private personal and financial information from the public for
the purpose of financial reward. It is also employed by attackers for reconnaissance purposes to
gather more detailed intelligence on a target organisation.

The tag is: misp-galaxy:financial-fraud="Vishing"

Table 573. Table References
Links

https://www.association-secure-transactions.eu/industry-information/fraud-definitions/

POS Skimming

CPP analysis identifies the likely merchant, POS or ATM location from where card numbers were
stolen so that banks can mitigate fraud on other compromised cards.

The tag is: misp-galaxy:financial-fraud="POS Skimming"
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POS Skimming is also known as:
¥ Skimming - CPP POS

Table 574. Table References
Links

https://www.association-secure-transactions.eu/industry-information/fraud-definitions/

Social Media Scams

Social Media Scams

The tag is: misp-galaxy:financial-fraud="Social Media Scams"

Malware

Software which is specifically designed to disrupt, damage, or gain authorised access to a computer
system.

The tag is: misp-galaxy:financial-fraud="Malware"

Table 575. Table References
Links

https://www.association-secure-transactions.eu/industry-information/fraud-definitions/

Account-Checking Services

Account-Checking Services

The tag is: misp-galaxy:financial-fraud="Account-Checking Services"

ATM Black Box Attack

Type of Jackpotting attack. Connection of an unauthorized device which sends dispense commands
directly to the ATM cash dispenser in order to Ocash outO the ATM.

The tag is: misp-galaxy:financial-fraud="ATM Black Box Attack"
ATM Black Box Attack is also known as:
¥ Black Box Attack

Table 576. Table References
Links

https://www.association-secure-transactions.eu/industry-information/fraud-definitions/
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Insider Trading

Insider Trading

The tag is: misp-galaxy:financial-fraud="Insider Trading"

Investment Fraud

A deceptive practice in the stock or commodities markets that induces investors to make purchase
or sale decisions on the basis of false information, frequently resulting in losses, in violation of
securities laws.

The tag is: misp-galaxy:financial-fraud="Investment Fraud"

Table 577. Table References
Links

https://www.association-secure-transactions.eu/industry-information/fraud-definitions/

Romance Scam

Romance scam is a confidence trick involving feigning romantic intentions towards a victim,
gaining their affection, and then using that goodwill to commit fraud. Fraudulent acts may involve
access to the victimOs money, bank accounts, credit cards, passports, e-mail accounts, or national
identification numbers; or forcing the victims to commit financial fraud on their behalf.

The tag is: misp-galaxy:financial-fraud="Romance Scam"
Romance Scam is also known as:
¥ Romance Fraud

Table 578. Table References
Links

https://lwww.association-secure-transactions.eu/industry-information/fraud-definitions/

Buying/Renting Fraud
Buying/Renting Fraud

The tag is: misp-galaxy:financial-fraud="Buying/Renting Fraud"

Cash Recovery Scam

Cash Recovery Scam

The tag is: misp-galaxy:financial-fraud="Cash Recovery Scam"
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Fake Invoice Fraud

Invoice fraud happens when a company or organisation is tricked into changing bank account
payee details for a payment. Criminals pose as regular suppliers to the company or organisation
and will make a formal request for bank account details to be changed or emit false invoices.

The tag is: misp-galaxy:financial-fraud="Fake Invoice Fraud"
Fake Invoice Fraud is also known as:
¥ Invoice Fraud

Table 579. Table References
Links

https://www.association-secure-transactions.eu/industry-information/fraud-definitions/

Business Email Compromise

Business Email Compromise

The tag is: misp-galaxy:financial-fraud="Business Email Compromise"

Scam

Scam

The tag is: misp-galaxy:financial-fraud="Scam"

CxO Fraud
CxO Fraud

The tag is: misp-galaxy:financial-fraud="CxO Fraud"

Compromised Payment Cards

The loss of or theft of a card, which is subsequently used for illegal purposes until blocked by the
card issuer.

The tag is: misp-galaxy:financial-fraud="Compromised Payment Cards"
Compromised Payment Cards is also known as:
¥ Lost/Stolen Card

Table 580. Table References

Links
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Compromised Account Credentials

Account takeover fraud is a form of identity theft in which the fraudster gets access to a victimOs
bank or credit card accountsJNJthrough a data breach, malware or phishingJNJand uses them to
make unauthorised transaction.

The tag is: misp-galaxy:financial-fraud="Compromised Account Credentials"
Compromised Account Credentials is also known as:
¥ Account Takeover Fraud

Table 581. Table References
Links

https://www.association-secure-transactions.eu/industry-information/fraud-definitions/

Compromised Personally Identifiable Information
(PII)

Compromised Personally Identifiable Information (PII)

The tag is: misp-galaxy:financial-fraud="Compromised Personally Identifiable Information (PII)

Compromised Intellectual Property (IP)

Compromised Intellectual Property (IP)

The tag is: misp-galaxy:financial-fraud="Compromised Intellectual Property (IP)"

SWIFT Transaction

SWIFT Transaction

The tag is: misp-galaxy:financial-fraud="SWIFT Transaction"

Fund Transfer

Fund Transfer

The tag is: misp-galaxy:financial-fraud="Fund Transfer"

Cryptocurrency Exchange

Cryptocurrency Exchange
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The tag is: misp-galaxy:financial-fraud="Cryptocurrency Exchange"

ATM Jackpotting
ATM Jackpotting

The tag is: misp-galaxy:financial-fraud="ATM Jackpotting"

Money Mules

Money Mules

The tag is: misp-galaxy:financial-fraud="Money Mules"

Prepaid Cards
Prepaid Cards

The tag is: misp-galaxy:financial-fraud="Prepaid Cards"

Resell Stolen Data

Resell Stolen Data

The tag is: misp-galaxy:financial-fraud="Resell Stolen Data"

ATM Explosive Attack
ATM Explosive Attack

The tag is: misp-galaxy:financial-fraud="ATM Explosive Attack"

CNP D Card Not Present

A card not present transaction (CNP, MO/TO, Mail Order / Telephone Order, MOTOEC) is a payment
card transaction made where the cardholder does not or cannot physically present the card for a
merchantOs visual examination at the time that an order is given and payment effected

The tag is: misp-galaxy:financial-fraud="CNP b Card Not Present"

Table 582. Table References
Links

https://www.association-secure-transactions.eu/industry-information/fraud-definitions/
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CP P Card Present

A card present transaction occurs when a cardholder physically presents a card to request and
authorise a financial transaction

The tag is: misp-galaxy:financial-fraud="CP b Card Present"

Table 583. Table References
Links

https://www.association-secure-transactions.eu/industry-information/fraud-definitions/

Merchant Fraud

Fraud that occurs when a merchant account is used without the intention of operating a legitimate
business transaction.

The tag is: misp-galaxy:financial-fraud="Merchant Fraud"

Table 584. Table References
Links

https://www.association-secure-transactions.eu/industry-information/fraud-definitions/

Virtual Currency Fraud

Fraud that involves virtual currency, or virtual money, which is a type of unregulated, digital
money, issued and usually controlled by its developers and used and accepted among the members
of a specific virtual community.

The tag is: misp-galaxy:financial-fraud="Virtual Currency Fraud"

Table 585. Table References
Links

https://www.association-secure-transactions.eu/industry-information/fraud-definitions/

Cheque Fraud

A category of criminal acts that involve making the unlawful use of cheques in order to illegally
acquire or borrow funds that do not exist within the account balance or account-holderOs legal
ownership. Most methods involve taking advantage the time between the negotiation of the cheque
and its clearance at the cheque writerOs financial institution to draw out these funds.

The tag is: misp-galaxy:financial-fraud="Cheque Fraud"

Table 586. Table References

Links
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Digital Fraud

Fraud perpetrated via omni- channel means to digital banking or payments channels such as home
banking or other electronic services.

The tag is: misp-galaxy:financial-fraud="Digital Fraud"

Table 587. Table References
Links

https://www.association-secure-transactions.eu/industry-information/fraud-definitions/

Mobile Fraud

Fraud perpetrated via mobile devices to digital banking, payments channels such as home banking
or other electronic services, or online merchants

The tag is: misp-galaxy:financial-fraud="Mobile Fraud"

Table 588. Table References
Links

https://www.association-secure-transactions.eu/industry-information/fraud-definitions/

Telephone Fraud

Fraud perpetrated via land line telephone means to banking or payments channels such as home
banking or other electronic services or merchants

The tag is: misp-galaxy:financial-fraud="Telephone Fraud"

Table 589. Table References
Links

https://www.association-secure-transactions.eu/industry-information/fraud-definitions/

Standing Order Fraud

Fraud occurs when a standing order is falsely created or adulterated. A standing order is an
automated method of making payments, where a person or business instructs their bank to pay
another person or business, a fixed amount of money at regular intervals. Fraud occurs when a
standing order is falsely created or adulterated.

The tag is: misp-galaxy:financial-fraud="Standing Order Fraud"

Table 590. Table References
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Links

https://www.association-secure-transactions.eu/industry-information/fraud-definitions/

CEO/BEC Fraud

A scam in which cybercriminals spoof company email accounts and impersonate executives to try
and fool an employee in accounting or HR into executing unauthorized wire transfers, or sending
out confidential information

The tag is: misp-galaxy:financial-fraud="CEO/BEC Fraud"

Table 591. Table References
Links

https://www.association-secure-transactions.eu/industry-information/fraud-definitions/

Money laundering

An illegal process of concealing the origins of money obtained illegally by passing it through a
complex sequence of banking transfers or commercial transactions. The overall scheme of this
process returns the money to the launderer in an obscure and indirect way.

The tag is: misp-galaxy:financial-fraud="Money laundering"

Table 592. Table References
Links

https://www.association-secure-transactions.eu/industry-information/fraud-definitions/

BIN Attack

Credit cards are produced in BIN ranges. Where an issuer does not use random generation of the
card number, it is possible for an attacker to obtain one good card number and generate valid card
numbers

The tag is: misp-galaxy:financial-fraud="BIN Attack"

Table 593. Table References
Links

https://www.association-secure-transactions.eu/industry-information/fraud-definitions/

DoS - Denial of Service Attack

In computing, a denial-of-service attack is a cyber-attack in which the perpetrator seeks to make a
machine or network resource unavailable to its intended users by temporarily or indefinitely
disrupting services of a host connected to the Internet
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The tag is: misp-galaxy:financial-fraud="DoS - Denial of Service Attack"

Table 594. Table References
Links

https://www.association-secure-transactions.eu/industry-information/fraud-definitions/

MITM - Man-in-the-Middle Attack

In cryptography and computer security, a man-in-the-middle attack (MITM) is an attack where the
attacker secretly relays and possibly alters the communication between two parties who believe
they are directly communicating with each other

The tag is: misp-galaxy:financial-fraud="MITM - Man-in-the-Middle Attack"

Table 595. Table References
Links

https://lwww.association-secure-transactions.eu/industry-information/fraud-definitions/

Transaction Reversal Fraud

Unauthorized physical manipulation of ATM cash withdrawal. Appears that cash has not been
dispensed b a reversal message generated b SEE FULL TERMINAL FRAUD DEFINITION

The tag is: misp-galaxy:financial-fraud="Transaction Reversal Fraud"

Table 596. Table References
Links

https://www.association-secure-transactions.eu/industry-information/fraud-definitions/

Transaction Message Adulteration

The data contained in an authorisation message is manipulated to try to fool the payment
processor.

The tag is: misp-galaxy:financial-fraud="Transaction Message Adulteration"

Table 597. Table References
Links

https://www.association-secure-transactions.eu/industry-information/fraud-definitions/

First Party (Friendly) Fraud

Fraud committed against a financial institution by one of its own customers
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The tag is: misp-galaxy:financial-fraud="First Party (Friendly) Fraud"

Table 598. Table References
Links

https://www.association-secure-transactions.eu/industry-information/fraud-definitions/

ldentity Spoofing (or entity hacking)

Identity Spoofing refers to the action of assuming (i.e., taking on) the identity of some other entity

(human or non-human) and then using that identity to accomplish a goal. An adversary may craft

messages that appear to come from a different principle or use stolen / spoofed authentication
credentials. Alternatively, an adversary may intercept a message from a legitimate sender and
attempt to make it look like the message comes from them without changing its content. The latter
form of this attack can be used to hijack credentials from legitimate users. ldentity Spoofing attacks

need not be limited to transmitted messages - any resource that is associated with an identity (for
example, a file with a signature) can be the target of an attack where the adversary attempts to
change the apparent identity

The tag is: misp-galaxy:financial-fraud="ldentity Spoofing (or entity hacking)"

Table 599. Table References
Links

https://www.association-secure-transactions.eu/industry-information/fraud-definitions/

Authorised Push Payment Fraud

A form of fraud in which victims are manipulated into making real-time payments to fraudsters,
typically by social engineering attacks involving impersonation.

The tag is: misp-galaxy:financial-fraud="Authorised Push Payment Fraud"

Table 600. Table References
Links

https://www.association-secure-transactions.eu/industry-information/fraud-definitions/

Direct Debit Fraud

Direct debit fraud can take place in several ways. It is often associated with identity theft, where the
scammer gains access to the bank account information by posing as the victim. They can pay for
services and products via a direct debit option and use this account until its owner notices.

The tag is: misp-galaxy:financial-fraud="Direct Debit Fraud"

Table 601. Table References

Links
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Extortion

Obtaining benefit through coercion
The tag is: misp-galaxy:financial-fraud="Extortion"

Table 602. Table References
Links

https://www.association-secure-transactions.eu/industry-information/fraud-definitions/

Smishing

Also known as "SMS Phishing", is a form of criminal activity using social engineering techniques.
SMS phishing uses cell phone text messages to deliver information and/or requests to induce people
to divulge or to take action that will compromise their personal or confidential information.

The tag is: misp-galaxy:financial-fraud="Smishing"

Table 603. Table References
Links

https://www.association-secure-transactions.eu/industry-information/fraud-definitions/

Shoulder Surfing

Technique used to obtain information such as personal identification numbers (PINs), passwords
and other confidential data by looking over the victimOs shoulder

The tag is: misp-galaxy:financial-fraud="Shoulder Surfing"

Table 604. Table References
Links

https://www.association-secure-transactions.eu/industry-information/fraud-definitions/

Distraction

The process of diverting the attention of an individual or group from a desired area of focus and
thereby blocking or diminishing the reception of desired information.

The tag is: misp-galaxy:financial-fraud="Distraction"

Table 605. Table References

Links
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Push Payments

Authorised push payment fraud happens when fraudsters deceive consumers or individuals at a
business to send them a payment under false pretences to a bank account controlled by the
fraudster. As payments made using real-time payment schemes are irrevocable, the victims cannot
reverse a payment once they realise they have been conned.

The tag is: misp-galaxy:financial-fraud="Push Payments"

Table 606. Table References
Links

https://www.association-secure-transactions.eu/industry-information/fraud-definitions/

ATM Malware

Unauthorised software, or authorises software run in an unauthorized manner on ATM PC - SEE
FULL TERMINAL FRAUD DEFINITION

The tag is: misp-galaxy:financial-fraud="ATM Malware"

Table 607. Table References
Links

https://www.association-secure-transactions.eu/industry-information/fraud-definitions/

Data Breach

A data breach is a security incident in which sensitive, protected or confidential data is copied,
transmitted, viewed, stolen or used from a PC or Computer Network by an entity unauthorised to
do so.

The tag is: misp-galaxy:financial-fraud="Data Breach"

Table 608. Table References
Links

https://www.association-secure-transactions.eu/industry-information/fraud-definitions/

Ransomware

A type of malicious software designed to block access to a computer system until a sum of money is
paid

The tag is: misp-galaxy:financial-fraud="Ransomware"

174


https://www.association-secure-transactions.eu/industry-information/fraud-definitions/
https://www.association-secure-transactions.eu/industry-information/fraud-definitions/
https://www.association-secure-transactions.eu/industry-information/fraud-definitions/
https://www.association-secure-transactions.eu/industry-information/fraud-definitions/

Table 609. Table References
Links

https://www.association-secure-transactions.eu/industry-information/fraud-definitions/

Fake Website

A website that is not a legitimate venue, the site is designed to entice the visitor into revealing
sensitive information, to download some form of malware or to purchase products that never
arrive

The tag is: misp-galaxy:financial-fraud="Fake Website"

Table 610. Table References
Links

https://lwww.association-secure-transactions.eu/industry-information/fraud-definitions/

Fake App

Apps in mobile devices that trick users into downloading them. They may also pose as quirky and
attractive apps, providing interesting services. Once installed on a mobile device, fake apps can
perform a variety of malicious routines.

The tag is: misp-galaxy:financial-fraud="Fake App

Table 611. Table References
Links

https://www.association-secure-transactions.eu/industry-information/fraud-definitions/

e-Skimming

Cyber criminals introduce skimming code on e-commerce payment card processing web pages to
capture credit card and personally identifiable information and send the stolen data to a domain
under their control.

The tag is: misp-galaxy:financial-fraud="e-Skimming"

Table 612. Table References
Links

https://www.association-secure-transactions.eu/industry-information/fraud-definitions/

Skimming - CPP UPT

CPP analysis identifies Payment Terminal parking, transport, fuel, etc. locations, from where card
numbers were stolen so that banks can mitigate fraud on other compromised cards.
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The tag is: misp-galaxy:financial-fraud="Skimming - CPP UPT"

Table 613. Table References
Links

https://www.association-secure-transactions.eu/industry-information/fraud-definitions/

Skimming - CPP Virtual Terminal

Same as e-Skimming
The tag is: misp-galaxy:financial-fraud="Skimming - CPP Virtual Terminal"

Table 614. Table References
Links

https://www.association-secure-transactions.eu/industry-information/fraud-definitions/

Card Trapping

Unauthorized physical ATM manipulation, preventing card from being returned to customer - SEE
FULL TERMINAL FRAUD DEFINITION

The tag is: misp-galaxy:financial-fraud="Card Trapping"

Table 615. Table References
Links

https://www.association-secure-transactions.eu/industry-information/fraud-definitions/

Lack of Patching / Security

Patch management is the best practice of upgrading existing software applications to remove any
weak security patches that could be exploited by hackers. Lack of proper patching allows cyber
criminals to exploit systems and networks.

The tag is: misp-galaxy:financial-fraud="Lack of Patching / Security"

Table 616. Table References
Links

https://www.association-secure-transactions.eu/industry-information/fraud-definitions/

Bad implementation

Process where an information system is deployed into a Production Environed with faults, errors or
vulnerabilities
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The tag is: misp-galaxy:financial-fraud="Bad implementation"

Table 617. Table References

Links

https://www.association-secure-transactions.eu/industry-information/fraud-definitions/

Deployment Error

Implementation of a system, solution or service not according to defined and tested best practices.

The tag is: misp-galaxy:financial-fraud="Deployment Error"

Table 618. Table References

Links

https://www.association-secure-transactions.eu/industry-information/fraud-definitions/

Merchant Negligence

Merchants not following best practice procedures to avoid criminal or fraudulent activity,
The tag is: misp-galaxy:financial-fraud="Merchant Negligence"

Table 619. Table References

Links
https://www.association-secure-transactions.eu/industry-information/fraud-definitions/

Implementation not according to Standards

Implementation of a sstem, solution or service not according to defined and tested standards

The tag is: misp-galaxy:financial-fraud="Implementation not according to Standards"

Table 620. Table References

Links
https://lwww.association-secure-transactions.eu/industry-information/fraud-definitions/

Backdoor

A list of backdoor malware..

Backdoor is a cluster galaxy available in JSON format at

this location

format can be freely reused in your application or automatically enabled in

The JSON
MISP.
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authors

raw-data

WellMess

Cross-platform malware written in Golang, compatible with Linux and Windows. Although there

are some minor differences, both variants have the same functionality. The malware communicates
with a CnC server using HTTP requests and performs functions based on the received commands.
Results of command execution are sent in HTTP POST requests data (RSA-encrypted). Main
functionalities are: (1) Execute arbitrary shell commands, (2) Upload/Download files. The PE variant

of the infection, in addition, executes PowerShell scripts. A .Net version was also observed in the
wild.

The tag is: misp-galaxy:backdoor="WellMess"
View relationships graph
WellMess has relationships with:

¥ similar: misp-galaxy:malpedia="WellMess" with estimative-language:likelihood-
probability="likely"
Table 621. Table References
Links

https://blog.jpcert.or.jp/2018/07/malware-wellmes-9b78.html

Rosenbridge

The rosenbridge backdoor is a small, non-x86 core embedded alongside the main x86 core in the
CPU. It is enabled by a model-specific-register control bit, and then toggled with a launch-
instruction. The embedded core is then fed commands, wrapped in a specially formatted x86
instruction. The core executes these commands (which we call the ‘deeply embedded instruction
set’), bypassing all memory protections and privilege checks.

While the backdoor should require kernel level access to activate, it has been observed to be
enabled by default on some systems, allowing any unprivileged code to modify the kernel.

The rosenbridge backdoor is entirely distinct from other publicly known coprocessors on x86 CPUs,
such as the Management Engine or Platform Security Processor; it is more deeply embedded than
any known coprocessor, having access to not only all of the CPUOs memory, but its register file and
execution pipeline as well.

The tag is: misp-galaxy:backdoor="Rosenbridge"

Table 622. Table References

Links
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https://lwww.bleepingcomputer.com/news/security/backdoor-mechanism-discovered-in-via-c3-x86-
processors/

https://github.com/xoreaxeaxeax/rosenbridge

https://media.defcon.org/DEF%20C0ON%2026/DEF%20CON%2026%20presentations/Christopher%20
Domas/DEFCON-26-Christopher-Domas-GOD-MODE-%20UNLOCKED-hardware-backdoors-in-x86-
CPUs.pdf

ServHelper

The purpose of the macro was to download and execute a variant of ServHelper that set up reverse
SSH tunnels that enabled access to the infected host through the Remote Desktop Protocol (RDP)
port 3389.

"Once ServHelper establishes remote desktop access, the malware contains functionality for the
threat actor to OhijackO legitimate user accounts or their web browser profiles and use them as they
see fit," researchers from Proofpoint explain in an analysis released today.

The other ServHelper variant does not include the tunneling and hijacking capabilities and
functions only as a downloader for the FlawedGrace RAT.

The tag is: misp-galaxy:backdoor="ServHelper"

Table 623. Table References
Links

https://lwww.bleepingcomputer.com/news/security/new-servhelper-backdoor-and-flawedgrace-rat-
pushed-by-necurs-botnet/

Rising Sun

The Rising Sun backdoor uses the RC4 cipher to encrypt its configuration data and communications.
As with most backdoors, on initial infection, Rising Sun will send data regarding the infected system
to a command and control (C2) site. That information captures computer and user name, IP
address, operating system version and network adapter information. Rising Sun contains 14
functions including executing commands, obtaining information on disk drives and running
processes, terminating processes, obtaining file creation and last access times, reading and writing
files, deleting files, altering file attributes, clearing the memory of processes and connecting to a
specified IP address.

The tag is: misp-galaxy:backdoor="Rising Sun"

Table 624. Table References
Links

https://www.bluvector.io/threat-report-rising-sun-operation-sharpshooter/
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SLUB

A new backdoor was observed using the Github Gist service and the Slack messaging system as
communication channels with its masters, as well as targeting a very specific type of victim using a
watering hole attack. The backdoor dubbed SLUB by the Trend Micro Cyber Safety Solutions Team
who detected it in the wild is part of a multi-stage infection process designed by capable threat
actors who programmed it in C++. SLUB uses statically-linked curl, boost, and JsonCpp libraries for
performing HTTP request, "extracting commands from gist snippets,” and "parsing Slack channel
communication." The campaign recently observed by the Trend Micro security researchers abusing
the Github and Slack uses a multi-stage infection process.

The tag is: misp-galaxy:backdoor="SLUB"
View relationships graph
SLUB has relationships with:

¥ similar: misp-galaxy:tool="SLUB Backdoor" with estimative-language:likelihood-
probability="likely"
Table 625. Table References
Links

https://lwww.bleepingcomputer.com/news/security/new-slub-backdoor-uses-slack-github-as-
communication-channels/

Asruex

Since it first emerged in 2015, Asruex has been known for its backdoor capabilities and connection
to the spyware DarkHotel. However, when we encountered Asruex in a PDF file, we found that a
variant of the malware can also act as an infector particularly through the use of old vulnerabilities
CVE-2012-0158 and CVE-2010-2883, which inject code in Word and PDF files respectively.

The tag is: misp-galaxy:backdoor="Asruex"

Table 626. Table References
Links

https://blog.trendmicro.com/trendlabs-security-intelligence/asruex-backdoor-variant-infects-word-
documents-and-pdfs-through-old-ms-office-and-adobe-vulnerabilities/

FlowerPippi

The tag is: misp-galaxy:backdoor="FlowerPippi"

Table 627. Table References

Links
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https://securityintelligence.com/news/ta505-delivers-new-gelup-malware-tool-flowerpippi-
backdoor-via-spam-campaign/

Speculoos

FreeBSD-based payload, Speculoos was delivered by exploiting CVE-2019-19781, a vulnerability
affecting the Citrix Application Delivery Controller, Citrix Gateway, and Citrix SD-WAN WANOP
appliances that allowed an adversary to remotely execute arbitrary commands. This vulnerability
was first disclosed on December 17, 2019 via security bulletin CTX267679 which contained several
mitigation recommendations. By January 24, 2020, permanent patches for the affected appliances
were issued. Based on the spread of industries and regions, in addition to the timing of the
vulnerability disclosure, we believe this campaign may have been more opportunistic in nature
compared to the highly targeted attack campaigns that are often associated with these types of
adversaries. However, considering the exploitation of the vulnerability in conjunction with
delivery of a backdoor specifically designed to execute on the associated FreeBSD operating system
indicates the adversary was absolutely targeting the affected devices.

The tag is: misp-galaxy:backdoor="Speculoos"
View relationships graph
Speculoos has relationships with:

¥ used-by: misp-galaxy:threat-actor="APT41" with estimative-language:likelihood-
probability="very-likely"

Table 628. Table References
Links

https://unit42.paloaltonetworks.com/apt41-using-new-speculoos-backdoor-to-target-organizations-
globally/

Mori Backdoor

Mori Backdoor has been used by Seedworm.
The tag is: misp-galaxy:backdoor="Mori Backdoor"

Table 629. Table References
Links

https://symantec-enterprise-blogs.security.com/blogs/threat-intelligence/seedworm-apt-iran-
middle-east

BazarBackdoor

Something that made the brute-force attacks on RDP connections easier was a new module of the
notorious Trojan, TrickBot. It now seems that the TrickBot developers have a new tactic.
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Cybersecurity researchers have discovered a new phishing campaign that delivers a stealthy
backdoor called BazarBackdoor, which can be used to compromise and gain full access to corporate
networks. As is the case with 91% of cyberattacks, this one starts with a phishing email. A range of
subjects are used to personalize the emails: Customer complaints, coronavirus-themed payroll
reports, or employee termination lists. All these emails contain links to documents hosted on Google
Docs. To send the malicious emails, the cybercriminals use the marketing platform Sendgrid. This
campaign uses spear phishing, which means that the perpetrators have made an effort to ensure
that the websites sent in the emails seem legitimate and correspond to the emails subjects.

The tag is: misp-galaxy:backdoor="BazarBackdoor"
BazarBackdoor is also known as:

¥ BEERBOT

¥ KEGTAP

¥ Team9Backdoor
¥ bazaloader

¥ bazarloader

¥ bazaarloader

Table 630. Table References
Links

https://www.advanced-intel.com/post/anatomy-of-attack-inside-bazarbackdoor-to-ryuk-
ransomware-one-group-via-cobalt-strike

https://lwww.pandasecurity.com/en/mediacenter/business/bazarbackdoor-trickbot-backdoor/

SUNBURST

Backdoor.Sunburst is MalwarebytesO detection name for a trojanized update to SolarwindOs Orion
IT monitoring and management software.

The tag is: misp-galaxy:backdoor="SUNBURST"
SUNBURST is also known as:
¥ Solarigate
View relationships graph
SUNBURST has relationships with:

¥ dropped-by: misp-galaxy:tool="SUNSPOT" with estimative-language:likelihood-
probability="likely"

¥ used-by: misp-galaxy:microsoft-activity-group="NOBELIUM" with estimative-
language:likelihood-probability="likely"
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Table 631. Table References

Links

https://www.microsoft.com/security/blog/2021/05/27/new-sophisticated-email-based-attack-from-

nobelium/
https://lwww.varonis.com/blog/solarwinds-sunburst-backdoor-inside-the-stealthy-apt-campaign/
https://blog.malwarebytes.com/detections/backdoor-sunburst/

https://www.microsoft.com/security/blog/2021/01/20/deep-dive-into-the-solorigate-second-stage-
activation-from-sunburst-to-teardrop-and-raindrop/

https://lwww.microsoft.com/security/blog/2020/12/18/analyzing-solorigate-the-compromised-dll-file-
that-started-a-sophisticated-cyberattack-and-how-microsoft-defender-helps-protect/

BPFDoor

BPFDoor is a passive backdoor used by a China-based threat actor. This backdoor supports multiple
protocols for communicating with a C2 including TCP, UDP, and ICMP allowing the threat actor a
variety of mechanisms to interact with the implant

The tag is: misp-galaxy:backdoor="BPFDoor"

Table 632. Table References
Links
https://troopers.de/troopers22/talks/7cv8pz/

https://doublepulsar.com/bpfdoor-an-active-chinese-global-surveillance-tool-
54b078f1a896?gi=1effe9eb6507

https://twitter.com/cyb3rops/status/1523227511551033349
https://twitter.com/CraigHRowland/status/1523266585133457408

BOLDMOVE

According to Mandiant, this malware family is attributed to potential chinese background and its
Linux variant is related to exploitation of FortinetOs SSL-VPN (CVE-2022-42475).

The tag is: misp-galaxy:backdoor="BOLDMOVE"

Table 633. Table References

Links
https://malpedia.caad.fkie.fraunhofer.de/details/win.boldmove
https://malpedia.caad.fkie.fraunhofer.de/details/elf.boldmove

https://www.mandiant.com/resources/blog/chinese-actors-exploit-fortios-flaw
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https://malpedia.caad.fkie.fraunhofer.de/details/elf.boldmove
https://www.mandiant.com/resources/blog/chinese-actors-exploit-fortios-flaw

PowerMagic
The tag is: misp-galaxy:backdoor="PowerMagic"

Table 634. Table References
Links

https://securelist.com/bad-magic-apt/109087/

VEILEDSIGNAL

VEILEDSIGNAL is a backdoor written in C that is able to execute shellcode and terminate itself.
Additionally, VEILEDSIGNAL relies on additional modules that connect via Windows named pipes
to interact with the Command and Control(C2) infrastructure.

The tag is: misp-galaxy:backdoor="VEILEDSIGNAL"

Table 635. Table References
Links

https://www.mandiant.com/resources/blog/3cx-software-supply-chain-compromise

POOLRAT

POOLRAT is a C/C++ macOS backdoor capable of collecting basic system information and executing
commands. The commands performed include running arbitrary commands, secure deleting files,
reading and writing files, updating the configuration.

The tag is: misp-galaxy:backdoor="POOLRAT"

Table 636. Table References
Links

https://www.mandiant.com/resources/blog/3cx-software-supply-chain-compromise

BIGRAISIN

BIGRAISIN is a C\C++ Windows based backdoor. It is capable of executing downloaded commands,
executing downloaded files, and deleting files. Availability: Non-public

The tag is: misp-galaxy:backdoor="BIGRAISIN"
View relationships graph
BIGRAISIN has relationships with:

¥ used-by: misp-galaxy:threat-actor="APT43" with estimative-language:likelihood-
probability="Ilikely"
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Table 637. Table References
Links

https://mandiant.widen.net/s/zvmfw5fnjs/apt43-report

FASTFIRE

FASTFIRE is a malicious APK that connects to a server and sends details of the compromised device
back to command and control (C2). Availability: Non-public

The tag is: misp-galaxy:backdoor="FASTFIRE"
View relationships graph
FASTFIRE has relationships with:

¥ used-by: misp-galaxy:threat-actor="APT43" with estimative-language:likelihood-
probability="likely"

Table 638. Table References
Links

https://mandiant.widen.net/s/zvmfw5fnjs/apt43-report

GRAYZONE

GRAYZONE is a C/C++ Windows backdoor capable of collecting system information, logging
keystrokes, and downloading additional stages from the C2 server. Availability: Non-public

The tag is: misp-galaxy:backdoor="GRAYZONE"
View relationships graph
GRAYZONE has relationships with:

¥ used-by: misp-galaxy:threat-actor="APT43" with estimative-language:likelihood-
probability="likely"

Table 639. Table References
Links

https://mandiant.widen.net/s/zvmfw5fnjs/apt43-report

HANGMAN.V2

HANGMAN.V2 is a variant of the backdoor HANGMAN. HANGMAN.V2 is very similar to HANGMAN,
but uses HTTP for the network communications and formats data passed to the C2 server
differently. Availability: Non-public
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The tag is: misp-galaxy:backdoor="HANGMAN.V2"
View relationships graph
HANGMAN.V2 has relationships with:

¥ variant-of: misp-galaxy:malpedia="HOPLIGHT" with estimative-language:likelihood-
probability="likely"

¥ used-by: misp-galaxy:threat-actor="APT43" with estimative-language:likelihood-
probability="likely"

Table 640. Table References
Links

https://mandiant.widen.net/s/zvmfw5fnjs/apt43-report

LOGCABIN

LOGCABIN is a file-less and modular backdoor with multiple stages. The stages consist of several
VisualBasic and PowerShell scripts that are downloaded and executed. LOGCABIN collects detailed
system information and sends it to the C2 before performing additional commands. Availability:
Non-public

The tag is: misp-galaxy:backdoor="LOGCABIN"
View relationships graph
LOGCABIN has relationships with:

¥ used-by: misp-galaxy:threat-actor="APT43" with estimative-language:likelihood-
probability="likely"

Table 641. Table References
Links

https://mandiant.widen.net/s/zvmfw5fnjs/apt43-report

SOURDOUGH

SOURDOUGH is a backdoor written in C that communicates via HTTP. Its capabilities include
keylogging, screenshot capture, file transfer, file execution, and directory enumeration. Availability:
Non-public

The tag is: misp-galaxy:backdoor="SOURDOUGH"
View relationships graph
SOURDOUGH has relationships with:

¥ used-by: misp-galaxy:threat-actor="APT43" with estimative-language:likelihood-
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probability="likely"

Table 642. Table References
Links

https://mandiant.widen.net/s/zvmfw5fnjs/apt43-report

TROIBOMB

TROIBOMB is a C/C++ Windows backdoor that is capable of collecting system information and
performing commands from the C2 server. Availability: Non-public

The tag is: misp-galaxy:backdoor="TROIBOMB"
View relationships graph
TROIBOMB has relationships with:

¥ used-by: misp-galaxy:threat-actor="APT43" with estimative-language:likelihood-
probability="likely"

Table 643. Table References
Links

https://mandiant.widen.net/s/zvmfw5fnjs/apt43-report

ZIPLINE

ZIPLINE makes use of extensive functionality to ensure the authentication of its custom protocol
used to establish command and control (C2).

The tag is: misp-galaxy:backdoor="ZIPLINE"

Table 644. Table References
Links

https://www.mandiant.com/resources/blog/investigating-ivanti-zero-day-exploitation

SPAWNSNAIL

SPAWNSNAIL is a backdoor that listens on localhost. It is designed to run by injecting into the
dsmdm process (process responsible for supporting mobile device management features). It creates
a backdoor by exposing a limited SSH server on localhost port 8300. We assess that the attacker
uses the SPAWNMOLE tunneler to interact with SPAWNSNAIL.

SPAWNSNAILOs second purpose is to inject SPAWNSLOTH into dslogserver, a process supporting
event logging on Connect Secure.

The tag is: misp-galaxy:backdoor="SPAWNSNAIL"
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View relationships graph
SPAWNSNAIL has relationships with:

¥ used-by: misp-galaxy:threat-actor="UNC5337" with estimative-language:likelihood-
probability="likely"

¥ preceded-by: misp-galaxy:tool="SPAWNANT" with estimative-language:likelihood-
probability="likely"

¥ interacts-with: misp-galaxy:tool="SPAWNMOLE" with estimative-language:likelihood-
probability="likely"

¥ injects: misp-galaxy:tool="SPAWNSLOTH" with estimative-language:likelihood-
probability="likely"

Table 645. Table References

Links

https://cloud.google.com/blog/topics/threat-intelligence/ivanti-post-exploitation-lateral-movement

BRICKSTORM

BRICKSTORM is a Go backdoor targeting VMware vCenter servers. It supports the ability to set itself
up as a web server, perform file system and directory manipulation, perform file operations such

as upload/download, run shell commands, and perform SOCKS relaying. BRICKSTORM
communicates over WebSockets to a hard-coded C2.

The tag is: misp-galaxy:backdoor="BRICKSTORM"
View relationships graph
BRICKSTORM has relationships with:

¥ used-by: misp-galaxy:threat-actor="UTA0178" with estimative-language:likelihood-
probability="likely"

Table 646. Table References

Links

https://cloud.google.com/blog/topics/threat-intelligence/ivanti-post-exploitation-lateral-movement

PHANTOMNET

PHANTOMNET is a modular backdoor that communicates using a custom communication protocol
over TCP. PHANTOMNETOs core functionality involves expanding its capabilities through a plugin
management system. The downloaded plugins are mapped directly into memory and executed.

The tag is: misp-galaxy:backdoor="PHANTOMNET"

View relationships graph
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PHANTOMNET has relationships with:
¥ is-deployed-by:  misp-galaxy:threat-actor="UNC5330" with  estimative-language:likelihood-
probability="likely"
¥ executed-by: misp-galaxy:tool="TONERJAM" with estimative-language:likelihood-
probability="likely"
Table 647. Table References
Links

https://cloud.google.com/blog/topics/threat-intelligence/ivanti-post-exploitation-lateral-movement

TERRIBLETEA

TERRIBLETEA is a Go backdoor that communicates over HTTP using XXTEA for encrypted
communications. It is built using multiple open-source Go modules and has a multitude of
capabilities including Command execution, Keystroke logging, SOCKS5 proxy, Port scanning, File
system interaction, SQL query execution, Screen captures, Ability to open a new SSH session,
execute commands, and upload files to a remote server.

The tag is: misp-galaxy:backdoor="TERRIBLETEA"
View relationships graph
TERRIBLETEA has relationships with:

¥ is-deployed-by : misp-galaxy:threat-actor="UNC5266" with estimative-language:likelihood-
probability="likely"
Table 648. Table References
Links

https://cloud.google.com/blog/topics/threat-intelligence/ivanti-post-exploitation-lateral-movement

Merdoor

Merdoor is a fully-featured backdoor that appears to have been in existence since 2018. The
backdoor contains the following functionality: Installing itself as a service, Keylogging, A variety of
methods to communicate with its command-and-control (C&C) server (HTTP, HTTPS, DNS, UDP,
TCP), Ability to listen on a local port for commands Instances of the Merdoor backdoor are usually
identical with the exception of embedded and encrypted configuration, which determines: C&C
communication method, Service details, Installation directory Typically, the backdoor is injected
into the legitimate processes perfhost.exe or svchost.exe.

The tag is: misp-galaxy:backdoor="Merdoor"

Table 649. Table References

Links
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https://symantec-enterprise-blogs.security.com/blogs/threat-intelligence/lancefly-merdoor-zxshell-
custom-backdoor

Banker

A list of banker malware..

Banker is a cluster galaxy available in JSON format at this location  The JSON
format can be freely reused in your application or automatically enabled in MISP.

authors

Unknown - raw-data

Zeus

Zeus is a trojan horse that is primarily delivered via drive-by-downloads, malvertising, exploit kits
and malspam campaigns. It uses man-in-the-browser keystroke logging and form grabbing to steal
information from victims. Source was leaked in 2011.

The tag is: misp-galaxy:banker="Zeus"
Zeus is also known as:
¥ Zbot
View relationships graph
Zeus has relationships with:

¥ similar: misp-galaxy:tool="Zeus" with estimative-language:likelihood-probability="likely"

¥ similar: misp-galaxy:botnet="Zeus" with estimative-language:likelihood-probability="likely"

¥ similar: misp-galaxy:malpedia="Zeus" with estimative-language:likelihood-probability="likely

Table 650. Table References

Links

https://usa.kaspersky.com/resource-center/threats/zeus-virus

Vawtrak

Delivered primarily by exploit kits as well as malspam campaigns utilizing macro based Microsoft
Office documents as attachments. Vawtrak/Neverquest is a modularized banking trojan designed to
steal credentials through harvesting, keylogging, Man-In-The-Browser, etc.

The tag is: misp-galaxy:banker="Vawtrak"

Vawtrak is also known as:
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¥ Neverquest
View relationships graph
Vawtrak has relationships with:

¥ similar: misp-galaxy:tool="Vawtrak" with estimative-language:likelihood-probability="Ilikely"
¥ similar: misp-galaxy:malpedia="Vawtrak" with estimative-language:likelihood-
probability="likely"

Table 651. Table References
Links
https://lwww.kaspersky.com/blog/neverquest-trojan-built-to-steal-from-hundreds-of-banks/3247/
https://www.fidelissecurity.com/threatgeek/2016/05/vawtrak-trojan-bank-it-evolving
https://www.proofpoint.com/us/threat-insight/post/In-The-Shadows

https://lwww.botconf.eu/wp-content/uploads/2016/11/2016-Vawtrak-technical-report.pdf

Dridex

Dridex leverages redirection attacks designed to send victims to malicious replicas of
the banking sites they think they're visiting.

The tag is: misp-galaxy:banker="Dridex"

Dridex is also known as:

¥ Feodo Version D

¥ Cridex
View relationships graph
Dridex has relationships with:

¥ similar: misp-galaxy:tool="Dridex" with estimative-language:likelihood-probability="likely"
¥ similar: misp-galaxy:malpedia="Dridex" with estimative-language:likelihood-
probability="likely"
Table 652. Table References
Links
https://blog.malwarebytes.com/detections/trojan-dridex/

https://feodotracker.abuse.ch/
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Gozi

Banking trojan delivered primarily via email (typically malspam) and exploit kits. Gozi 1.0 source
leaked in 2010

The tag is: misp-galaxy:banker="Gozi"
Gozi is also known as:

¥ Ursnif
¥ CRM
¥ Snifula

¥ Papras
View relationships graph
Gozi has relationships with:

¥ similar: misp-galaxy:tool="Snifula" with estimative-language:likelihood-probability="likely"
¥ similar: misp-galaxy:malpedia="Gozi" with estimative-language:likelihood-probability="Ilikely"
¥ similar: misp-galaxy:malpedia="Snifula" with estimative-language:likelihood-
probability="likely"
Table 653. Table References
Links
https://lwww.secureworks.com/research/gozi
https://www.gdatasoftware.com/blog/2016/11/29325-analysis-ursnif-spying-on-your-data-since-2007

https://lokalhost.pl/gozi_tree.txt

Goziv2
Banking trojan attributed to Project Blitzkrieg targeting U.S. Financial institutions.
The tag is: misp-galaxy:banker="Goziv2"
Goziv2 is also known as:
¥ Prinimalka

Table 654. Table References
Links
https://krebsonsecurity.com/tag/gozi-prinimalka/

https://securityintelligence.com/project-blitzkrieg-how-to-block-the-planned-prinimalka-gozi-
trojan-attack/
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https://lokalhost.pl/gozi_tree.txt

Gozi ISFB

Banking trojan based on Gozi source. Features include web injects for the victimsO browsers,
screenshoting, video recording, transparent redirections, etc. Source leaked ~ end of 2015.

The tag is: misp-galaxy:banker="Gozi ISFB"
View relationships graph

Gozi ISFB has relationships with:

¥ similar: misp-galaxy:malpedia="ISFB" with estimative-language:likelihood-probability="likely

Table 655. Table References

Links
https://www.govcert.admin.ch/blog/18/gozi-istb-when-a-bug-really-is-a-feature

https://blog.malwarebytes.com/threat-analysis/2017/04/binary-options-malvertising-campaign-
drops-isfb-banking-trojan/

https://info.phishlabs.com/blog/the-unrelenting-evolution-of-vawtrak

https://lokalhost.pl/gozi_tree.txt

Dreambot

Dreambot is a variant of Gozi ISFB that is spread via numerous exploit kits as well as through

malspam email attachments and links.
The tag is: misp-galaxy:banker="Dreambot"

Table 656. Table References

Links
https://blog.malwarebytes.com/threat-analysis/2017/04/binary-options-malvertising-campaign-
drops-isfb-banking-trojan/

https://lwww.proofpoint.com/us/threat-insight/post/ursnif-variant-dreambot-adds-tor-functionality

https://lokalhost.pl/gozi_tree.txt

|AP

Gozi ISFB variant
The tag is: misp-galaxy:banker="IAP"

View relationships graph
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IAP has relationships with:
¥ similar: misp-galaxy:malpedia="ISFB" with estimative-language:likelihood-probability="likely"

Table 657. Table References
Links
https://lokalhost.pl/gozi_tree.txt

http://archive.is/I7hi8#selection-217.0-217.6

GozNym

GozNym hybrid takes the best of both the Nymaim and Gozi ISFB. From the Nymaim malware, it
leverages the dropperOs stealth and persistence; the Gozi ISFB parts add the banking TrojanOs
capabilities to facilitate fraud via infected Internet browsers.

The tag is: misp-galaxy:banker="GozNym"

Table 658. Table References
Links

https://securityintelligence.com/meet-goznym-the-banking-malware-offspring-of-gozi-istb-and-
nymaim/

https://lokalhost.pl/gozi_tree.txt

Zloader Zeus

Zloader is a loader that loads different payloads, one of which is a Zeus module. Delivered via
exploit kits and malspam emails.

The tag is: misp-galaxy:banker="Zloader Zeus"
Zloader Zeus is also known as:
¥ Zeus Terdot
View relationships graph
Zloader Zeus has relationships with:

¥ similar: misp-galaxy:malpedia="Zloader" with estimative-language:likelihood-
probability="likely"
Table 659. Table References
Links
https://blog.threatstop.com/zloader/terdot-that-man-in-the-middle

https://www.scmagazine.com/terdot-zloaderzbot-combo-abuses-certificate-app-to-pull-off-mitm-
browser-attacks/article/634443/
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https://www.scmagazine.com/terdot-zloaderzbot-combo-abuses-certificate-app-to-pull-off-mitm-browser-attacks/article/634443/

Zeus VM

Zeus variant that utilizes steganography in image files to retrieve configuration file.
The tag is: misp-galaxy:banker="Zeus VM"
Zeus VM is also known as:
¥ VM Zeus
View relationships graph
Zeus VM has relationships with:

¥ similar: misp-galaxy:malpedia="VM Zeus" with estimative-language:likelihood-
probability="likely"

Table 660. Table References
Links

https://blog.malwarebytes.com/threat-analysis/2014/02/hiding-in-plain-sight-a-story-about-a-
sneaky-banking-trojan/

https://securityintelligence.com/new-zberp-trojan-discovered-zeus-zbot-carberp/

Zeus Sphinx

Sphinx is a modular banking trojan that is a commercial offering sold to cybercriminals via
underground fraudster boards.

The tag is: misp-galaxy:banker="Zeus Sphinx"
View relationships graph
Zeus Sphinx has relationships with:

¥ similar: misp-galaxy:malpedia="Zeus Sphinx" with estimative-language:likelihood-
probability="likely"

Table 661. Table References
Links

https://securityintelligence.com/brazil-cant-catch-a-break-after-panda-comes-the-sphinx/

Panda Banker
Zeus like banking trojan that is delivered primarily through malspam emails and exploit kits.
The tag is: misp-galaxy:banker="Panda Banker"

Panda Banker is also known as:
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¥ Zeus Panda

Table 662. Table References
Links

https://lwww.proofpoint.com/us/threat-insight/post/panda-banker-new-banking-trojan-hits-the-
market

https://cyberwtf.files.wordpress.com/2017/07/panda-whitepaper.pdf

https://www.proofpoint.com/us/threat-insight/post/zeus-panda-banking-trojan-targets-online-
holiday-shoppers

Zeus KINS

Zeus KINS is a modified version of ZeuS 2.0.8.9. It contains an encrypted version of itOs config in the
registry.

The tag is: misp-galaxy:banker="Zeus KINS"
Zeus KINS is also known as:

¥ Kasper Internet Non-Security

¥ Maple
View relationships graph
Zeus KINS has relationships with:
¥ similar: misp-galaxy:malpedia="KINS" with estimative-language:likelihood-probability="Ilikely"

Table 663. Table References
Links
https://securityintelligence.com/zeus-maple-variant-targets-canadian-online-banking-customers/

https://github.com/nyx0/KINS

Chthonic

Chthonic according to Kaspersky is an evolution of Zeus VM. It uses the same encryptor as
Andromeda bot, the same encryption scheme as Zeus AES and Zeus V2 Trojans, and a virtual
machine similar to that used in ZeusVM and KINS malware.

The tag is: misp-galaxy:banker="Chthonic"
Chthonic is also known as:
¥ Chtonic

View relationships graph
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https://www.proofpoint.com/us/threat-insight/post/panda-banker-new-banking-trojan-hits-the-market
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https://www.misp-project.org/graphs/6deb9f26-969b-45aa-9222-c23663fd6ef8.png

Chthonic has relationships with:

¥ similar: misp-galaxy:malpedia="Chthonic" with estimative-language:likelihood-
probability="likely"
Table 664. Table References
Links

https://www.proofpoint.com/us/threat-insight/post/threat-actors-using-legitimate-paypal-accounts-
to-distribute-chthonic-banking-trojan

https://securelist.com/chthonic-a-new-modification-of-zeus/68176/

Trickbot

Trickbot is a bot that is delivered via exploit kits and malspam campaigns. The bot is capable of
downloading modules, including a banker module. Trickbot also shares roots with the Dyre
banking trojan

The tag is: misp-galaxy:banker="Trickbot"
Trickbot is also known as:

¥ Trickster

¥ Trickloader
View relationships graph
Trickbot has relationships with:

¥ similar: misp-galaxy:tool="Trick Bot" with estimative-language:likelihood-probability="likely"
¥ similar: misp-galaxy:malpedia="TrickBot" with estimative-language:likelihood-
probability="likely"
Table 665. Table References
Links
https://blog.malwarebytes.com/threat-analysis/2016/10/trick-bot-dyrezas-successor/

https://blog.malwarebytes.com/threat-analysis/2017/08/trickbot-comes-with-new-tricks-attacking-
outlook-and-browsing-data/

http://www.pwc.co.uk/issues/cyber-security-data-privacy/research/trickbots-bag-of-tricks.html
https://lwww.flashpoint-intel.com/blog/new-version-trickbot-adds-worm-propagation-module/

https://www.bleepingcomputer.com/news/security/trickbot-banking-trojan-starts-stealing-
windows-problem-history/

197


https://www.proofpoint.com/us/threat-insight/post/threat-actors-using-legitimate-paypal-accounts-to-distribute-chthonic-banking-trojan
https://www.proofpoint.com/us/threat-insight/post/threat-actors-using-legitimate-paypal-accounts-to-distribute-chthonic-banking-trojan
https://securelist.com/chthonic-a-new-modification-of-zeus/68176/
https://www.misp-project.org/graphs/07e3260b-d80c-4c86-bd28-8adc111bbec6.png
https://blog.malwarebytes.com/threat-analysis/2016/10/trick-bot-dyrezas-successor/
https://blog.malwarebytes.com/threat-analysis/2017/08/trickbot-comes-with-new-tricks-attacking-outlook-and-browsing-data/
https://blog.malwarebytes.com/threat-analysis/2017/08/trickbot-comes-with-new-tricks-attacking-outlook-and-browsing-data/
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https://www.bleepingcomputer.com/news/security/trickbot-banking-trojan-starts-stealing-windows-problem-history/

Dyre

Dyre is a banking trojan distributed via exploit kits and malspam emails primarily. It has a modular
architectur and utilizes man-in-the-browser functionality. It also leverages a backconnect server
that allows threat actors to connect to a bank website through the victimOs computer.

The tag is: misp-galaxy:banker="Dyre"
Dyre is also known as:
¥ Dyreza
View relationships graph
Dyre has relationships with:

¥ similar: misp-galaxy:mitre-malware="Dyre - S0024" with estimative-language:likelihood-
probability="likely"

¥ similar: misp-galaxy:malpedia="Dyre" with estimative-language:likelihood-probability="likely"

Table 666. Table References
Links
https://lwww.secureworks.com/research/dyre-banking-trojan

https://blog.malwarebytes.com/threat-analysis/2015/11/a-technical-look-at-dyreza/

Tinba

Tinba is a very small banking trojan that hooks into browsers and steals login data and sniffs on
network traffic. It also uses Man in The Browser (MiTB) and webinjects. Tinba is primarily
delivered via exploit kits, malvertising and malspam email campaigns.

The tag is: misp-galaxy:banker="Tinba"
Tinba is also known as:

¥ Zusy
¥ TinyBanker
¥ illi

View relationships graph
Tinba has relationships with:

¥ similar: misp-galaxy:tool="Tinba" with estimative-language:likelihood-probability="likely"

¥ similar: misp-galaxy:malpedia="Tinba" with estimative-language:likelihood-probability="likely"

Table 667. Table References
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https://www.misp-project.org/graphs/15e969e6-f031-4441-a49b-f401332e4b00.png
https://www.secureworks.com/research/dyre-banking-trojan
https://blog.malwarebytes.com/threat-analysis/2015/11/a-technical-look-at-dyreza/
https://www.misp-project.org/graphs/5594b171-32ec-4145-b712-e7701effffdd.png

Links

https://securityblog.switch.ch/2015/06/18/so-long-and-thanks-for-all-the-domains/
http://securityintelligence.com/tinba-malware-reloaded-and-attacking-banks-around-the-world/
https://blog.avast.com/2014/09/15/tiny-banker-trojan-targets-customers-of-major-banks-worldwide/

http://my.infotex.com/tiny-banker-trojan/

Geodo

Geodo is a banking trojan delivered primarily through malspam emails. It is capable of sniffing
network activity to steal information by hooking certain network API calls.

The tag is: misp-galaxy:banker="Geodo"
Geodo is also known as:

¥ Feodo Version C

¥ Emotet
View relationships graph
Geodo has relationships with:

¥ similar: misp-galaxy:tool="Emotet” with estimative-language:likelihood-probability="likely"
¥ similar: misp-galaxy:malpedia="Emotet" with estimative-language:likelihood-

probability="likely"

Table 668. Table References
Links
https://feodotracker.abuse.ch/

http://blog.trendmicro.com/trendlabs-security-intelligence/new-banking-malware-uses-network-
sniffing-for-data-theft/

https://lwww.bleepingcomputer.com/news/security/emotet-banking-trojan-loves-usa-internet-
providers/

https://lwww.bleepingcomputer.com/news/security/emotet-returns-with-thanksgiving-theme-and-
better-phishing-tricks/

https://www.forcepoint.com/blog/security-labs/thanks-giving-emotet

https://cofense.com/major-us-financial-institutions-imitated-advanced-geodo-emotet-phishing-
lures-appear-authentic-containing-proofpoint-url-wrapped-links/

Feodo

Feodo is a banking trojan that utilizes web injects and is also capable of monitoring & manipulating
cookies. Version A = Port 8080, Version B = Port 80 It is delivered primarily via exploit kits and
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https://cofense.com/major-us-financial-institutions-imitated-advanced-geodo-emotet-phishing-lures-appear-authentic-containing-proofpoint-url-wrapped-links/

malspam emails.
The tag is: misp-galaxy:banker="Feodo"

Feodo is also known as:

¥ Bugat
¥ Cridex

View relationships graph
Feodo has relationships with:

¥ similar: misp-galaxy:tool="Dridex" with estimative-language:likelihood-probability="likely"

¥ similar: misp-galaxy:malpedia="Feodo" with estimative-language:likelihood-probability="likely"

Table 669. Table References

Links
https://securelist.com/dridex-a-history-of-evolution/78531/
https://feodotracker.abuse.ch/

http://stopmalvertising.com/rootkits/analysis-of-cridex.html

Ramnit

Originally not a banking trojan in 2010, Ramnit became a banking trojan after the Zeus source code
leak. It is capable of perforrming Man-in-the-Browser attacks. Distributed primarily via exploit kits.

The tag is: misp-galaxy:banker="Ramnit"
Ramnit is also known as:
¥ Nimnul
View relationships graph
Ramnit has relationships with:

¥ similar: misp-galaxy:botnet="Ramnit" with estimative-language:likelihood-probability="likely"
¥ similar: misp-galaxy:malpedia="Ramnit" with estimative-language:likelihood-
probability="likely"
Table 670. Table References
Links

https://www.cert.pl/en/news/single/ramnit-in-depth-analysis/
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Qakbot

Qakbot is a banking trojan that leverages webinjects to steal banking information from victims. It
also utilizes DGA for command and control. It is primarily delivered via exploit kits.

The tag is: misp-galaxy:banker="Qakbot"
Qakbot is also known as:

¥ Qbot
¥ Pinkslipbot
¥ Akbot

View relationships graph
Qakbot has relationships with:

¥ similar: misp-galaxy:tool="Akbot" with estimative-language:likelihood-probability="likely"
¥ similar: misp-galaxy:malpedia="QakBot" with estimative-language:likelihood-
probability="likely"
Table 671. Table References
Links
https://securityintelligence.com/qgakbot-banking-trojan-causes-massive-active-directory-lockouts/
https://www.johannesbader.ch/2016/02/the-dga-of-qakbot/

https://lwww.virusbulletin.com/uploads/pdf/magazine/2016/VB2016-Karve-etal.pdf

Corebot

Corebot is a modular trojan that leverages a banking module that can perform browser hooking,
form grabbing, MitM, webinjection to steal financial information from victims. Distributed
primarily via malspam emails and exploit kits.

The tag is: misp-galaxy:banker="Corebot"
View relationships graph
Corebot has relationships with:

¥ similar: misp-galaxy:malpedia="Corebot" with estimative-language:likelihood-
probability="likely"
Table 672. Table References
Links

https://securityintelligence.com/an-overnight-sensation-corebot-returns-as-a-full-fledged-financial-
malware/
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https://www.arbornetworks.com/blog/asert/wp-content/uploads/2016/02/ASERT-Threat-
Intelligence-Brief-2016-02-Corebot-1.pdf

https://malwarebreakdown.com/2017/09/11/re-details-malspam-downloads-corebot-banking-
trojan/

TinyNuke

TinyNuke is a modular banking trojan that includes a HiddenDesktop/VNC server and reverse
SOCKS 4 server. 1tOs main functionality is to make web injections into specific pages to steal user
data. Distributed primarily via malspam emails and exploit kits.

The tag is: misp-galaxy:banker="TinyNuke"
TinyNuke is also known as:

¥ NukeBot
¥ Nuclear Bot
¥ MicroBankingTrojan

¥ Xbot
View relationships graph
TinyNuke has relationships with:
¥ similar:  misp-galaxy:mitre-tool="Xbot - S0298" with estimative-language:likelihood-
probability="likely"
¥ similar: misp-galaxy:malpedia="Xbot" with estimative-language:likelihood-probability="likely"

¥ similar: misp-galaxy:malpedia="TinyNuke" with estimative-language:likelihood-
probability="likely"

¥ used-by: misp-galaxy:threat-actor="Kimsuky" with estimative-language:likelihood-
probability="likely"
Table 673. Table References
Links
https://securelist.com/the-nukebot-banking-trojan-from-rough-drafts-to-real-threats/78957/
https://www.arbornetworks.com/blog/asert/dismantling-nuclear-bot/

https://securityintelligence.com/the-nukebot-trojan-a-bruised-ego-and-a-surprising-source-code-
leak/

http://www.kernelmode.info/forum/viewtopic.php?f=16&t=4596

https://benkowlab.blogspot.ca/2017/08/quick-look-at-another-alina-fork-xbot.html
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Retefe

Retefe is a banking trojan that is distributed by what SWITCH CERT calls the Retefe gang or

Operation Emmental. It uses geolocation based targeting. It also leverages fake root certificate and
changes the DNS server for domain name resolution in order to display fake banking websites to
victims. It is spread primarily through malspam emails.

The tag is: misp-galaxy:banker="Retefe"
Retefe is also known as:

¥ Tsukuba
¥ Werdlod

View relationships graph
Retefe has relationships with:
¥ similar:  misp-galaxy:malpedia="Retefe  (Android)" with  estimative-language:likelihood-

probability="likely"

¥ similar: misp-galaxy:malpedia="Dok" with estimative-language:likelihood-probability="likely"

Table 674. Table References

Links

https://lwww.govcert.admin.ch/blog/33/the-retefe-saga
https://threatpost.com/eternalblue-exploit-used-in-retefe-banking-trojan-campaign/128103/
https://countuponsecurity.com/2016/02/29/retefe-banking-trojan/
https://securityblog.switch.ch/2014/11/05/retefe-with-a-new-twist/

http://securityintelligence.com/tsukuba-banking-trojan-phishing-in-japanese-waters/

ReactorBot

ReactorBot is sometimes mistakenly tagged as Rovnix. ReactorBot is a full fledged modular bot that

includes a banking module that has roots with the Carberp banking trojan. Distributed primarily

via malspam emails.
The tag is: misp-galaxy:banker="ReactorBot"
View relationships graph

ReactorBot has relationships with:

¥ similar: misp-galaxy:malpedia="ReactorBot" with estimative-language:likelihood-

probability="likely"

Table 675. Table References
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Links
http://www.malwaredigger.com/2015/06/rovnix-payload-and-plugin-analysis.html
https://lwww.symantec.com/connect/blogs/new-carberp-variant-heads-down-under
http://www.malwaredigger.com/2015/05/rovnix-dropper-analysis.html

http://blog.trendmicro.com/trendlabs-security-intelligence/rovnix-infects-systems-with-password-
protected-macros/

Matrix Banker

Matrix Banker is named accordingly because of the Matrix reference in itOs C2 panel. Distributed
primarily via malspam emails.

The tag is: misp-galaxy:banker="Matrix Banker"
View relationships graph
Matrix Banker has relationships with:

¥ similar:  misp-galaxy:malpedia="Matrix ~ Banker"  with  estimative-language:likelihood-
probability="likely"
Table 676. Table References

Links

https://lwww.arbornetworks.com/blog/asert/another-banker-enters-matrix/

Zeus Gameover

Zeus Gameover captures banking credentials from infected computers, then use those credentials
to initiate or re-direct wire transfers to accounts overseas that are controlled by the criminals.
GameOver has a decentralized, peer-to-peer command and control infrastructure rather than
centralized points of origin. Distributed primarily via malspam emails and exploit kits.

The tag is: misp-galaxy:banker="Zeus Gameover"

Table 677. Table References
Links
https://heimdalsecurity.com/blog/zeus-gameover/

https://www.us-cert.gov/ncas/alerts/TA14-150A

SpyEye

SpyEye is a similar to the Zeus botnet banking trojan. It utilizes a web control panel for C2 and can
perform form grabbing, autofill credit card modules, ftp grabber, pop3 grabber and HTTP basic
access authorization grabber. It also contained a Kill Zeus feature which would remove any Zeus
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infections if SpyEye was on the system. Distributed primarily via exploit kits and malspam emails.
The tag is: misp-galaxy:banker="SpyEye"

Table 678. Table References
Links
https://lwww.ioactive.com/pdfs/ZeusSpyEyeBankingTrojanAnalysis.pdf

https://www.computerworld.com/article/2509482/security0/spyeye-trojan-defeating-online-
banking-defenses.html

https://lwww.symantec.com/connect/blogs/spyeye-bot-versus-zeus-bot

Citadel

Citadel is an offspring of the Zeus banking trojan. Delivered primarily via exploit kits.
The tag is: misp-galaxy:banker="Citadel"

View relationships graph

Citadel has relationships with:

¥ similar: misp-galaxy:malpedia="Citadel" with estimative-language:likelihood-
probability="likely"
Table 679. Table References
Links
https://blog.malwarebytes.com/threat-analysis/2012/11/citadel-a-cyber-criminals-ultimate-weapon/
https://krebsonsecurity.com/tag/citadel-trojan/

https://securityintelligence.com/cybercriminals-use-citadel-compromise-password-management-
authentication-solutions/

Atmos

Atmos is derived from the Citadel banking trojan. Delivered primarily via exploit kits and malspam
emails.

The tag is: misp-galaxy:banker="Atmos"

Table 680. Table References
Links
https://heimdalsecurity.com/blog/security-alert-citadel-trojan-resurfaces-atmos-zeus-legacy/

http://www.xylibox.com/2016/02/citadel-0011-atmos.html
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Ice IX

Ice IX is a bot created using the source code of ZeuS 2.0.8.9. No major improvements compared to
ZeuS 2.0.8.9.

The tag is: misp-galaxy:banker="Ice IX"
View relationships graph
Ice IX has relationships with:
¥ similar: misp-galaxy:malpedia="Ice I1X" with estimative-language:likelihood-probability="likely"

Table 681. Table References
Links

https://securelist.com/ice-ix-not-cool-at-all/l29111/  [https://securelist.com/ice-ix-not-cool-at-all/29111/

]

Zitmo

Zeus in the mobile. Banking trojan developed for mobile devices such as Windows Mobile,
Blackberry and Android.

The tag is: misp-galaxy:banker="Zitmo"

Table 682. Table References
Links

https://securelist.com/zeus-in-the-mobile-for-android-10/29258/

Licat
Banking trojan based on Zeus V2. Murofet is a newer version of Licat found ~end of 2011
The tag is: misp-galaxy:banker="Licat"
Licat is also known as:
¥ Murofet
View relationships graph
Licat has relationships with:

¥ similar: misp-galaxy:malpedia="Murofet" with estimative-language:likelihood-
probability="likely"

Table 683. Table References

Links
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https://johannesbader.ch/2015/09/three-variants-of-murofets-dga/
https://www.trendmicro.com/vinfo/us/threat-encyclopedia/malware/PE_LICAT.A

https://www.microsoft.com/en-us/wdsi/threats/malware-encyclopedia-
description?Name=Virus%3aWin32%2fMurofet.A

Skynet

Skynet is a Tor-powered trojan with DDoS, Bitcoin mining and Banking capabilities. Spread via
USENET as per rapid7.

The tag is: misp-galaxy:banker="Skynet"

Table 684. Table References

Links
https://blog.rapid7.com/2012/12/06/skynet-a-tor-powered-botnet-straight-from-reddit/

lcedID

According to X-Force research, the new banking Trojan emerged in the wild in September 2017,
when its first test campaigns were launched. Our researchers noted that IcedID has a modular
malicious code with modern banking Trojan capabilities comparable to malware such as the Zeus
Trojan. At this time, the malware targets banks, payment card providers, mobile services providers,
payroll, webmail and e-commerce sites in the U.S. Two major banks in the U.K. are also on the

target list the malware fetches.
The tag is: misp-galaxy:banker="IcedID"
IcedID is also known as:
¥ BokBot
View relationships graph
IcedID has relationships with:

¥ similar: misp-galaxy:malpedia="IcedID" with estimative-language:likelihood-
probability="likely"
Table 685. Table References
Links
https://lwww.bleepingcomputer.com/news/security/new-icedid-banking-trojan-discovered/
https://securityintelligence.com/new-banking-trojan-icedid-discovered-by-ibm-x-force-research/
http://blog.talosintelligence.com/2018/04/icedid-banking-trojan.html

https://www.microsoft.com/en-us/security/blog/2022/10/27/raspberry-robin-worm-part-of-larger-
ecosystem-facilitating-pre-ransomware-activity/
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GratefulPOS

GratefulPOS has the following functions 1. Access arbitrary processes on the target POS system 2.
Scrape track 1 and 2 payment card data from the process(es) 3. Exfiltrate the payment card data via
lengthy encoded and obfuscated DNS queries to a hardcoded domain registered and controlled by
the perpetrators, similar to that described by Paul Rascagneres in his analysis of FrameworkPOS in
2014(iii], and more recently by Luis Mendieta of Anomoli in analysis of a precursor to this sample.

The tag is: misp-galaxy:banker="GratefulPOS"
View relationships graph
GratefulPOS has relationships with:

¥ similar: misp-galaxy:tool="GratefulPOS" with estimative-language:likelihood-
probability="likely"

Table 686. Table References
Links

https://community.rsa.com/community/products/netwitness/blog/2017/12/08/gratefulpos-credit-
card-stealing-malware-just-in-time-for-the-shopping-season

Dok

A macOS banking trojan that that redirects an infected userOs web traffic in order to extract
banking credentials.

The tag is: misp-galaxy:banker="Dok"
View relationships graph
Dok has relationships with:

¥ similar:  misp-galaxy:malpedia="Retefe  (Android)" with  estimative-language:likelihood-
probability="likely"

¥ similar: misp-galaxy:malpedia="Dok" with estimative-language:likelihood-probability="likely"

Table 687. Table References
Links

https://objective-see.com/blog/blog_0x25.html#Dok

downAndExec

Services like Netflix use content delivery networks (CDNs) to maximize bandwidth usage as it gives
users greater speed when viewing the content, as the server is close to them and is part of the
Netflix CDN. This results in faster loading times for series and movies, wherever you are in the
world. But, apparently, the CDNs are starting to become a new way of spreading malware. The
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attack chain is very extensive, and incorporates the execution of remote scripts (similar in some
respects to the recent OfilelessO banking malware trend), plus the use of CDNs for command and
control (C&C), and other standard techniques for the execution and protection of malware.

The tag is: misp-galaxy:banker="downAndExec"

Table 688. Table References
Links

https://www.welivesecurity.com/2017/09/13/downandexec-banking-malware-cdns-brazil/

Smominru

Since the end of May 2017, we have been monitoring a Monero miner that spreads using the
EternalBlue Exploit (CVE-2017-0144). The miner itself, known as Smominru (aka Ismo) has been
well-documented, so we will not discuss its post-infection behavior. However, the minerOs use of
Windows Management Infrastructure is unusual among coin mining malware. The speed at which
mining operations conduct mathematical operations to unlock new units of cryptocurrency is
referred to as Ohash powerQ. Based on the hash power associated with the Monero payment address
for this operation, it appeared that this botnet was likely twice the size of Adylkuzz. The operators
had already mined approximately 8,900 Monero (valued this week between $2.8M and $3.6M). Each
day, the botnet mined roughly 24 Monero, worth an average of $8,500 this week.

The tag is: misp-galaxy:banker="Smominru"
Smominru is also known as:

¥ Ismo

¥ [smo
View relationships graph
Smominru has relationships with:

¥ similar: misp-galaxy:malpedia="Smominru" with estimative-language:likelihood-
probability="likely"
Table 689. Table References
Links

https://www.proofpoint.com/us/threat-insight/post/smominru-monero-mining-botnet-making-
millions-operators

DanaBot

ItOs a Trojan that includes banking site web injections and stealer functions. It consists of a
downloader component that downloads an encrypted file containing the main DLL. The DLL, in
turn, connects using raw TCP connections to port 443 and downloads additional modules (i.e.
VNCDLL.dIl, StealerDLL.dIl, ProxyDLL.dll)
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The tag is: misp-galaxy:banker="DanaBot"
View relationships graph
DanaBot has relationships with:

¥ similar: misp-galaxy:malpedia="DanaBot" with estimative-language:likelihood-
probability="likely"
Table 690. Table References

Links

https://lwww.proofpoint.com/us/threat-insight/post/danabot-new-banking-trojan-surfaces-down-
under-0

https://www.bleepingcomputer.com/news/security/danabot-banking-malware-now-targeting-
banks-in-the-us/

Backswap

The banker is distributed through malicious email spam campaigns. Instead of using complex
process injection methods to monitor browsing activity, the malware hooks key Windows message
loop events in order to inspect values of the window objects for banking activity. The payload is
delivered as a modified version of a legitimate application that is partially overwritten by the
malicious payload

The tag is: misp-galaxy:banker="Backswap"

Table 691. Table References

Links
https://www.cert.pl/news/single/analiza-zlosliwego-oprogramowania-backswap/

https://www.welivesecurity.com/2018/05/25/backswap-malware-empty-bank-accounts/

Bebloh

The tag is: misp-galaxy:banker="Bebloh"
Bebloh is also known as:

¥ URLZone

¥ Shiotob
View relationships graph
Bebloh has relationships with:

¥ similar: misp-galaxy:malpedia="UrlZone" with estimative-language:likelihood-
probability="likely"

210


https://www.misp-project.org/graphs/844417c6-a404-4c4e-8e93-84db596d725b.png
https://www.proofpoint.com/us/threat-insight/post/danabot-new-banking-trojan-surfaces-down-under-0
https://www.proofpoint.com/us/threat-insight/post/danabot-new-banking-trojan-surfaces-down-under-0
https://www.bleepingcomputer.com/news/security/danabot-banking-malware-now-targeting-banks-in-the-us/
https://www.bleepingcomputer.com/news/security/danabot-banking-malware-now-targeting-banks-in-the-us/
https://www.cert.pl/news/single/analiza-zlosliwego-oprogramowania-backswap/
https://www.welivesecurity.com/2018/05/25/backswap-malware-empty-bank-accounts/
https://www.misp-project.org/graphs/67a1a317-9f79-42bd-a4b2-fa1867d37d27.png

Table 692. Table References

Links

https://www.microsoft.com/en-us/wdsi/threats/malware-encyclopedia-
description?Name=TrojanSpy:Win32/Bebloh.A

https://lwww.symantec.com/security-center/writeup/2011-041411-0912-99

Banjori
The tag is: misp-galaxy:banker="Banjori"
Banjori is also known as:

¥ MultiBanker 2
¥ BankPatch

¥ BackPatcher
View relationships graph
Banjori has relationships with:

¥ similar: misp-galaxy:malpedia="Banjori" with estimative-language:likelihood-
probability="likely"

Table 693. Table References
Links

https://www.johannesbader.ch/2015/02/the-dga-of-banjori/

Qadars

The tag is: misp-galaxy:banker="Qadars"
View relationships graph

Qadars has relationships with:

¥ similar: misp-galaxy:malpedia="Qadars" with estimative-language:likelihood-
probability="likely"

Table 694. Table References

Links

https://lwww.countercept.com/our-thinking/decrypting-qadars-banking-trojan-c2-traffic/

Sisron

The tag is: misp-galaxy:banker="Sisron"

211


https://www.microsoft.com/en-us/wdsi/threats/malware-encyclopedia-description?Name=TrojanSpy:Win32/Bebloh.A
https://www.microsoft.com/en-us/wdsi/threats/malware-encyclopedia-description?Name=TrojanSpy:Win32/Bebloh.A
https://www.symantec.com/security-center/writeup/2011-041411-0912-99
https://www.misp-project.org/graphs/f68555ff-6fbd-4f5a-bc23-34996f629c52.png
https://www.johannesbader.ch/2015/02/the-dga-of-banjori/
https://www.misp-project.org/graphs/a717c873-6670-447a-ba98-90db6464c07d.png
https://www.countercept.com/our-thinking/decrypting-qadars-banking-trojan-c2-traffic/

Table 695. Table References

Links
https://www.johannesbader.ch/2016/06/the-dga-of-sisron/

Ranbyus

The tag is: misp-galaxy:banker="Ranbyus"
View relationships graph

Ranbyus has relationships with:

¥ similar: misp-galaxy:malpedia="Ranbyus" with
probability="likely"

Table 696. Table References

Links

https://www.johannesbader.ch/2016/06/the-dga-of-sisron/

Fobber

The tag is: misp-galaxy:banker="Fobber"
View relationships graph
Fobber has relationships with:

¥ similar: misp-galaxy:malpedia="Fobber" with
probability="likely"

Table 697. Table References

Links

estimative-language:likelihood-

estimative-language:likelihood-

https://searchfinancialsecurity.techtarget.com/news/4500249201/Fobber-Drive-by-financial-

malware-returns-with-new-tricks

Karius

Trojan under development and already being distributed through the RIG Exploit Kit. Observed
code similarities with other well-known bankers such as Ramnit, Vawtrak and TrickBot. Karius
works in a rather traditional fashion to other banking malware and consists of three components
(injector32\64.exe, proxy32\64.dll and mod32\64.dll), these components essentially work together to

deploy webinjects in several browsers.
The tag is: misp-galaxy:banker="Karius"

View relationships graph
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Karius has relationships with:

¥ similar: misp-galaxy:malpedia="Karius" with estimative-language:likelihood-
probability="likely"
Table 698. Table References
Links

https://research.checkpoint.com/banking-trojans-development/

Kronos

Kronos was a type of banking malware first reported in 2014. It was sold for $7000. As of
September 2015, a renew version was reconnecting with infected bots and sending them a brand
new configuration file against U.K. banks and one bank in India. Similar to Zeus it was focused on
stealing banking login credentials from browser sessions. A new version of this malware appears to
have been used in 2018, the main difference is that the 2018 edition uses Tor-hosted C&C control
panels.

The tag is: misp-galaxy:banker="Kronos"
View relationships graph
Kronos has relationships with:

¥ similar: misp-galaxy:malpedia="Kronos" with estimative-language:likelihood-
probability="likely"
Table 699. Table References
Links
https://en.wikipedia.org/wiki/Kronos_(malware)

https://www.proofpoint.com/us/threat-insight/post/kronos-banking-trojan-used-to-deliver-new-
point-of-sale-malware

https://www.bleepingcomputer.com/news/security/new-version-of-the-kronos-banking-trojan-
discovered/

CamuBot

A newly discovered banking Trojan departs from the regular tactics observed by malware
researchers by choosing visible installation and by adding social engineering components. CamuBot
appeared last month in Brazil targeting companies and organizations from the public sector. The
victim is the one installing the malware, at the instructions of a human operator that pretends to be
a bank employee.

The tag is: misp-galaxy:banker="CamuBot"

View relationships graph
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CamuBot has relationships with:

¥ similar: misp-galaxy:malpedia="CamuBot" with estimative-language:likelihood-

probability="likely"

Table 700. Table References

Links

https://www.bleepingcomputer.com/news/security/new-banking-trojan-poses-as-a-security-
module/ [https://www.bleepingcomputer.com/news/security/new-banking-trojan-poses-as-a-

security-module/ ]

Dark Tequila

Dark Tequila has primarily been designed to steal victimsO financial information from a long list of
online banking sites, as well as login credentials to popular websites, ranging from code versioning
repositories to public file storage accounts and domain registrars.

The tag is: misp-galaxy:banker="Dark Tequila"

Table 701. Table References

Links

https://thehackernews.com/2018/08/mexico-banking-malware.html

Malteiro
Distributed by Malteiro
The tag is: misp-galaxy:banker="Malteiro"
Malteiro is also known as:
¥ URSA
View relationships graph
Malteiro has relationships with:

¥ delivered-by: misp-galaxy:threat-actor="Malteiro”  with estimative-language:likelihood-
probability="likely"

Table 702. Table References

Links

https://blog.scilabs.mx/en/cyber-threat-profile-malteiro/
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Bhadra Framework

Bhadra Threat Modeling Framework.

Bhadra Framework is a cluster galaxy available in JSON format at this location
| The JSON format can be freely reused in your application or automatically enabled
in MISP.

authors

Siddharth Prakash Rao - Silke Holtmanns - Tuomas Aura

Attacks from UE

"Attacks from UE" refers to any technique that involves the attacks launched by the software or
hardware components of the user equipment to send malicious traffic into the mobile network.

The tag is: misp-galaxy:bhadra-framework="Attacks from UE"

SIM-based attacks

The "SIM-based attacks" are the techniques that involve any physical smart cards, nhamely SIM from
2G, USIM from 3G, and UICC from 4G networks.

The tag is: misp-galaxy:bhadra-framework="SIM-based attacks"

Attacks from radio access network

The "attacks from radio access network" are the techniques where an adversary with radio
capabilities impersonates the mobile network to the UE (or vice versa) and becomes a man-in-the-
middle.

The tag is: misp-galaxy:bhadra-framework="Attacks from radio access network"

Attacks from other mobile network

The "attacks from other mobile networks" and the "attacks with physical access to transport
network" techniques can be conducted by evil mobile operators, law enforcement agencies for legal
interception and human insiders with access to network nodes

The tag is: misp-galaxy:bhadra-framework="Attacks from other mobile network"

Attacks with access to transport network

The "attacks from other mobile networks" and the "attacks with physical access to transport
network" techniques can be conducted by evil mobile operators, law enforcement agencies for legal
interception and human insiders with access to network nodes
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The tag is: misp-galaxy:bhadra-framework="Attacks with access to transport network"

Attacks from IP-based network

The "attacks from IP-based attacks" techniques mostly are launched from the service and
application network, which allows non operator entities to infuse malicious traKc into an operatorOs
network.

The tag is: misp-galaxy:bhadra-framework="Attacks from IP-based network"

Insider attacks and human errors

The "insider attacks and human errors" technique involve the intentional attacks and unintentional
mistakes from human insiders with access to any component of the mobile communication
ecosystem.

The tag is: misp-galaxy:bhadra-framework="Insider attacks and human errors"

Infecting UE hardware or software

Retaining the foothold gained on the target system through the initial access by infecting UE
hardware or software.

The tag is: misp-galaxy:bhadra-framework="Infecting UE hardware or software"

Infecting SIM cards

Retaining the foothold gained on the target system through the initial access by infecting SIM cards.

The tag is: misp-galaxy:bhadra-framework="Infecting SIM cards"

Spoofed radio network

Retaining the foothold gained on the target system through the initial access by radio network
spoofing.

The tag is: misp-galaxy:bhadra-framework="Spoofed radio network"

Infecting network nodes

Retaining the foothold gained on the target system through the initial access by infecting network
nodes.

The tag is: misp-galaxy:bhadra-framework="Infecting network nodes"

216



Covert channels
Retaining the foothold gained on the target system through the initial access via covert channels.

The tag is: misp-galaxy:bhadra-framework="Covert channels"

Port scanning or sweeping

"Port scanning or sweeping" techniques to probe servers or hosts with open ports.

The tag is: misp-galaxy:bhadra-framework="Port scanning or sweeping"

Perimeter mapping

"perimeter mapping" techniques such as command-line utilities (e.g., nmap and whois), web-based
lookup tools and official APIs provided by the Internet registrars that assign the ASNs using a wide
range of publicly available sources.

The tag is: misp-galaxy:bhadra-framework="Perimeter mapping"

Threat intelligence gathering

"Threat intelligence gathering" using dedicated search engines (such as Censys, Shodan) to gather
information about vulnerable devices or networks, or using advanced search options of traditional
search engines.

The tag is: misp-galaxy:bhadra-framework="Threat intelligence gathering"

CN-specific scanning

"CN-specific scanning"”, used to scan nodes that are interconnected with protocols specific to the
mobile communication domain (GTP, SCTP).

The tag is: misp-galaxy:bhadra-framework="CN-specific scanning"

Internal resource search

"Internal resource search" refers to an insider with access to provider internal databases abusing
the information as a discovery tactic.

The tag is: misp-galaxy:bhadra-framework="Internal resource search"

UE knocking

"UE knocking" refers to the technique that scans User Equipment, similarly to how IP endpoints and
core network nodes are scanned or mapped.

217



The tag is: misp-galaxy:bhadra-framework="UE knocking"

Exploit roaming agreements

"Exploit roaming agreements” is a technique exploited by evil mobile operators. Despite
communication with operators is dependent on a roaming agreement being in place, an attacker
that has gained a foothold with one operator, it can abuse the roaming agreements in place for
lateral movement with all adjacent operators with agreements in place.

The tag is: misp-galaxy:bhadra-framework="Exploit roaming agreements"

Abusing interworking functionalities

"Abusing Inter-working functionalities” is a technique for adversaries to move between networks of
different generations laterally

The tag is: misp-galaxy:bhadra-framework="Abusing interworking functionalities"

Exploit platform & service-specific vulnerabilities

Once an attacker has gained a foothold in an operator, it can conduct privilege escalation and
process injection for gaining administrative rights, password cracking of valid user accounts on the
nodes, exploit vulnerabilities in databases and file systems, and take advantage of improper
configurations of routers and switches.

The tag is: misp-galaxy:bhadra-framework="Exploit platform & service-specific vulnerabilities"

SS7-based-attacks

Attacks abusing the SS7 protocol.

The tag is: misp-galaxy:bhadra-framework="SS7-based-attacks"

Diameter-based attacks

Attacks abusing the Diameter protocol.

The tag is: misp-galaxy:bhadra-framework="Diameter-based attacks

GTP-based attacks

Attacks abusing the GTP protocol.

The tag is: misp-galaxy:bhadra-framework="GTP-based attacks"
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DNS-based attacks

DNS based attacks.

The tag is: misp-galaxy:bhadra-framework="DNS-based attacks"

Pre-AKA attacks

Attack techniques that take place during the unencrypted communication that occurs prior to the
AKA protocol.

The tag is: misp-galaxy:bhadra-framework="Pre-AKA attacks"

Security audit camouflage

The operating systems, software, and services used on the network nodes are prone to security
vulnerabilities and installation of unwanted malware. Although operators conduct routine security
audits to track and patch the vulnerabilities or remove the malware from the infected nodes, their
effectiveness is not known to the public. Any means by which an adversary can remain undetected
from such audits are referred to as the security audit camouflage technique.

The tag is: misp-galaxy:bhadra-framework="Security audit camouflage”

Blacklist evasion

Mobile operators employ several defenses in terms of securing their network traffic. For instance,
operators maintain a whitelist of IPs and GTs of nodes from their own infrastructure and their
partner operators (as agreed in IR 21), and traffic from only these nodes are processed. Similarly, a
blacklist is also maintained to control spam due to configuration errors and malicious traffic.
Anything from the blacklist is banned from entering the operatorOs network. Such defense
mechanisms may defend against unsolicited traffic from external networks (e.g., from the public
Internet and SAN), but it barely serves its purpose in the case of attacks from inter-operator
communications. Since most of the communication protocols are unauthenticated in nature, an
aLacker with knowledge of identifiers of the allowed nodes (i.e. gained during the discovery phase)
can impersonate their identity. We call it the blacklist evasion technique.

The tag is: misp-galaxy:bhadra-framework="Blacklist evasion"

Middlebox misconfiguration exploits

NAT middleboxes are used for separating private networks of mobile operators from public
Internet works as the second line of defense. However, studies have shown that the middleboxes
deployed by operators are prone to misconfigurations that allow adversaries to infiltrate malicious
traffic into mobile networks e.g., by spoofing the IP headers. Some of the other NAT vulnerabilities
lie in IPv4-to-IPv6 address mapping logic, which can be exploited by adversaries to exhaust the
resources, wipe out the mapping, or to assist with blacklist evasion. Adversaries use such
middlebox misconfiguration exploit techniques to launch denial-of-service or over-billing attacks.

219



The tag is: misp-galaxy:bhadra-framework="Middlebox misconfiguration exploits"

Bypass Firewall

Adversaries (e.g., evil operators) can for example exploit the implicit trust between roaming
partners as a bypass firewall technique.

The tag is: misp-galaxy:bhadra-framework="Bypass Firewall"

Bypass homerouting

SMS home routing is a defense mechanism, where an additional SMS router intervenes in external
location queries for SMS deliveries, and the roaming network takes the responsibility of delivering
the SMS without providing location information to the external entity. Although many operators
have implemented SMS home routing solutions, there are no silver bullets. If the SMS routers are
incorrectly configured, adversaries can hide SMS delivery location queries within other messages
so that the SMS home router fails to process them. We refer to it as the bypass home routing
technique.

The tag is: misp-galaxy:bhadra-framework="Bypass homerouting"

Downgrading

Attacks on the radio access networks are well-studied and newer generations are designed to
address the weaknesses in previous generations. Usage of weak cryptographic primitives, lack of
integrity protection of the radio channels, and one-sided authentication (only from the network)
remain as the problem of mostly GSM only radio communication. So, radio link attackers use
downgrading as an attack technique to block service over newer generations and accept to serve
only in the GSM radio network. The downgrading technique works similarly in the core network,
where the adversary accepts to serve only in SS7-based signaling instead of Diameterbased
signaling. Using interworking functions for inter-generation communication translation could
make the downgrading attacks much easier.

The tag is: misp-galaxy:bhadra-framework="Downgrading"

Redirection

Redirection technique is a variant of the downgrading technique, where an adversary forcefully
routes the traffic through networks or components that are under its control. By redirecting traffic

to an unsafe network, the adversary can intercept mobile communication (e.g., calls and SMS) on
the RAN part. Redirection attacks on the core network result in not only communication
interception, but also in billing discrepancies, as an adversary can route the calls of a mobile user
from its home network through a foreign network on a higher call rate.

The tag is: misp-galaxy:bhadra-framework="Redirection"
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UE Protection evasion

Protection on the UE is mainly available in the form of antivirus apps as a defense against viruses
and malware that steals sensitive information (e.g., banking credentials and user passwords) or
track user activities. Simple visual cues on UE (such as notifications) could also be a protection
mechanism by itself. Unfortunately, mobile network-based attacks cannot be detected or defended
effectively from UEOs side by traditional antivirus apps, and such attacks do not trigger any visual
signs. Although there are attempts for defending against radio link attacks, including citywide
studies to detect IMSI catchers, their effectiveness is still under debate. Similarly, there are recent
attempts to detect signaling attacks using distance bounding protocol run from a UE. However, such
solutions are still in the research phase, and their effectiveness on a large scale is still untested. To
this end, the absence of robust detection and defense mechanisms on the UE is, in fact, an evasion
mechanism for an adversary. We refer to them as UE protection evasion techniques.

The tag is: misp-galaxy:bhadra-framework="UE Protection evasion"

Admin credentials

Stealing legitimate admin credentials for critical nodes is beneficial for the adversary to increase its
chances of persistence to the target or masquerade its activities.

The tag is: misp-galaxy:bhadra-framework="Admin credentials"

User-specific identifiers

User-specific identifiers such as IMSI and IMEI are an indicator for who owns UE with a specific
subscription and where a UE is located physically. Since mobile users always keep their mobile
phones physically near them, an adversary with the knowledge of these permanent identifiers will
be able to determine whether or not a user is in a specific location. On the other hand, temporary
identifiers (e.g., TMSI and GUTI) are used to reduce the usage of permanent identifiers like IMSI
over radio channels. Although the temporary identifiers are supposed to change frequently and
expected to live for a short period, research has shown that it is not the case

The tag is: misp-galaxy:bhadra-framework="User-specific identifiers"

User-specific data

Adversaries can collect several types of user-specific data, such as the content of SMS and calls,
location dumps from base stations, call and billing records, and browsing-related data (such as DNS
gueries and unencrypted browsing sessions).

The tag is: misp-galaxy:bhadra-framework="User-specific data"

Network-specific identifiers

Adversaries aim to collect network-specific identifiers such as GTs and IPs of critical nodes and
Tunnel Endpoint Identifier (TEID) of GTP tunnels from operatorsO networks
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The tag is: misp-galaxy:bhadra-framework="Network-specific identifiers"

Network-specific data

Adversaries may also be interested in network-specific data that are obtained mainly during the
execution of discovery tactics. Such data includes, e.g., the network topology, the trust relationship
between different nodes, routing metadata, and sensitive documents

The tag is: misp-galaxy:bhadra-framework="Network-specific data"

Location tracking

Attacker is able to track the location of the target end-user.

The tag is: misp-galaxy:bhadra-framework="Location tracking"

Calls eavesdropping

Attacker is able to eavesdrop on calls.

The tag is: misp-galaxy:bhadra-framework="Calls eavesdropping"

SMS interception
Attacker is able to intercept SMS messages.

The tag is: misp-galaxy:bhadra-framework="SMS interception"

Data interception

Attacker is able to intercept or modify internet traffic.

The tag is: misp-galaxy:bhadra-framework="Data interception"

Billing frauds

Billing frauds refer to various types of attacks where an adversary causes financial discrepancies
for operators.

The tag is: misp-galaxy:bhadra-framework="Billing frauds"

DoS - network

The attacker can create signaling havoc in specific nodes of operators by repeatedly triggering
resource allocation or revocation requests.

The tag is: misp-galaxy:bhadra-framework="DoS - network"
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DoS - user

The attacker can cause denial of service to mobile users.

The tag is: misp-galaxy:bhadra-framework="DoS - user"

|dentity-related attacks

Identity-based attacks involve attack techniques using userand network-specific identifiers.
Identity-based attacks cause harm to the privacy of mobile users and produce fraudulent traffic
that incurs a financial loss to operators. In most cases, identity-based attacks are used in
impersonation, where an adversary impersonates a legitimate mobile user to the core network
without possessing appropriate credentials, for example, to avail free mobile services. Most of the
signaling attacks that use SS7 are also fall into this category. In other cases, identitybased attacks
involve identity mapping, where the adversaries map temporary identifiers (e.g., TMSI and GUTI) to
permanent identifiers (e.g., IMSI or MSISDN). In rare cases, the IMSI can further be mapped to
social media identities.

The tag is: misp-galaxy:bhadra-framework="ldentity-related attacks"

Busy is the New Stupid framework

Busy is the New Stupid framework - A tactical framework, examining how busyness compromises
cognitive function, strategic thinking, and effectiveness. Created by Ross Young..

Busy is the New Stupid framework is a cluster galaxy available in JSON format at
| this location ~ The JSON format can be freely reused in your application or
automatically enabled in ~ MISP.

authors

Ross Young

T1001 Meeting Overload

Calendar filled with back-to-back meetings with no preparation time

The tag is: misp-galaxy:bitns="T1001 Meeting Overload"

T1002 Email Bombardment

Overwhelming inbox creating constant interruption cycles

The tag is: misp-galaxy:bitns="T1002 Email Bombardment"
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T1003 Urgency Injection
Everything marked as urgent/high priority, eliminating discernment

The tag is: misp-galaxy:bitns="T1003 Urgency Injection"”

T2001 Multitasking Deployment

Attempting multiple tasks simultaneously, reducing effectiveness

The tag is: misp-galaxy:bitns="T2001 Multitasking Deployment"

T2002 Context Switching

Rapid switching between unrelated tasks destroying deep work

The tag is: misp-galaxy:bitns="T2002 Context Switching"

T2003 Reactive Mode

Rapid switching between unrelated tasks destroying deep work

The tag is: misp-galaxy:bitns="T2003 Reactive Mode"

T3001 Always-On Culture

Expectation of 24/7 availability and instant responses

The tag is: misp-galaxy:bitns="T3001 Always-On Culture"

T3002 Productivity Theater

Performative busyness valued over actual results

The tag is: misp-galaxy:bitns="T3002 Productivity Theater"

T3003 FOMO Reinforcement

Fear of missing out keeps engagement with non-essential activities

The tag is: misp-galaxy:bitns="T3003 FOMO Reinforcement"

T4001 Boundary Erosion

Gradual elimination of work-life boundaries

The tag is: misp-galaxy:bitns="T4001 Boundary Erosion"
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T4002 Priority Confusion

Important vs urgent distinction becomes impossible to maintain

The tag is: misp-galaxy:bitns="T4002 Priority Confusion"

T4003 Delegation Avoidance
Belief that you must do everything yourself

The tag is: misp-galaxy:bitns="T4003 Delegation Avoidance"

T5001 Strategic Blindness

Unable to see big picture or long-term goals

The tag is: misp-galaxy:bitns="T5001 Strategic Blindness"

T5002 Decision Quality Degradation
Rushed decisions based on incomplete information

The tag is: misp-galaxy:bitns="T5002 Decision Quality Degradation”

T5003 Creative Capacity Destruction
No mental space for innovation or deep thinking

The tag is: misp-galaxy:bitns="T5003 Creative Capacity Destruction"

T5004 Relationship Erosion

Superficial interactions replace meaningful connections

The tag is: misp-galaxy:bitns="T5004 Relationship Erosion"

DO0001 Intentionality Over Activity

Every commitment should align with explicit goals and values, not just fill time

The tag is: misp-galaxy:bitns="D0001 Intentionality Over Activity"

D0002 Regular Systems Audits

Monthly review of all recurring commitments to eliminate what no longer serves you

The tag is: misp-galaxy:bitns="D0002 Regular Systems Audits"
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D0003 Strategic Saying No

Every commitment should align with explicit goals and values, not just fill time

The tag is: misp-galaxy:bitns="D0003 Strategic Saying No"

D0004 Sustainable Pace

Every commitment should align with explicit goals and values, not just fill time

The tag is: misp-galaxy:bitns="D0004 Sustainable Pace"

D1001 Calendar Auditing

Review all recurring meetings quarterly require justification for continuation

The tag is: misp-galaxy:bitns="D1001 Calendar Auditing"

D1002 Meeting-Free Blocks

Designate specific days or half-days as no-meeting zones for deep work

The tag is: misp-galaxy:bitns="D1002 Meeting-Free Blocks"

D1003 Email Triage System

Implement filters and scheduled checking times instead of constant monitoring

The tag is: misp-galaxy:bitns="D1003 Email Triage System"

D1004 Priority Classification Training

Establish clear criteria for urgency levels and enforce consistent usage

The tag is: misp-galaxy:bitns="D1004 Priority Classification Training"

D2001 Single-Tasking Protocol

Work on one task at a time with all other apps and tabs closed

The tag is: misp-galaxy:bitns="D2001 Single-Tasking Protocol"

D2002 Task Batching

Group similar tasks together to minimize context switching costs

The tag is: misp-galaxy:bitns="D2002 Task Batching"
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D2003 Pomodoro Technique

Use 25-minute focused work sessions with 5-minute breaks

The tag is: misp-galaxy:bitns="D2003 Pomodoro Technique"

D2004 Proactive Planning Time

Dedicate first hour of day to planning rather than reacting to demands

The tag is: misp-galaxy:bitns="D2004 Proactive Planning Time"

D3001 Digital Sunset

Strict cutoff time for all work devices (e.g., 7 PM) to force psychological detachment

The tag is: misp-galaxy:bitns="D3001 Digital Sunset"

D3002 Outcome-Based Metrics

Shift focus from "hours online" to "results delivered"” to combat theater

The tag is: misp-galaxy:bitns="D3002 Outcome-Based Metrics"

D3003 JOMO Practice

Embrace the "Joy of Missing Out" by intentionally ignoring non-critical threads

The tag is: misp-galaxy:bitns="D3003 JOMO Practice"

D3004 Availability SLAS

Publish expected response times (e.qg., "l reply within 24 hours") to set expectations

The tag is: misp-galaxy:bitns="D3004 Availability SLAS"

D4001 Transition Ceremonies
Create rituals that mark the end of work (closing laptop, changing clothes, walk)

The tag is: misp-galaxy:bitns="D4001 Transition Ceremonies"

D4002 MIT (Most Important Things) Method

Identify 1-3 must-do tasks daily and complete them before anything else

The tag is: misp-galaxy:bitns="D4002 MIT (Most Important Things) Method"
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D4003 80/20 Task Analysis

Regularly identify which 20% of activities produce 80% of results and focus there

The tag is: misp-galaxy:bitns="D4003 80/20 Task Analysis"

D4004 Team Capacity Building

Invest time upfront in training and empowering others to reduce long-term dependencies

The tag is: misp-galaxy:bitns="D4004 Team Capacity Building"

D5001 Vision Boarding Sessions
Monthly half-day retreats to reconnect with long-term vision and adjust course

The tag is: misp-galaxy:bitns="D5001 Vision Boarding Sessions"

D5002 Pre-Commitment Strategy

Sleep on major decisions and consult trusted advisors before committing

The tag is: misp-galaxy:bitns="D5002 Pre-Commitment Strategy"

D5003 Boredom Cultivation

Deliberately schedule unstructured time for mind-wandering and creative breakthroughs

The tag is: misp-galaxy:bitns="D5003 Boredom Cultivation"

D5004 Connection Rituals

Establish non-negotiable quality time with important people without devices or distractions

The tag is: misp-galaxy:bitns="D5004 Connection Rituals"

Botnhet

botnet galaxy.

Botnet is a cluster galaxy available in JSON format at this location
format can be freely reused in your application or automatically enabled in

authors

Various
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ADB.miner

A new botnet appeared over the weekend, and itOs targeting Android devices by scanning for open
debug ports so it can infect victims with malware that mines the Monero cryptocurrency.

The botnet came to life on Saturday, February 3, and is targeting port 5555, which on devices
running the Android OS is the port used by the operating systemOs native Android Debug Bridge
(ADB), a debugging interface that grants access to some of the operating systemOs most sensitive
features.

Only devices running the Android OS have been infected until now, such as smartphones, smart
TVs, and TV top boxes, according to security researchers from Qihoo 3600s Network Security
Research Lab [Netlab] division, the ones who discovered the botnet, which the named ADB.miner.

The tag is: misp-galaxy:botnet="ADB.miner"

Table 703. Table References
Links

https://lwww.bleepingcomputer.com/news/security/android-devices-targeted-by-new-monero-
mining-botnet/

Bagle

Bagle (also known as Beagle) was a mass-mailing computer worm affecting Microsoft Windows.
The first strain, Bagle.A, did not propagate widely. A second variant, Bagle.B, was considerably
more virulent.

The tag is: misp-galaxy:botnet="Bagle"
Bagle is also known as:

¥ Beagle
¥ Mitglieder

¥ Lodeight
View relationships graph
Bagle has relationships with:
¥ similar: misp-galaxy:malpedia="Bagle" with estimative-language:likelihood-probability="likely"

Table 704. Table References
Links

https://en.wikipedia.org/wiki/Bagle_(computer_worm)
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Marina Botnet

Around the same time Bagle was sending spam messages all over the world, the Marina Botnet
quickly made a name for itself. With over 6 million bots pumping out spam emails every single day,

it became apparent these Ohacker toolsO could get out of hand very quickly. At its peak, Marina
Botnet delivered 92 billion spam emails per day.

The tag is: misp-galaxy:botnet="Marina Botnet
Marina Botnet is also known as:

¥ Damon Briant

¥ BOB.dc

¥ Cotmonger

¥ Hacktool.Spammer

¥ Kraken
View relationships graph
Marina Botnet has relationships with:
¥ similar: misp-galaxy:botnet="Kraken" with estimative-language:likelihood-probability="likely"

Table 705. Table References
Links

https://en.wikipedia.org/wiki/Botnet

Torpig

Torpig, also known as Anserin or Sinowal is a type of botnet spread through systems compromised
by the Mebroot rootkit by a variety of trojan horses for the purpose of collecting sensitive personal
and corporate data such as bank account and credit card information. It targets computers that use
Microsoft Windows, recruiting a network of zombies for the botnet. Torpig circumvents antivirus
software through the use of rootkit technology and scans the infected system for credentials,
accounts and passwords as well as potentially allowing attackers full access to the computer. It is
also purportedly capable of modifying data hajimeon the computer, and can perform man-in-the-
browser attacks.

The tag is: misp-galaxy:botnet="Torpig"
Torpig is also known as:

¥ Sinowal

¥ Anserin

View relationships graph
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Torpig has relationships with:

¥ similar: misp-galaxy:malpedia="Sinowal"

probability="likely"

Table 706. Table References
Links

https://en.wikipedia.org/wiki/Torpig

Storm

with estimative-language:likelihood-

The Storm botnet or Storm worm botnet (also known as Dorf botnet and Ecard malware) is a
remotely controlled network of "zombie" computers (or "botnet”) that have been linked by the
Storm Worm, a Trojan horse spread through e-mail spam. At its height in September 2007, the
Storm botnet was running on anywhere from 1 million to 50 million computer systems, and
accounted for 8% of all malware on Microsoft Windows computers. It was first identified around
January 2007, having been distributed by email with subjects such as "230 dead as storm batters
Europe," giving it its well-known name. The botnet began to decline in late 2007, and by mid-2008,
had been reduced to infecting about 85,000 computers, far less than it had infected a year earlier.

The tag is: misp-galaxy:botnet="Storm"
Storm is also known as:

¥ Nuwar

¥ Peacomm
¥ Zhelatin
¥ Dorf

¥ Ecard

Table 707. Table References
Links

https://en.wikipedia.org/wiki/Storm_botnet

Rustock
The tag is: misp-galaxy:botnet="Rustock"
Rustock is also known as:

¥ RKRustok

¥ Costrat
View relationships graph

Rustock has relationships with:
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¥ similar: misp-galaxy:malpedia="Rustock" with estimative-language:likelihood-
probability="likely"

Table 708. Table References
Links

https://en.wikipedia.org/wiki/Rustock_botnet

Donbot

The tag is: misp-galaxy:botnet="Donbot"
Donbot is also known as:

¥ Buzus

¥ Bachsoy
View relationships graph
Donbot has relationships with:
¥ similar: misp-galaxy:malpedia="Buzus" with estimative-language:likelihood-probability="likely"

Table 709. Table References
Links

https://en.wikipedia.org/wiki/Donbot_botnet

Cutwall

The Cutwail botnet, founded around 2007, is a botnet mostly involved in sending spam e-mails. The
bot is typically installed on infected machines by a Trojan component called Pushdo.] It affects
computers running Microsoft Windows. related to: Wigon, Pushdo

The tag is: misp-galaxy:botnet="Cutwail"
Cutwail is also known as:

¥ Pandex

¥ Mutant
View relationships graph
Cutwalil has relationships with:

¥ similar: misp-galaxy:malpedia="Cutwail" with estimative-language:likelihood-
probability="likely"

Table 710. Table References
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Links

https://en.wikipedia.org/wiki/Cutwail _botnet

Akbot

Akbot was a computer virus that infected an estimated 1.3 million computers and added them to a
botnet.

The tag is: misp-galaxy:botnet="Akbot"
View relationships graph
Akbot has relationships with:
¥ similar: misp-galaxy:tool="Akbot" with estimative-language:likelihood-probability="likely"

Table 711. Table References
Links

https://en.wikipedia.org/wiki/Akbot

Srizbi

Srizbi BotNet, considered one of the worldOs largest botnets, and responsible for sending out more
than half of all the spam being sent by all the major botnets combined. The botnets consist of
computers infected by the Srizbi trojan, which sent spam on command. Srizbi suffered a massive

setback in November 2008 when hosting provider Janka Cartel was taken down; global spam
volumes reduced up to 93% as a result of this action.

The tag is: misp-galaxy:botnet="Srizbi"
Srizbi is also known as:

¥ Cbeplay

¥ Exchanger

Table 712. Table References
Links

https://en.wikipedia.org/wiki/Srizbi_botnet

Lethic

The Lethic Botnet (initially discovered around 2008) is a botnet consisting of an estimated 210 000 -
310 000 individual machines which are mainly involved in pharmaceutical and replica spam. At the
peak of its existence the botnet was responsible for 8-10% of all the spam sent worldwide.

The tag is: misp-galaxy:botnet="Lethic"
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View relationships graph
Lethic has relationships with:
¥ similar: misp-galaxy:malpedia="Lethic" with estimative-language:likelihood-probability="likely"

Table 713. Table References
Links

https://en.wikipedia.org/wiki/Lethic_botnet

Xarvester

The tag is: misp-galaxy:botnet="Xarvester"
Xarvester is also known as:

¥ Rlsloup

¥ Pixoliz

Table 714. Table References
Links

https://krebsonsecurity.com/tag/xarvester/

Sality

Sality is the classification for a family of malicious software (malware), which infects files on
Microsoft Windows systems. Sality was first discovered in 2003 and has advanced over the years to
become a dynamic, enduring and full-featured form of malicious code. Systems infected with Sality
may communicate over a peer-to-peer (P2P) network for the purpose of relaying spam, proxying of
communications, exfiltrating sensitive data, compromising web servers and/or coordinating
distributed computing tasks for the purpose of processing intensive tasks (e.g. password cracking).
Since 2010, certain variants of Sality have also incorporated the use of rootkit functions as part of
an ongoing evolution of the malware family. Because of its continued development and capabilities,
Sality is considered to be one of the most complex and formidable forms of malware to date.

The tag is: misp-galaxy:botnet="Sality"
Sality is also known as:

¥ Sector

¥ Kuku

¥ Sality

¥ SalLoad
¥ Kookoo
¥ SaliCode
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¥ Kukacka
View relationships graph
Sality has relationships with:

¥ similar: misp-galaxy:malpedia="Sality" with estimative-language:likelihood-probability="likely"
Table 715. Table References

Links

https://en.wikipedia.org/wiki/Sality

Mariposa

The Mariposa botnet, discovered December 2008, is a botnet mainly involved in cyberscamming
and denial-of-service attacks. Before the botnet itself was dismantled on 23 December 2009, it
consisted of up to 12 million unique IP addresses or up to 1 million individual zombie computers
infected with the "Butterfly (mariposa in Spanish) Bot", making it one of the largest known botnets.

The tag is: misp-galaxy:botnet="Mariposa"

Table 716. Table References
Links

https://en.wikipedia.org/wiki/Mariposa_botnet

Conficker

Conficker, also known as Downup, Downadup and Kido, is a computer worm targeting the
Microsoft Windows operating system that was first detected in November 2008. It uses flaws in
Windows OS software and dictionary attacks on administrator passwords to propagate while
forming a botnet, and has been unusually difficult to counter because of its combined use of many
advanced malware techniques. The Conficker worm infected millions of computers including
government, business and home computers in over 190 countries, making it the largest known
computer worm infection since the 2003 Welchia.

The tag is: misp-galaxy:botnet="Conficker"
Conficker is also known as:

¥ DownUp
¥ DownAndUp
¥ DownAdUp

¥ Kido
View relationships graph

Conficker has relationships with:
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¥ similar: misp-galaxy:malpedia="Conficker" with estimative-language:likelihood-
probability="likely"

Table 717. Table References
Links

https://en.wikipedia.org/wiki/Conficker

Waledac

Waledac, also known by its aliases Waled and Waledpak, was a botnet mostly involved in e-mail
spam and malware. In March 2010 the botnet was taken down by Microsoft.

The tag is: misp-galaxy:botnet="Waledac"
Waledac is also known as:

¥ Waled

¥ Waledpak

Table 718. Table References
Links

https://en.wikipedia.org/wiki/Waledac_botnet

Maazben

A new botnet, dubbed Maazben, has also been observed and is also growing rapidly. MessagelLabs
Intelligence has been tracking the growth of Maazben since its infancy in late May and early June.
Its dominance in terms of the proportion of spam has been accelerating in the last 30 days from just
over 0.5% of all spam, peaking at 4.5% of spam when it is most active. Currently spam from
Maazben accounts for approximately 1.4% of all spam, but this is likely to increase significantly
over time, particularly since both overall spam per minute sent and spam per bot per minute are
increasing.

The tag is: misp-galaxy:botnet="Maazben"

Table 719. Table References
Links

https://www.symantec.com/connect/blogs/evaluating-botnet-capacity

Onewordsub

The tag is: misp-galaxy:botnet="Onewordsub"

Table 720. Table References

Links
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https://lwww.botnets.fr/wiki/OneWordSub

Gheg

Tofsee, also known as Gheg, is another botnet analyzed by CERT Polska. Its main job is to send

spam, but it is able to do other tasks as well. It is possible thanks to the modular design of this
malware B it consists of the main binary (the one user downloads and infects with), which later

downloads several additional modules from the C2 server B they modify code by overwriting some

of the called functions with their own. An example of some actions these modules perform is

spreading by posting click-bait messages on Facebook and VKontakte (Russian social network).

The tag is: misp-galaxy:botnet="Gheg"
Gheg is also known as:

¥ Tofsee

¥ Mondera
View relationships graph
Gheg has relationships with:
¥ similar: misp-galaxy:malpedia="Tofsee" with estimative-language:likelihood-probability="likely"

Table 721. Table References
Links

https://lwww.cert.pl/en/news/single/tofsee-en/

Nucrypt
The tag is: misp-galaxy:botnet="Nucrypt"

Table 722. Table References
Links

https://www.botnets.fr/wiki.old/index.php?title=Nucrypt&setlang=en

Wopla
The tag is: misp-galaxy:botnet="Wopla"

Table 723. Table References
Links

https://lwww.botnets.fr/wiki.old/index.php/Wopla
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Asprox

The Asprox botnet (discovered around 2008), also known by its aliases Badsrc and Aseljo, is a
botnet mostly involved in phishing scams and performing SQL injections into websites in order to
spread malware.

The tag is: misp-galaxy:botnet="Asprox"
Asprox is also known as:

¥ Badsrc
¥ Aseljo
¥ Danmec

¥ Hydraflux
View relationships graph
Asprox has relationships with:

¥ similar: misp-galaxy:malpedia="Asprox" with estimative-language:likelihood-
probability="likely"
Table 724. Table References
Links

https://en.wikipedia.org/wiki/Asprox_botnet

Spamthru

Spam Thru represented an expontential jump in the level of sophistication and complexity of these
botnets, harnessing a 70,000 strong peer to peer botnet seeded with the Spam Thru Trojan. Spam
Thru is also known by the Aliases Backdoor.Win32.Agent.uu, Spam-DComServ and Troj_Agent.Bor.
Spam Thru was unique because it had its own antivirus engine designed to remove any other
malicious programs residing in the same infected host machine so that it can get unlimited access
to the machineOs processing power as well as bandwidth. It also had the potential to be 10 times
more productive than most other botnets while evading detection because of in-built defences.

The tag is: misp-galaxy:botnet="Spamthru"
Spamthru is also known as:

¥ Spam-DComServ
¥ Covesmer

¥ Xmiler

Table 725. Table References

Links
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Gumblar

Gumblar is a malicious JavaScript trojan horse file that redirects a userOs Google searches, and then
installs rogue security software. Also known as Troj/JSRedir-R this botnet first appeared in 2009.

The tag is: misp-galaxy:botnet="Gumblar"

Table 726. Table References
Links

https://en.wikipedia.org/wiki/Gumblar

BredoLab

The Bredolab botnet, also known by its alias Oficla, was a Russian botnet mostly involved in viral e-
mail spam. Before the botnet was eventually dismantled in November 2010 through the seizure of
its command and control servers, it was estimated to consist of millions of zombie computers.

The tag is: misp-galaxy:botnet="BredoLab"
BredoLab is also known as:
¥ Oficla
View relationships graph
BredoLab has relationships with:
¥ similar: misp-galaxy:tool="Oficla" with estimative-language:likelihood-probability="likely"

Table 727. Table References
Links

https://en.wikipedia.org/wiki/Bredolab_botnet

Grum

The Grum botnet, also known by its alias Tedroo and Reddyb, was a botnet mostly involved in
sending pharmaceutical spam e-mails. Once the worldOs largest botnet, Grum can be traced back to
as early as 2008. At the time of its shutdown in July 2012, Grum was reportedly the worldOs 3rd
largest botnet, responsible for 18% of worldwide spam traffic.

The tag is: misp-galaxy:botnet="Grum"
Grum is also known as:

¥ Tedroo
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¥ Reddyb

Table 728. Table References
Links

https://en.wikipedia.org/wiki/Grum_botnet

Mega-D

The Mega-D, also known by its alias of Ozdok, is a botnet that at its peak was responsible for
sending 32% of spam worldwide.

The tag is: misp-galaxy:botnet="Mega-D"
Mega-D is also known as:
¥ Ozdok

Table 729. Table References
Links

https://en.wikipedia.org/wiki/Mega-D_botnet

Kraken

The Kraken botnet was the worldOs largest botnet as of April 2008. Researchers say that Kraken
infected machines in at least 50 of the Fortune 500 companies and grew to over 400,000 bots. It was
estimated to send 9 billion spam messages per day. Kraken botnet malware may have been
designed to evade anti-virus software, and employed techniques to stymie conventional anti-virus
software.

The tag is: misp-galaxy:botnet="Kraken"
Kraken is also known as:
¥ Kracken
View relationships graph
Kraken has relationships with:

¥ similar: misp-galaxy:botnet="Marina Botnet" with estimative-language:likelihood-
probability="likely"

Table 730. Table References
Links

https://en.wikipedia.org/wiki/Kraken_botnet
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Festi

The Festi botnet, also known by its alias of Spamnost, is a botnet mostly involved in email spam and
denial of service attacks.

The tag is: misp-galaxy:botnet="Festi"
Festi is also known as:
¥ Spamnost

Table 731. Table References
Links

https://en.wikipedia.org/wiki/Festi_botnet

Vulcanbot

Vulcanbot is the name of a botnet predominantly spread in Vietham, apparently with political
motives. It is thought to have begun in late 2009.

The tag is: misp-galaxy:botnet="Vulcanbot"

Table 732. Table References
Links

https://en.wikipedia.org/wiki/Vulcanbot

LowSec

The tag is: misp-galaxy:botnet="LowSec
LowSec is also known as:

¥ LowSecurity
¥ FreeMoney

¥ Ring0.Tools

TDL4

Alureon (also known as TDSS or TDL-4) is a trojan and bootkit created to steal data by intercepting
a systemOs network traffic and searching for: banking usernames and passwords, credit card data,
PayPal information, social security numbers, and other sensitive user data. Following a series of
customer complaints, Microsoft determined that Alureon caused a wave of BSoDs on some 32-bit
Microsoft Windows systems. The update, MS10-015,triggered these crashes by breaking
assumptions made by the malware author(s).

The tag is: misp-galaxy:botnet="TDL4"
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TDL4 is also known as:

¥ TDSS

¥ Alureon
View relationships graph
TDL4 has relationships with:

¥ similar: misp-galaxy:malpedia="Alureon" with estimative-language:likelihood-
probability="likely"
Table 733. Table References
Links

https://en.wikipedia.org/wiki/Alureon#TDL-4

Zeus

Zeus, Zeus, or Zbot is a Trojan horse malware package that runs on versions of Microsoft Windows.
While it can be used to carry out many malicious and criminal tasks, it is often used to steal
banking information by man-in-the-browser keystroke logging and form grabbing. It is also used to
install the CryptoLocker ransomware. Zeus is spread mainly through drive-by downloads and
phishing schemes. First identified in July 2007 when it was used to steal information from the
United States Department of Transportation, it became more widespread in March 2009. In June
2009 security company Prevx discovered that Zeus had compromised over 74,000 FTP accounts on
websites of such companies as the Bank of America, NASA, Monster.com, ABC, Oracle, Play.com,
Cisco, Amazon, and BusinessWeek. Similarly to Koobface, Zeus has also been used to trick victims of
tech support scams into giving the scam artists money through pop-up messages that claim the user
has a virus, when in reality they might have no viruses at all. The scammers may use programs
such as Command prompt or Event viewer to make the user believe that their computer is infected.

The tag is: misp-galaxy:botnet="Zeus"
Zeus is also known as:

¥ Zbot

¥ ZeuS

¥ PRG

¥ Wsnpoem
¥ Gorhax

¥ Kneber
View relationships graph
Zeus has relationships with:

¥ similar: misp-galaxy:tool="Zeus" with estimative-language:likelihood-probability="Ilikely"
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¥ similar: misp-galaxy:banker="Zeus" with estimative-language:likelihood-probability="likely"

¥ similar: misp-galaxy:malpedia="Zeus" with estimative-language:likelihood-probability="likely"

Table 734. Table References
Links

https://en.wikipedia.org/wiki/Zeus_(malware)

Kelihos

The Kelihos botnet, also known as Hlux, is a botnet mainly involved in spamming and the theft of
bitcoins.

The tag is: misp-galaxy:botnet="Kelihos"
Kelihos is also known as:
¥ Hlux
View relationships graph
Kelihos has relationships with:

¥ similar: misp-galaxy:malpedia="Kelihos" with estimative-language:likelihood-
probability="likely"

Table 735. Table References
Links

https://en.wikipedia.org/wiki/Kelihos_botnet

Ramnit

Ramnit is a Computer worm affecting Windows users. It was estimated that it infected 800 000
Windows PCs between September and December 2011. The Ramnit botnet was dismantled by
Europol and Symantec securities in 2015. In 2015, this infection was estimated at 3 200 000 PCs.

The tag is: misp-galaxy:botnet="Ramnit"
View relationships graph
Ramnit has relationships with:

¥ similar: misp-galaxy:banker="Ramnit" with estimative-language:likelihood-probability="likely"
¥ similar: misp-galaxy:malpedia="Ramnit" with estimative-language:likelihood-
probability="likely"
Table 736. Table References

Links
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ZerOn3t

The tag is: misp-galaxy:botnet="ZerOn3t"
ZerOn3t is also known as:

¥ Fib3rl0glc
¥ ZerOn3t

¥ ZerOLog1x

Chameleon

The Chameleon botnet is a botnet that was discovered on February 28, 2013 by the security
research firm, spider.io. It involved the infection of more than 120,000 computers and generated,
on average, 6 million US dollars per month from advertising traffic. This traffic was generated on
infected systems and looked to advertising parties as regular end users which browsed the Web,
because of which it was seen as legitimate web traffic. The affected computers were all Windows
PCs with the majority being private PCs (residential systems).

The tag is: misp-galaxy:botnet="Chameleon"

Table 737. Table References
Links

https://en.wikipedia.org/wiki/Chameleon_botnet

Mirali

Mirai (Japanese for "the future", 1$) is a malware that turns networked devices running Linux into
remotely controlled "bots" that can be used as part of a botnet in large-scale network attacks. It
primarily targets online consumer devices such as IP cameras and home routers. The Mirai botnet
was first found in August 2016 by MalwareMustDie, a whitehat malware research group, and has
been used in some of the largest and most disruptive distributed denial of service (DDoS) attacks,
including an attack on 20 September 2016 on computer security journalist Brian KrebsOs web site,
an attack on French web host OVH, and the October 2016 Dyn cyberattack.

The tag is: misp-galaxy:botnet="Mirai"
View relationships graph
Mirai has relationships with:

¥ similar: misp-galaxy:tool="Mirai" with estimative-language:likelihood-probability="likely"

¥ similar: misp-galaxy:malpedia="Mirai (ELF)" with estimative-language:likelihood-
probability="Ilikely"
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¥ variant-of: misp-galaxy:botnet="Owari" with estimative-language:likelihood-probability="likely"

¥ variant-of: misp-galaxy:botnet="Sora" with estimative-language:likelihood-probability="likely"

Table 738. Table References
Links
https://en.wikipedia.org/wiki/Mirai_(malware)

https://researchcenter.paloaltonetworks.com/2018/09/unit42-multi-exploit-iotlinux-botnets-mirai-
gafgyt-target-apache-struts-sonicwall/

https://lwww.bleepingcomputer.com/news/security/mirai-iot-malware-uses-aboriginal-linux-to-
target-multiple-platforms/

https://lwww.bleepingcomputer.com/news/security/new-mirai-variant-comes-with-27-exploits-
targets-enterprise-devices/

XorDDoS

XOR DDOS is a Linux trojan used to perform large-scale DDoS
The tag is: misp-galaxy:botnet="XorDDoS"

Table 739. Table References
Links

https://en.wikipedia.org/wiki/Xor_DDoS

Satori

According to a report Li shared with Bleeping Computer today, the Mirai Satori variant is quite
different from all previous pure Mirai variants.Previous Mirai versions infected loT devices and
then downloaded a Telnet scanner component that attempted to find other victims and infect them
with the Mirai bot.The Satori variant does not use a scanner but uses two embedded exploits that
will try to connect to remote devices on ports 37215 and 52869.Effectively, this makes Satori an 0T
worm, being able to spread by itself without the need for separate components.

The tag is: misp-galaxy:botnet="Satori"
Satori is also known as:
¥ Okiru
View relationships graph
Satori has relationships with:

¥ similar: misp-galaxy:tool="Satori" with estimative-language:likelihood-probability="likely"

¥ similar: misp-galaxy:malpedia="Satori" with estimative-language:likelihood-probability="likely"

Table 740. Table References
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Links

https://www.bleepingcomputer.com/news/security/satori-botnet-has-sudden-awakening-with-over-
280-000-active-bots/

https://blog.fortinet.com/2017/12/12/rise-of-one-more-mirai-worm-variant

BetaBot

The tag is: misp-galaxy:botnet="BetaBot"
View relationships graph

BetaBot has relationships with:

¥ similar: misp-galaxy:malpedia="BetaBot" with estimative-language:likelihood-

probability="likely"

Hajime

Hajime (meaning Obeginningd in Japanese) is an loT worm that was first mentioned on 16 October
2016 in a public report by RapidityNetworks. One month later we saw the first samples being
uploaded from Spain to VT. This worm builds a huge P2P botnet (almost 300,000 devices at the time
of publishing this blogpost), but its real purpose remains unknown. It is worth mentioning that in

the past, the Hajime I0T botnet was never used for massive DDoS attacks, and its existance was a
mystery for many researchers, as the botnet only gathered infected devices but almost never did
anything with them (except scan for other vulnerable devices).

The tag is: misp-galaxy:botnet="Hajime"
View relationships graph

Hajime has relationships with:

¥ similar: misp-galaxy:malpedia="Hajime" with estimative-language:likelihood-
probability="likely"
Table 741. Table References

Links

https://lwww.bleepingcomputer.com/news/security/hajime-botnet-makes-a-comeback-with-
massive-scan-for-mikrotik-routers/

https://en.wikipedia.org/wiki/Hajime_(malware)

https://securelist.com/hajime-the-mysterious-evolving-botnet/78160/

Muhstik

The botnet is exploiting the CVE-2018-7600 vulnerability Nalso known as Drupalgeddon 2N to
access a specific URL and gain the ability to execute commands on a server running the Drupal
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CMS. At the technical level, Netlab says Muhstik is built on top of Tsunami, a very old strain of
malware that has been used for years to create botnets by infecting Linux servers and smart
devices running Linux-based firmware. Crooks have used Tsunami initially for DDoS attacks, but its
feature-set has greatly expanded after its source code leaked online. The Muhstik version of
Tsunami, according to a Netlab report published today, can launch DDoS attacks, install the XMRig
Monero miner, or install the CGMiner to mine Dash cryptocurrency on infected hosts. Muhstik
operators are using these three payloads to make money via the infected hosts.

The tag is: misp-galaxy:botnet="Muhstik"

Table 742. Table References

Links

https://www.bleepingcomputer.com/news/security/big-iot-botnet-starts-large-scale-exploitation-of-
drupalgeddon-2-vulnerability/

Hide and Seek

Security researchers have discovered the first 10T botnet malware strain that can survive device
reboots and remain on infected devices after the initial compromise. This is a major game-changing
moment in the realm of 0T and router malware. Until today, equipment owners could always
remove IoT malware from their smart devices, modems, and routers by resetting the device. The
reset operation flushed the deviceOs flash memory, where the device would keep all its working
data, including loT malware strains. But today, Bitdefender researchers announced they found an
IoT malware strain that under certain circumstances copies itself to /etc/init.d/, a folder that houses
daemon scripts on Linux-based operating systems Nlike the ones on routers and loT devices. By
placing itself in this menu, the deviceOs OS will automatically start the malwareOs process after the
next reboot.

The tag is: misp-galaxy:botnet="Hide and Seek"
Hide and Seek is also known as:

¥ HNS
¥ Hide 'N Seek

View relationships graph
Hide and Seek has relationships with:

¥ similar:  misp-galaxy:malpedia="Hide and Seek" with estimative-language:likelihood-
probability="likely"

Table 743. Table References

Links

https://www.bleepingcomputer.com/news/security/hide-and-seek-becomes-first-iot-botnet-capable-
of-surviving-device-reboots/
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https://www.bleepingcomputer.com/news/security/new-hns-iot-botnet-has-already-amassed-14k-
bots/

https://lwww.bleepingcomputer.com/news/security/hide-and-seek-botnet-adds-infection-vector-for-

android-devices/

Mettle

Command-and-control panel and the scanner of this botnet is hosted on a server residing in
Vietnam. Attackers have been utilizing an open-sourced Mettle attack module to implant malware

on vulnerable routers.
The tag is: misp-galaxy:botnet="Mettle"

Table 744. Table References

Links

https://thehackernews.com/2018/05/botnet-malware-hacking.html

Owari

IoT botnet, Mirai variant that has added three exploits to its arsenal. After a successful exploit, this
bot downloads its payload, Owari bot - another Mirai variant - or Omni bot. Author is called
WICKED

The tag is: misp-galaxy:botnet="Owari"
View relationships graph
Owari has relationships with:

¥ similar: misp-galaxy:malpedia="Owari" with estimative-language:likelihood-probability="likely"
¥ variant-of: misp-galaxy:botnet="Mirai" with estimative-language:likelihood-probability="likely"
¥ variant-of: misp-galaxy:tool="Mirai" with estimative-language:likelihood-probability="likely"

¥ variant-of: misp-galaxy:botnet="Sora" with estimative-language:likelihood-probability="Ilikely"

Table 745. Table References

Links

https://www.fortinet.com/blog/threat-research/a-wicked-family-of-bots.html

Brain Food

Brain Food is usually the second step in a chain of redirections, its PHP code is polymorphic and
obfuscated with multiple layers of base64 encoding. Backdoor functionalities are also embedded in
the code allowing remote execution of shell code on web servers which are configured to allow the
PHP 'system' command.
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The tag is: misp-galaxy:botnet="Brain Food"

Table 746. Table References

Links
https://lwww.proofpoint.com/us/threat-insight/post/brain-food-botnet-gives-website-operators-

heartburn

Pontoeb

The bot gathers information from the infected system through WMI queries (SerialNumber,
SystemDrive, operating system, processor architecture), which it then sends back to a remote
attacker. It installs a backdoor giving an attacker the possibility to run command such as: download
a file, update itself, visit a website and perform HTTP, SYN, UDP flooding

The tag is: misp-galaxy:botnet="Pontoeb"
Pontoeb is also known as:

¥ NOise

Table 747. Table References

Links

https://www.microsoft.com/en-us/wdsi/threats/malware-encyclopedia-
description?Name=Backdoor:MSIL/Pontoeb.J

http://dataprotectioncenter.com/general/are-you-beta-testing-malware/

Trik Spam Botnet
The tag is: misp-galaxy:botnet="Trik Spam Botnet"
Trik Spam Botnet is also known as:

¥ Trik Trojan

Table 748. Table References

Links
https://lwww.bleepingcomputer.com/news/security/trik-spam-botnet-leaks-43-million-email-

addresses/

Madmax
The tag is: misp-galaxy:botnet="Madmax"
Madmax is also known as:

¥ Mad Max
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View relationships graph
Madmax has relationships with:
¥ similar: misp-galaxy:tool="Mad Max" with estimative-language:likelihood-probability="likely"

Table 749. Table References
Links

https://news.softpedia.com/news/researchers-crack-mad-max-botnet-algorithm-and-see-in-the-
future-506696.shtml

Pushdo

The tag is: misp-galaxy:botnet="Pushdo"
View relationships graph
Pushdo has relationships with:

¥ similar: misp-galaxy:malpedia="Pushdo" with estimative-language:likelihood-
probability="likely"

Table 750. Table References
Links

https://labs.bitdefender.com/2013/12/in-depth-analysis-of-pushdo-botnet/

Simda

The tag is: misp-galaxy:botnet="Simda"
View relationships graph
Simda has relationships with:
¥ similar: misp-galaxy:malpedia="Simda" with estimative-language:likelihood-probability="likely"

Table 751. Table References
Links

https://www.us-cert.gov/ncas/alerts/TA15-105A

Virut

The tag is: misp-galaxy:botnet="Virut"
View relationships graph

Virut has relationships with:
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¥ similar: misp-galaxy:malpedia="Virut" with estimative-language:likelihood-probability="likely"

Table 752. Table References

Links

https://en.wikipedia.org/wiki/Virut

Beebone
The tag is: misp-galaxy:botnet="Beebone"

Table 753. Table References

Links
https://www.trendmicro.com/vinfo/us/threat-encyclopedia/web-attack/151/beebone-botnet-

takedown-trend-micro-solutions

Bamital
The tag is: misp-galaxy:botnet="Bamital"
Bamital is also known as:

¥ Mdrop-CSK
¥ Agent-OCF

Table 754. Table References

Links

https://lwww.microsoft.com/en-us/wdsi/threats/malware-encyclopedia-
description?Name=Win32%2FBamital

https://www.symantec.com/security-center/writeup/2010-070108-5941-99

Gafgyt

Linux.Gafgyt is a Trojan horse that opens a back door on the compromised computer and steals
information. The new Gafgyt version targets a newly disclosed vulnerability affecting older,
unsupported versions of SonicWallOs Global Management System (GMS).

The tag is: misp-galaxy:botnet="Gafgyt"
Gafgyt is also known as:

¥ Bashlite
View relationships graph

Gafgyt has relationships with:
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¥ similar: misp-galaxy:tool="Gafgyt" with estimative-language:likelihood-probability="likely"
¥ similar: misp-galaxy:malpedia="Bashlite" with estimative-language:likelihood-
probability="likely"
Table 755. Table References
Links

https://researchcenter.paloaltonetworks.com/2018/09/unit42-multi-exploit-iotlinux-botnets-mirai-
gafgyt-target-apache-struts-sonicwall/

https://www.symantec.com/security-center/writeup/2014-100222-5658-99

Sora

Big changes on the IoT malware scene. Security researchers have spotted a version of the Mirai loT
malware that can run on a vast range of architectures, and even on Android devices. This Mirai
malware strain is called Sora, a strain that was first spotted at the start of the year.Initial versions
were nothing out of the ordinary, and SoraOs original author soon moved on to developing the Mirai
Owari version, shortly after SoraOs creation.

The tag is: misp-galaxy:botnet="Sora"
Sora is also known as:
¥ Mirai Sora
View relationships graph
Sora has relationships with:

¥ variant-of: misp-galaxy:botnet="Mirai" with estimative-language:likelihood-probability="likely"
¥ variant-of: misp-galaxy:tool="Mirai" with estimative-language:likelihood-probability="likely"

¥ variant-of: misp-galaxy:botnet="Owari" with estimative-language:likelihood-probability="likely

Table 756. Table References
Links

https://lwww.bleepingcomputer.com/news/security/mirai-iot-malware-uses-aboriginal-linux-to-
target-multiple-platforms/

Torii

we have been observing a new malware strain, which we call Torii, that differs from
Mirai and other botnets we know of, particularly in the advanced techniques it uses.
The developers of the botnet seek wide coverage and for this purpose they created
binaries for multiple CPU architectures, tailoring the malware for stealth and
persistence.
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The tag is: misp-galaxy:botnet="Torii"
View relationships graph
Torii has relationships with:
¥ similar: misp-galaxy:malpedia="Torii" with estimative-language:likelihood-probability="likely"

Table 757. Table References

Links
https://blog.avast.com/new-torii-botnet-threat-research

https://lwww.bleepingcomputer.com/news/security/new-iot-botnet-torii-uses-six-methods-for-
persistence-has-no-clear-purpose/

Persirali

A new Internet of Things (loT) botnet called Persirai (Detected by Trend Micro as ELF_PERSIRALA)
has been discovered targeting over 1,000 Internet Protocol (IP) Camera models based on various
Original Equipment Manufacturer (OEM) products. This development comes on the heels of
MiraiNan open-source backdoor malware that caused some of the most notable incidents of 2016
via Distributed Denial-of-Service (DDoS) attacks that compromised IoT devices such as Digital Video
Recorders (DVRs) and CCTV camerasNas well as the Hajime botnet.

The tag is: misp-galaxy:botnet="Persirai"
View relationships graph
Persirai has relationships with:

¥ similar: misp-galaxy:malpedia="Persirai" with estimative-language:likelihood-
probability="likely"

Table 758. Table References

Links

https://blog.trendmicro.com/trendlabs-security-intelligence/persirai-new-internet-things-iot-
botnet-targets-ip-cameras/

Chalubo

Since early September, SophosLabs has been monitoring an increasingly prolific attack targeting
Internet-facing SSH servers on Linux-based systems that has been dropping a newly-discovered
family of denial-of-service bots weOre calling Chalubo. The attackers encrypt both the main bot
component and its corresponding Lua script using the ChaCha stream cipher. This adoption of anti-
analysis techniques demonstrates an evolution in Linux malware, as the authors have adopted
principles more common to Windows malware in an effort to thwart detection. Like some of its
predecessors, Chalubo incorporates code from the Xor.DDoS and Mirai malware families.
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The tag is: misp-galaxy:botnet="Chalubo"

Table 759. Table References
Links

https://news.sophos.com/en-us/2018/10/22/chalubo-botnet-wants-to-ddos-from-your-server-or-iot-
device/

AESDDoS

Our honeypot sensors recently detected an AESDDoS botnet malware variant (detected by Trend
Micro as Backdoor.Linux. AESDDOS.J) exploiting a server-side template injection vulnerability (CVE-
2019-3396) in the Widget Connector macro in Atlassian Confluence Server, a collaboration software
program used by DevOps professionals.

The tag is: misp-galaxy:botnet="AESDDoS"

Table 760. Table References
Links

https://blog.trendmicro.com/trendlabs-security-intelligence/aesddos-botnet-malware-exploits-cve-
2019-3396-to-perform-remote-code-execution-ddos-attacks-and-cryptocurrency-mining/

Arceus

A set of DDoS botnet.

The tag is: misp-galaxy:botnet="Arceus"
Arceus is also known as:

¥ Katura
¥ MyraV

¥ myra

Mozi

Mozi infects new devices through weak telnet passwords and exploitation.
The tag is: misp-galaxy:botnet="Mozi"

Table 761. Table References

Links
https://blog.netlab.360.com/mozi-another-botnet-using-dht/
https://threatpost.com/mozi-botnet-majority-iot-traffic/159337/

https://securityintelligence.com/posts/botnet-attack-mozi-mozied-into-town/
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UPAS-Kit

UPAS-Kit was advertised by auroras a/k/a vinny in middle of june 2012 via exploit.in. Upas is the
predecessor of Kronos. Marcus Hutchins helped create and, in partnership with another, sell
malicious computer code, a/k/a malware, known as UPAS-Kit.

The tag is: misp-galaxy:botnet="UPAS-Kit"
UPAS-Kit is also known as:

¥ Rombrast

Table 762. Table References

Links
https://research.checkpoint.com/2018/deep-dive-upas-kit-vs-kronos/
https://malware.dontneedcoffee.com/2012/08/inside-upas-kit1.0.1.1.html

https://web.archive.org/web/20130120062602/http://onthar.in/articles/upas-kit-analysis/

https://regmedia.co.uk/2019/04/19/plea.pdf

Phorpiex

Proofpoint describes Phorpiex/Trik as a SDBot fork (thus IRC-based) that has been used to distribute
GandCrab, Pushdo, Pony, and coinminers. The name Trik is derived from PDB strings.

The tag is: misp-galaxy:botnet="Phorpiex"
Phorpiex is also known as:

¥ Trik

Table 763. Table References

Links

https://malpedia.caad.fkie.fraunhofer.de/details/win.phorpiex

DDG

First activity observed in October 2017. DDG is a botnet with P2P capability that is targeting crypto

currency mining (Monero).
The tag is: misp-galaxy:botnet="DDG"
View relationships graph

DDG has relationships with:

¥ similar: misp-galaxy:malpedia="DDG" with estimative-language:likelihood-probability="likely"
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Table 764. Table References

Links

https:/twitter.com/JiaYu_521/status/1204248344043778048
https://blog.netlab.360.com/ddg-a-mining-botnet-aiming-at-database-servers/
https://blog.netlab.360.com/ddg-botnet-round-x-is-there-an-ending/
https://blog.netlab.360.com/threat-alert-ddg-3013-is-out/
https://blog.netlab.360.com/old-botnets-never-die-and-ddg-refuse-to-fade-away/
https://blog.netlab.360.com/ddg-mining-botnet-jin-qi-huo-dong-fen-xi/

https://malpedia.caad.fkie.fraunhofer.de/details/elf.ddg

Glupteba

A multi-component botnet targeting Windows Computer. Glupteba is known to steal user
credentials and cookies, mine cryptocurrencies on infected hosts, deploy and operate proxy
components targeting Windows systems and 0T devices. The botnet has been observed targeting
victims worldwide, including the US, India, Brazil and Southeast Asia. The Glupteba malware
family is primarily distributed through pay per install (PPI) networks and via traffic purchased
from traffic distribution systems (TDS).

The tag is: misp-galaxy:botnet="Glupteba"

Table 765. Table References
Links

https://blog.google/threat-analysis-group/disrupting-glupteba-operation/

Elknot

DDoS Botnet
The tag is: misp-galaxy:botnet="Elknot"
Elknot is also known as:

¥ Linux/BillGates

¥ BillGates

Table 766. Table References
Links
https://lwww.virusbulletin.com/conference/vb2016/abstracts/elknot-ddos-botnets-we-watched

https://lwww.virusbulletin.com/uploads/pdf/conference_slides/2016/Liu_Wang-vb-2016-
TheElknotDDoSBotnetsWeWatched.pdf
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Cyclops Blink

Advanced modular botnet that is reportedly linked to the Sandworm or Voodoo Bear advanced
persistent threat (APT) group.

The tag is: misp-galaxy:botnet="Cyclops BIlink"

Table 767. Table References
Links
https://www.trendmicro.com/en_us/research/22/c/cyclops-blink-sets-sights-on-asus-routers--.html

https://www.cisa.gov/uscert/ncas/alerts/aa22-054a

Abcbot

Botnet
The tag is: misp-galaxy:botnet="Abcbot"

Table 768. Table References
Links

https://blog.netlab.360.com/abcbot_an_evolving_botnet_en

Ripprbot
Botnet
The tag is: misp-galaxy:botnet="Ripprbot"

Table 769. Table References
Links

https://blog.netlab.360.com/some_details of the ddos_attacks targeting_ukraine_and_russia_in_re
cent_days

EnemyBot

In mid-March [2022], FortiGuard Labs observed a new DDoS botnet calling itself OEnemybotO and
attributing itself to Keksec, a threat group that specializes in cryptomining and DDoS attacks.

This botnet is mainly derived from GafgytOs source code but has been observed to borrow several
modules from MiraiOs original source code.

It uses several methods of obfuscation for its strings to hinder analysis and hide itself from other
botnets. Furthermore, it connects to a command-and-control (C2) server that is hidden in the Tor
network, making its takedown more complicated.
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Enemybot has been seen targeting routers from Seowon Intech, D-Link, and exploits a recently
reported iRZ router vulnerability to infect more devices.

The tag is: misp-galaxy:botnet="EnemyBot"
View relationships graph
EnemyBot has relationships with:
¥ similar: misp-galaxy:malpedia="EnemyBot" with estimative-language:likelihood-
probability="likely"
¥ variant-of: misp-galaxy:botnet="Mirai" with estimative-language:likelihood-probability="Ilikely"
¥ variant-of: misp-galaxy:botnet="Gafgyt" with estimative-language:likelihood-probability="likely"
¥ variant-of: misp-galaxy:botnet="Zeus" with estimative-language:likelihood-probability="likely"

¥ variant-of: misp-galaxy:botnet="Qbot" with estimative-language:likelihood-probability="likely"

Table 770. Table References

Links

https://www.securonix.com/blog/detecting-the-enemybot-botnet-advisory/
https://malpedia.caad.fkie.fraunhofer.de/details/elf.enemybot
https://www.fortinet.com/blog/threat-research/enemybot-a-look-into-keksecs-latest-ddos-botnet

https://cybersecurity.att.com/blogs/labs-research/rapidly-evolving-iot-malware-enemybot-now-
targeting-content-management-system-servers

Qbot

Discovered in 2008 and under constant development, with gaps in operational use in the wild;
operators are occasionally known as GOLD LAGOON. Banking Trojan, steals financial data, browser
information/hooks, keystrokes, credentials; described by CheckPoint as a OSwiss Army knifeO.
Known to leverage many other tools; for example, PowerShell and Mimikatz are used for self-
propagation. Attempts obfuscation via legitimate process injection. Known to serve as a dropper for
ProLock ransomware. Infection vectors are common, with malspam as the most frequent. Active in
2020 b two big campaigns, one from March to June, second Starting in July and ongoing, as part of
latest Emotet campaign. Newer version appeared in August.

The tag is: misp-galaxy:botnet="Qbot"
Qbot is also known as:

¥ QakBot
¥ Pinkslipbot

View relationships graph

Qbot has relationships with:
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¥ dropped: misp-galaxy:ransomware="ProLock" with estimative-language:likelihood-
probability="likely"
¥ used-by: misp-galaxy:ransomware="BlackBasta" with estimative-language:likelihood-
probability="likely"
Table 771. Table References

Links
https://www.cisa.gov/sites/default/files/publications/202010221030_QakBot%20TLPWHITE.pdf

https://www.trendmicro.com/en_us/research/22/f/black-basta-ransomware-operators-expand-their-

attack-arsenal-wit.html

https://www.cynet.com/blog/orion-threat-alert-qgakbot-ttps-arsenal-and-the-black-basta-
ransomware/

Dark.loT

This malware is characterized by alternative DNS connections and connects to several *lib domains
using custom DNS servers.

The tag is: misp-galaxy:botnet="Dark.loT"
View relationships graph
Dark.loT has relationships with:
¥ variant-of: misp-galaxy:botnet="Mirai" with estimative-language:likelihood-probability="Ilikely"

Table 772. Table References

Links

https://www.lacework.com/blog/kinsing-dark-iot-botnet-among-threats-targeting-cve-2022-26134/

KmsdBot

Akamai Security Research has observed a new golang malware which they named KmsdBot. The
malware scans for open SSH ports and performs a simple dictionary attack against it. The
researchers from Akamai monitored only DDoS activity, but discovered also the functionality to
launch cryptomining. The malware has varied targets including the gaming industry, technology
industry, and luxury car manufacturers.

The tag is: misp-galaxy:botnet="KmsdBot"

Table 773. Table References

Links

https://www.akamai.com/blog/security-research/kmdsbot-the-attack-and-mine-malware
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HinataBot

Akamai researchers on the Security Intelligence Response Team (SIRT) have discovered a new Go-
based, DDoS-focused botnet. The malware appears to have been named OHinataO by the malware
author after a character from the popular anime series, Naruto. We are calling it OHinataBot.O
Looks like an attempt to rewrite Mirai in Go. The threat actors behind HinataBot originally
distributed Mirai binaries.

The tag is: misp-galaxy:botnet="HinataBot"
View relationships graph
HinataBot has relationships with:
¥ similar: misp-galaxy:botnet="Mirai" with estimative-language:likelihood-probability="likely"

Table 774. Table References
Links
https://lwww.akamai.com/blog/security-research/hinatabot-uncovering-new-golang-ddos-botnet

https://malpedia.caad.fkie.fraunhofer.de/details/elf.hinata_bot

3ve

3ve, pronounced as OEveO, was a botnet that was halted in late 2018. 3ve utilized the malware
packages Boaxxe and Kovter to infect a network of PCs. They were spread through emails and fake
downloads, and once infected, the bots would generate fake clicks on online advertisements. The
clicks would be used on fake websites, which hosted ads and then absorbed the ad revenue from
the false impressions. Bots were able to mimic desktop and mobile traffic in order to evade
detection, and went through several evolutions of tactics to grow over time. At its peak, the botnet
controlled more than one million residential and corporate IP-addresses, largely within Europe and
North America.

The tag is: misp-galaxy:botnet="3ve"

Table 775. Table References
Links

https://en.wikipedia.org/wiki/3ve

(77 7-Bothet

7777-Botnet has been observed brute forcing Microsoft Azure instances via Microsoft Azure
PowerShell bruteforcing. The botnet has a unique pattern of opening port 7777 on infected devices,
returning an Oxlogin:O message. The botnet has been used for low-volume attacks against targets of
all industry sectors at a global scale, almost exclusively targeting C-Level employee logins. Due to
the very low volume of around 2B3 login requests per week, the botnet is able to evade most
security solutions.
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The tag is: misp-galaxy:botnet="7777-Botnet"

Table 776. Table References
Links

https://gi7wOrm.medium.com/the-curious-case-of-the-7777-botnet-86e3464c3ffd

Amadey

Amadey is a botnet that appeared around October 2018 and is being sold for about $500 on Russian-
speaking hacking forums. It periodically sends information about the system and installed AV
software to its C2 server and polls to receive orders from it. Its main functionality is that it can load
other payloads (called tasks) for all or specifically targeted computers compromised by the
malware.

The tag is: misp-galaxy:botnet="Amadey"

Table 777. Table References
Links

https://malpedia.caad.fkie.fraunhofer.de/details/win.amadey

AndroidBauts

AndroidBauts botnet is a network of infected Android devices that are used for promoting
advertisements to users online. At one point, the number of infected devices was more than
550,000. The creators of the AndroidBauts botnet are able to gather data regarding the
compromised devices - both software and hardware.

The tag is: misp-galaxy:botnet="AndroidBauts"

Table 778. Table References
Links

https://www.bsi.bund.de/EN/Themen/Verbraucherinnen-und-Verbraucher/Cyber-
Sicherheitslage/Methoden-der-Cyber-Kriminalitaet/Botnetze/Steckbriefe-aktueller-
Botnetze/Steckbriefe/Bauts/AndroidBauts.html

Andromeda

Andromeda botnet, also known as Gamarue or Wauchos, was first introduced to the public in 2011.
During this time it was used to distribute large quantities of malware. According to Microsoft the
Andromeda botnet was used to spread more than 80 malware families including ransomware,
worms, and more. Andromeda is a modular malware, meaning additional components can be
purchased to provide extra functionality.

The tag is: misp-galaxy:botnet="Andromeda"
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Andromeda is also known as:

¥ Gamarue

¥ Wauchos

Table 779. Table References
Links
https://blogs.blackberry.com/en/2020/05/threat-spotlight-andromeda

https://en.wikipedia.org/wiki/Andromeda_(trojan)

ArrkiiSDK

ArrkiiSDK is potentially unwanted application (PUA) for Android devices. Its functions include
unauthorised user tracking, ad fraud and the silent installation of additional applications without
the userOs permission. ArrkiiSDK relies on the user actively installing an infected application, which
is normally hidden within another software package that appears completely harmless.

The tag is: misp-galaxy:botnet="ArrkiiSDK"

Table 780. Table References
Links

https://www.bsi.bund.de/EN/Themen/Verbraucherinnen-und-Verbraucher/Cyber-
Sicherheitslage/Methoden-der-Cyber-Kriminalitaet/Botnetze/Steckbriefe-aktueller-
Botnetze/steckbriefe-aktueller-botnetze.html

Avalanche

Avalanche refers to a large global network hosting infrastructure used by cyber criminals to
conduct phishing and malware distribution campaigns and money mule schemes. is a set of
computer programs to conduct a DDoS attack. It is believed that trinoo networks have been set up
on thousands of systems on the Internet that have been compromised by remote buffer overrun
exploits. Cyber criminals utilized Avalanche botnet infrastructure to host and distribute a variety of
malware variants to victims, including the targeting of over 40 major financial institutions. Victims
may have had their sensitive personal information stolen (e.g., user account credentials). VictimsO
compromised systems may also have been used to conduct other malicious activity, such as
launching denial-of-service (DoS) attacks or distributing malware variants to other victimsO
computers. In addition, Avalanche infrastructure was used to run money mule schemes where
criminals recruited people to commit fraud involving transporting and laundering stolen money or
merchandise. Avalanche used fast-flux DNS, a technique to hide the criminal servers, behind a
constantly changing network of compromised systems acting as proxies.

The tag is: misp-galaxy:botnet="Avalanche"

Table 781. Table References

Links
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https://lwww.cisa.gov/news-events/alerts/2016/12/01/avalanche-crimeware-service-infrastructure

Bayrob

Bayrob evolved from a backdoor trojan used for fraud into a cryptocurrency miner. Symantec
discovered multiple versions of Bayrob malware, and witnessed Bayrob as it morphed from online
fraud to a 300,000+ botnet for cryptocurrency mining.

The tag is: misp-galaxy:botnet="Bayrob"

Table 782. Table References

Links

https://lwww.bleepingcomputer.com/news/security/bayrob-malware-gang-had-elite-tactics-but-
they-still-got-caught-anyway/

https://community.broadcom.com/symantecenterprise/viewdocument/bayrob-three-suspects-
extradited-t?CommunityKey=1ecf5f55-9545-44d6-b0f4-4e4a7f5f5e68&tab=librarydocuments

Bedep

Bedep has been mostly observed in ad-fraud campaigns, although it can also generally load
modules for different tasks. It was dropped by the Angler Exploit Kit.

The tag is: misp-galaxy:botnet="Bedep"

Table 783. Table References

Links

https://malpedia.caad.fkie.fraunhofer.de/details/win.bedep

Bolek

Bolek is a malware from the Kbot/Carberp family. It is being subject to frequent updates and has
malicious capabilities which include self-spreading through USB and network shares, TOR network
access, screen captures and web injects, and uses asymmetric cryptography to secure network

communications.
The tag is: misp-galaxy:botnet="Bolek"
View relationships graph
Bolek has relationships with:
¥ similar: misp-galaxy:botnet="KBOT" with estimative-language:likelihood-probability="likely"

Table 784. Table References

Links
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https://lwww.bitsight.com/blog/bolek-an-evolving-botnet-targets-poland-and-ukraine

Carna

The Carna botnet was a botnet of 420,000 devices created by an anonymous hacker to measure the
extent of the Internet. The data was collected by infiltrating Internet devices, especially routers,
that used a default password or no password at all.

The tag is: misp-galaxy:botnet="Carna"

Table 785. Table References
Links

https://en.wikipedia.org/wiki/Carna_botnet

Code Shikara

Code Shikara is a computer worm, related to the Dorkbot family, that attacks through social
engineering and capable of spying on users' browsing activities, meanwhile stealing their personal
online/offline information and/or credentials.

The tag is: misp-galaxy:botnet="Code Shikara"

Table 786. Table References
Links

https://en.wikipedia.org/wiki/Code_Shikara

Condi

DDoS-as-a-service botnet calling itself Condi. This malware employs several techniques to keep
itself running in an infected system. At the same time, it also prevents infections from other botnets
by attempting to terminate their processes. Typical to Mirai-based botnets, this malware cannot
survive a system reboot.

The tag is: misp-galaxy:botnet="Condi"

Table 787. Table References
Links

https://www.fortinet.com/blog/threat-research/condi-ddos-botnet-spreads-via-tp-links-cve-2023-
1389

Cooee

Cooee is a trojan pre-installed on some Phillips smartphones that displays annoying advertisements
and downloads and installs different software without user knowledge.
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The tag is: misp-galaxy:botnet="Cooee"

Table 788. Table References
Links

https://news.softpedia.com/news/trojan-found-preinstalled-on-the-firmware-of-some-phillips-s307-
android-smartphones-499177.shtml

Coreflood

Coreflood is a trojan horse and botnet created by a group of Russian hackers and released in 2010.
The FBI included on its list of infected systems approximately 17 state or local government
agencies, including one police department; three airports; two defense contractors; five banks or
financial institutions; approximately 30 colleges or universities; approximately 20 hospital or
health care companies; and hundreds of businesses. It is present on more than 2.3 million
computers worldwide and as of May 2011 remains a threat.

The tag is: misp-galaxy:botnet="Coreflood"

Table 789. Table References
Links

https://en.wikipedia.org/wiki/Coreflood

Crackonosh

In 2021 Crackonosh has been found in 222,000 compromised computers that were used to
download illegal, torrented versions of popular video games. Crackonosh successfully operated for
years because it had built-in mechanisms to disable security software and updates, which made it
difficult for users to detect and remove the program. The malware is thought to have originated in
the Czech Republic, but it had a global reach.

The tag is: misp-galaxy:botnet="Crackonosh"

Table 790. Table References
Links

https://finance.yahoo.com/news/monero-mining-malware-crackonosh-infected-192448133.html

FluBot

FluBot is a remote control and info stealer malware. It has abilities to read and send SMS message,
delete app, and execute arbitrary commands. It is often distributed through SMS messages.
PRODAFT describes FluBot as a banking malware which originally targeted Spain. Since the first
guarter of 2021 it has been targeting many other European countries as well as Japan. It uses a DGA
for itOs C&C and relies on both DNS and DNS-over-HTTPS for name resolution. Despite arrests of
multiple people suspected of involvement with this malware in March of 2021, the campaign has
only intensified since.
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The tag is: misp-galaxy:botnet="FluBot"
FluBot is also known as:

¥ Cabassous

¥ FakeChat

Table 791. Table References
Links

https://malpedia.caad.fkie.fraunhofer.de/details/apk.flubot

FritzFrog

FritzFrog is a decentralized botnet that uses P2P protocols to distribute control over all of its nodes,
thereby avoiding having one controller or single point of failure.

The tag is: misp-galaxy:botnet="FritzFrog"

Table 792. Table References
Links

https://en.wikipedia.org/wiki/FritzFrog

Gootkit

Gootkit is a trojan that steals confidential information and allows criminals to take control of
infected systems remotely. Gootkit can also be used to install additional malware, such as Emotet.
This botnet is a type of malware bot that may perform many malicious tasks, such as downloading
and executing additional malware, receiving commands from a control server and relaying specific
information and telemetry back to the control server, updating or deleting itself, stealing login and
password information, logging keystrokes, participating in a Distributed Denial of Service (DDoS)
attack, or locking and encrypting the contents of your computer and demanding payment for its
safe return.

The tag is: misp-galaxy:botnet="Gootkit"

Table 793. Table References
Links

https://www.fortiguard.com/encyclopedia/botnet/7630462

Great Cannon

The Great Cannon of China is an Internet attack tool that is used by the Chinese government to
launch distributed denial-of-service attacks on websites by performing a man-in-the-middle attack

on large amounts of web traffic and injecting code which causes the end-userOs web browsers to
flood traffic to targeted websites.[1] According to the researchers at the Citizen Lab, the
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International Computer Science Institute, and Princeton UniversityOs Center for Information
Technology Policy, who coined the term, the Great Cannon hijacks foreign web traffic intended for

Chinese websites and re-purposes them to flood targeted web servers with enormous amounts of
traffic in an attempt to disrupt their operations.

The tag is: misp-galaxy:botnet="Great Cannon"

Table 794. Table References
Links

https://en.wikipedia.org/wiki/Great_Cannon

Hail Mary Cloud

The Hail Mary Cloud was, or is, a password guessing botnet, which used a statistical equivalent to
brute force password guessing. The botnet ran from possibly as early as 2005, and certainly from

2007 until 2012 and possibly later. The botnet was named and documented by Peter N. M. Hansteen.

The principle is that a botnet can try several thousands of more likely passwords against thousands
of hosts, rather than millions of passwords against one host. Since the attacks were widely
distributed, the frequency on a given server was low and was unlikely to trigger alarms. Moreover,
the attacks come from different members of the botnet, thus decreasing the effectiveness of both IP
based detection and blocking.

The tag is: misp-galaxy:botnet="Hail Mary Cloud"

Table 795. Table References
Links

https://en.wikipedia.org/wiki/Hail_Mary_Cloud

Joker

Joker is a trojan that is included in several unsuspecting apps that have been offered via the Google
Play Store, among others. The malware silently interacts with ad networks to perform clicks on ad

banners and subscribe to paid premium services. To do this, Joker is able to read SMS messages,

contact lists and device information from the victim system. It collects data from infected systems,
intercepts sensitive communications and transmits the information to a remote attacker.

The tag is: misp-galaxy:botnet="Joker"

Table 796. Table References
Links

https://www.bsi.bund.de/EN/Themen/Verbraucherinnen-und-Verbraucher/Cyber-
Sicherheitslage/Methoden-der-Cyber-Kriminalitaet/Botnetze/Steckbriefe-aktueller-
Botnetze/Steckbriefe/Joker/Joker.html
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KBOT

KBOT penetrates usersO computers via the Internet or a local network, or from infected external
media. After the infected file is launched, the malware gains a foothold in the system, writing itself
to Startup and the Task Scheduler, and then deploys web injects to try to steal the victimOs bank and
personal data. For the same purpose, KBOT can download additional stealer modules that harvest
and send to the C&C server almost full information about the user: passwords/logins, cryptowallet
data, lists of files and installed applications, and so on.

The tag is: misp-galaxy:botnet="KBOT"

Table 797. Table References

Links
https://securelist.com/kbot-sometimes-they-come-back/96157/

https://cofense.com/blog/bolek-leaked-carberp-kbot-source-code-complicit-new-phishing-

campaigns/

Linux.Darlloz

Linux.Darlloz is a worm which infects Linux embedded systems. Linux.Darlloz was first discovered
by Symantec in 2013.[3] Linux.Darlloz targets the Internet of things and infects routers, security
cameras, set-top boxes by exploiting a PHP vulnerability. The worm was based on a Proof of
concept code that was released in October 2013. inux.Darlloz utilizes vulnerability (CVE-2012-1823)
to exploit systems in order to compromise systems. Linux.Darlloz was later found in March 2014 to
have started mining crypto currencies such as Mincoin and Dogecoin. Linux.Aidra, the malware
that Linux.Darlloz attempts usurp - like some of the variants of Darlloz, Linux.Aidra targets smaller
devices, specifically cable and DSL modems. The worm adds them to a botnet, which can be utilized
by the attackers to perform DDoS attacks.

The tag is: misp-galaxy:botnet="Linux.Darlloz"

Table 798. Table References
Links
https://en.wikipedia.org/wiki/Linux.Darlloz

https://www.wired.com/2014/01/spime-watch-linux-darlloz-internet-things-worm/

Marcher

Marcher is a banking trojan for Android devices. Researchers at Dutch security firm Securify have
conducted a detailed analysis of the Android banking Trojan known as Marcher and discovered
that a single botnet has managed to steal a significant number of payment cards. Securify has
identified nine Marcher botnets over the last 6 months, and each of them has been provided with
new modules and targeted web injects by the TrojanOs creators.

The tag is: misp-galaxy:botnet="Marcher"
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Table 799. Table References

Links

https://www.bsi.bund.de/EN/Themen/Verbraucherinnen-und-Verbraucher/Cyber-
Sicherheitslage/Methoden-der-Cyber-Kriminalitaet/Botnetze/Steckbriefe-aktueller-
Botnetze/steckbriefe-aktueller-botnetze.html

https://lwww.securityweek.com/thousands-android-devices-infected-marcher-trojan/

Matsnu

Matsnu is a malware downloader. The malware downloaded may include the banking trojans
Citadel and URLZone/Bebloh. Matsnu can also be expanded with additional functions using plug-
ins. One of these plug-ins is designed to capture access data for e-mail accounts and FTP programs
and pass this information to the operator of the malware.

The tag is: misp-galaxy:botnet="Matsnu"

Table 800. Table References

Links

https://www.bsi.bund.de/EN/Themen/Verbraucherinnen-und-Verbraucher/Cyber-
Sicherheitslage/Methoden-der-Cyber-Kriminalitaet/Botnetze/Steckbriefe-aktueller-
Botnetze/steckbriefe-aktueller-botnetze.html

https://threatpost.com/matsnu-botnet-dga-discovers-power-of-words/109426/

Methbot

Methbot was an advertising fraud scheme. Methbot was first tracked in 2015 by cybersecurity firm
White Ops, and the botnet saw rapidly increased activity in 2016. The botnet originated in Russia
(though it was not state sponsored), and utilized foreign computers and networks in Europe and
North America. The infrastructure consisted of 571,904 dedicated IPs, 6,000 domains, and 250,267
distinct URLSs, each of which could only house a video ad, and used variants of the names of famous
publishers to fool those looking into the domains. This led the operators to game the system, leading
ad selection algorithms to select these fake web pages over larger corporate pages from legitimate
companies, and charge advertisers at a premium. About 570,000 bots were used to execute clicks on
those websites, OwatchingO up to 300 million video ads a day while the bots mimicked normal
computer user behavior. Estimated clicks per day generally reached between 200 and 300 million
per day. The botnet relied on data servers instead of more traditional botnets that rely on infected

PCs and mobile devices.
The tag is: misp-galaxy:botnet="Methbot"

Table 801. Table References

Links

https://en.wikipedia.org/wiki/Methbot
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Metulji

The Metulji botnet, discovered in June 2011, is a botnet mainly involved in cyberscamming and
denial of service attacks. Before the botnet itself was dismantled, it consisted of over 12 million
individual zombie computers infected with the Butterfly Bot, making it, as of June 2011, the largest
known botnet. It is not known what type of computers are vulnerable, or how to tell if a computer
is a part of this botnet.

The tag is: misp-galaxy:botnet="Metulji"

Table 802. Table References
Links

https://en.wikipedia.org/wiki/Metulji_botnet

Mevade

The Mevade Botnet, also known as Sefnit or SBC, is a massive botnet. Its operators are unknown
and its motives seems to be multi-purpose. In late 2013 the Tor anonymity network saw a very
sudden and significant increase in users, from 800,000 daily to more than 5,000,000. A botnet was
suspected and fingers pointed at Mevade. Trend Micro reported that its Smart Protection Network
saw a tor module being distributed to Mevade Trojans.

The tag is: misp-galaxy:botnet="Mevade"
Mevade is also known as:

¥ Sefnit

¥ SBC

Table 803. Table References
Links

https://en.wikipedia.org/wiki/Mevade_Botnet

MobiDash

MobiDash is a piece of adware for Android devices. The user is shown advertisements without their
consent. Mobidash can also make calls in the background.

The tag is: misp-galaxy:botnet="MobiDash"

Table 804. Table References

Links

https://www.bsi.bund.de/EN/Themen/Verbraucherinnen-und-Verbraucher/Cyber-
Sicherheitslage/Methoden-der-Cyber-Kriminalitaet/Botnetze/Steckbriefe-aktueller-
Botnetze/steckbriefe-aktueller-botnetze.html
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Mutabaha

Mutabaha is a Trojan for Windows devices. Outfire, a Chromium-based browser, is downloaded
and installed. This pretends to be the version of the Google Chrome browser. Mutabaha is able to
drain data and manipulate advertisements. Mutabaha is downloaded and installed by another
malware. As a rule, this dropper is removed after the malware has been installed, making it almost

impossible to trace the infection.
The tag is: misp-galaxy:botnet="Mutabaha"

Table 805. Table References

Links
https://www.bsi.bund.de/EN/Themen/Verbraucherinnen-und-Verbraucher/Cyber-
Sicherheitslage/Methoden-der-Cyber-Kriminalitaet/Botnetze/Steckbriefe-aktueller-
Botnetze/steckbriefe-aktueller-botnetze.html

MyDoom

MyDoom is a malicious program that opens a backdoor to the infected device. Through this
backdoor the attacker can gain access to the system and carry out further actions. The attack
possibilities are diverse and range from information theft to the reloading of additional malware.
MyDoom adds infected computers to a botnet and then carries out distributed denial of service

(DDoS) attacks. When the worm takes control over the victimOs OS, it then opens various ports and

provides a backdoor to invite even more malware in.
The tag is: misp-galaxy:botnet="MyDoom"

Table 806. Table References

Links

https://www.bsi.bund.de/EN/Themen/Verbraucherinnen-und-Verbraucher/Cyber-
Sicherheitslage/Methoden-der-Cyber-Kriminalitaet/Botnetze/Steckbriefe-aktueller-
Botnetze/steckbriefe-aktueller-botnetze.html

https://nordvpn.com/blog/mydoom-virus/

Necurs

The Necurs botnet is a distributor of many pieces of malware, most notably Locky. Around June 1,
2016, the botnet went offline, perhaps due to a glitch in the command and control server running
Necurs. However, three weeks later, Jon French from AppRiver discovered a spike in spam emails,
signifying either a temporary spike in the botnetOs activity or return to its normal pre-June 1 state.
In a 2020 report, it was noted to have particularly targeted India, Southeast Asia, Turkey and

Mexico.
The tag is: misp-galaxy:botnet="Necurs"

Table 807. Table References
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Links

https://en.wikipedia.org/wiki/Necurs_botnet

Nitol

The Nitol botnet mostly involved in spreading malware and distributed denial-of-service attacks.
The Nitol Botnet was first discovered around December 2012, with analysis of the botnet indicating
that the botnet is mostly prevalent in China where an estimate 85% of the infections are detected.
In China the botnet was found to be present on systems that came brand-new from the factory,
indicating the trojan was installed somewhere during the assembly and manufacturing process.
According to Microsoft the systems at risk also contained a counterfeit installation of Microsoft
Windows. On 10 September 2012 Microsoft took action against the Nitol Botnet by obtaining a court
order and subsequently sinkholing the 3322.org domain. The 3322.org domain is a Dynamic DNS
which was used by the botnet creators as a command and control infrastructure for controlling
their botnet. Microsoft later settled with 3322.org operator Pen Yong, which allowed the latter to
continue operating the domain on the condition that any subdomains linked to malware remain
sinkholed.

The tag is: misp-galaxy:botnet="Nitol"

Table 808. Table References
Links

https://en.wikipedia.org/wiki/Nitol_botnet

Nymaim

Nymaim was discovered in 2013. At that time it was only a dropper used to distribute
TorrentLocker. In February 2016 it became popular again after incorporating leaked ISFB code,
dubbed Goznym. When dropper obtains C&C address, it starts real communication. It downloads
two important binaries and a lot more: payload B banker module (responsible for web injects B
passive member of botnet); optional bot module (it is trying to open ports on a router and become
an active part of a botnet. When it fails to do so, it removes itself from a system).

The tag is: misp-galaxy:botnet="Nymaim"

Table 809. Table References
Links

https://cert.pl/en/posts/2017/01/nymaim-revisited/

PBot

PBot is a P2P botnet derived from the Mirai source code. PBot performs MITB (man-in-the-browser)
attacks and injects various scripts into legitimate websites. Its capabilities may go beyond simple
injections of ads, depending on the intentions of its distributors.
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The tag is: misp-galaxy:botnet="PBot"
PBot is also known as:

¥ PythonBot

Table 810. Table References

Links
https://www.malwarebytes.com/blog/news/2018/04/pbot-python-based-adware
https://malpedia.caad.fkie.fraunhofer.de/details/elf.pbot

https://www.bitdefender.com/blog/businessinsights/ddos-attacks-increase-28-as-pbot-authors-use-

decades-old-php-code/

Pirrit
Pirrit is a potentially unwanted application (PUA) for Windows and MacOS devices. It displays

additional pop-ups and advertisements when the device is used. Pirrit downloads other malicious
programs from a server and runs these programs; it can also manipulate system files.

The tag is: misp-galaxy:botnet="Pirrit"

Table 811. Table References

Links

https://lwww.bsi.bund.de/EN/Themen/Verbraucherinnen-und-Verbraucher/Cyber-
Sicherheitslage/Methoden-der-Cyber-Kriminalitaet/Botnetze/Steckbriefe-aktueller-

Botnetze/steckbriefe-aktueller-botnetze.htmi

Pitou

Pitou is a trojan for Windows devices. Its functions are to steal passwords and collect various pieces
of information about the mobile phone, such as its location and contacts.

The tag is: misp-galaxy:botnet="Pitou"

Table 812. Table References

Links

https://www.bsi.bund.de/EN/Themen/Verbraucherinnen-und-Verbraucher/Cyber-
Sicherheitslage/Methoden-der-Cyber-Kriminalitaet/Botnetze/Steckbriefe-aktueller-

Botnetze/steckbriefe-aktueller-botnetze.html

Prometei

Prometei is a cryptocurrency-mining botnet. Despite their activities being visible in logs, some
botnets successfully fly under detection teams' radar, possibly due to their small size or constant
development on the adversaryOs part. Prometei is just one of these types of networks that focuses on
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Monero mining.

The tag is: misp-galaxy:botnet="Prometei

Table 813. Table References

Links

https://blog.talosintelligence.com/prometei-botnet-and-its-quest-for-monero/

PrizeRAT

PrizeRAT is a trojan for Android devices. Its functions include unauthorised user tracking, stealing
passwords and the silent installation of additional applications without the userOs permission. As
the malware is part of the firmware of the device, it is not generally recognised by anti-virus
solutions for Android. The risk affects a limited group of mobile end devices made by Chinese

manufacturers for the low-price segment.
The tag is: misp-galaxy:botnet="PrizeRAT"

Table 814. Table References

Links

https://www.bsi.bund.de/EN/Themen/Verbraucherinnen-und-Verbraucher/Cyber-
Sicherheitslage/Methoden-der-Cyber-Kriminalitaet/Botnetze/Steckbriefe-aktueller-

Botnetze/steckbriefe-aktueller-botnetze.html

Pushlran

Pushlran is a potentially unwanted application (PUA) for Android devices. It displays additional
pop-ups and advertisements when the device is used. The app collects data from infected systems,
intercepts sensitive communication and passes this information to a remote attacker.

The tag is: misp-galaxy:botnet="Pushlran"

Table 815. Table References

Links

https://www.bsi.bund.de/EN/Themen/Verbraucherinnen-und-Verbraucher/Cyber-
Sicherheitslage/Methoden-der-Cyber-Kriminalitaet/Botnetze/Steckbriefe-aktueller-

Botnetze/steckbriefe-aktueller-botnetze.html

Pykspa

Pykspa is a piece of malware that can be used to remotely control infected systems. It also enables
attackers to download other malware or extract personal data. There are a number of versions of
this malware and it has been developed over a long period of time. Some of the most recent
versions of Pykspa are able to deactivate security systems such as anti-virus programs.
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The tag is: misp-galaxy:botnet="Pykspa"

Table 816. Table References

Links

https://www.bsi.bund.de/EN/Themen/Verbraucherinnen-und-Verbraucher/Cyber-
Sicherheitslage/Methoden-der-Cyber-Kriminalitaet/Botnetze/Steckbriefe-aktueller-
Botnetze/steckbriefe-aktueller-botnetze.html

Qsnatch

Qsnatch is a trojan for Linux devices that primarily attacks network drives manufactured by QNAP.
Its functions include stealing access data and opening backdoors to infected devices. Through this
backdoor, the attacker can gain access to the system and perform other actions. The malware is
capable of a wide range of attack types, from information theft to downloading other malware.

The tag is: misp-galaxy:botnet="Qsnatch"

Table 817. Table References

Links

https://www.bsi.bund.de/EN/Themen/Verbraucherinnen-und-Verbraucher/Cyber-
Sicherheitslage/Methoden-der-Cyber-Kriminalitaet/Botnetze/Steckbriefe-aktueller-
Botnetze/steckbriefe-aktueller-botnetze.html

Remaiten

Remaiten is malware which infects Linux on embedded systems by brute forcing using frequently
used default username and passwords combinations from a list in order to infect a system.
Remaiten combines the features of the Tsunami and LizardStresser (aka Torlus) malware families.
The command and control for Remaiten are handled by IRC communications. Additionally the
command and control is done by an actual IRC channel rather than only the IRC protocol. This is an
improvement over bots such as Tsunami and Torlus making Remaiten a greater threat than both
combined. To avoid detection, Remaiten tries to determine the platform of a device to download the
architecture-appropriate component from the command & control server. Once Remaiten infects a
device it is able to perform actions such as launching distributed denial of service attacks or
download more malware on a device.[5] Remaiten is able to scan and remove competing bots on a

system compromised by it.
The tag is: misp-galaxy:botnet="Remaiten"

Table 818. Table References

Links

https://en.wikipedia.org/wiki/Remaiten
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Retadup

Retadup is a worm affecting Windows machines primarily throughout Latin America. Its objective

is to achieve persistence on its victimsO computers, to spread itself far and wide and to install
additional malware payloads on infected machines. In the vast majority of cases, the installed
payload is a piece of malware mining cryptocurrency on the malware authorsO behalf. The French
law enforcement agency, National Gendarmerie, in 2019 announced the successful takedown of one
of the largest wide-spread RETADUP botnet malware and how it remotely disinfected more than
850,000 computers worldwide with the help of researchers.

The tag is: misp-galaxy:botnet="Retadup"

Table 819. Table References

Links

https://decoded.avast.io/janvojtesek/putting-an-end-to-retadup-a-malicious-worm-that-infected-

hundreds-of-thousands/

https://thehackernews.com/2019/08/retadup-botnet-malware.html

RootSTV

RootSTV is a trojan and downloader for Android devices, mainly SmartTVs. RootSTV downloads
additional malicious programs from a server and executes them without the userOs consent.

The tag is: misp-galaxy:botnet="RootSTV"

Table 820. Table References

Links

https://www.bsi.bund.de/EN/Themen/Verbraucherinnen-und-Verbraucher/Cyber-
Sicherheitslage/Methoden-der-Cyber-Kriminalitaet/Botnetze/Steckbriefe-aktueller-
Botnetze/steckbriefe-aktueller-botnetze node.html

Rovnix

Rovnix is a data-stealing trojan that spreads by email and infects Windows PCs. Initial versions of
the malware featured the extraction of data from compromised machines using unencrypted
comms but more recently this has evolved to feature encryption during broadcast. The malware
spread via e-mails infected with the Andromeda downloader. The infected attachment gets
executed by an unwary user and this in turn downloads and runs Rovnix. The whole attack is
designed to steal financial information, mainly credit card numbers. A new cluster of infections by
the Rovnix Trojan has infected more than 130,000 Windows computers in the UK alone.

The tag is: misp-galaxy:botnet="Rovnix"

Table 821. Table References

Links
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https://www.bsi.bund.de/EN/Themen/Verbraucherinnen-und-Verbraucher/Cyber-Sicherheitslage/Methoden-der-Cyber-Kriminalitaet/Botnetze/Steckbriefe-aktueller-Botnetze/steckbriefe-aktueller-botnetze_node.html

https://www.theregister.com/2014/11/06/rovnix_trojan_outbreak/

Slenfbot

Slenfbot was first discovered in 2007 and, since then, numerous variants have followed; each with
slightly different characteristics and new additions to the wormOs payload, such as the ability to
provide the attacker with unauthorized access to the compromised host. Slenfbot primarily spreads
by luring users to follow links to websites, which contain a malicious payload. Slenfbot propagates
via instant messaging applications, removable drives and/or the local network via network shares.
The code for Slenfbot appears to be closely managed, which may provide attribution to a single
group and/or indicate that a large portion of the code is shared amongst multiple groups. The
inclusion of other malware families and variants as well as its own continuous evolution, makes
Slenfbot a highly effective downloader with a propensity to cause even more damage to
compromised systems.

The tag is: misp-galaxy:botnet="Slenfbot"

Table 822. Table References
Links

https://en.wikipedia.org/wiki/Slenfbot

Stacheldraht

Stacheldraht is malware which performs a distributed denial-of-service (DDoS) attack. Stacheldraht
uses a number of different denial-of-service (DoS) attack methods, including Ping flood, UDP flood,
TCP SYN flood, and Smurf attack. Further, it can detect and automatically enable source address
forgery. Adding encryption, it combines features of Trinoo and of Tribe Flood Network. The
software runs on both Linux and Solaris.

The tag is: misp-galaxy:botnet="Stacheldraht"

Table 823. Table References
Links

https://en.wikipedia.org/wiki/Stacheldraht

Suppobox

Suppobox is a trojan that intercepts any network traffic connected with a monetary transaction
when users buy or sell products online. The malware focuses on auction websites.

The tag is: misp-galaxy:botnet="Suppobox"
Suppobox is also known as:

¥ Bayrob

¥ Nivdort
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Table 824. Table References

Links

https://www.bsi.bund.de/EN/Themen/Verbraucherinnen-und-Verbraucher/Cyber-
Sicherheitslage/Methoden-der-Cyber-Kriminalitaet/Botnetze/Steckbriefe-aktueller-
Botnetze/steckbriefe-aktueller-botnetze.html

Triada

Triada is a trojan for Android devices. TriadaOs primary function is to record text messages. For
example, it intercepts in-app purchases via text message and redirects payments made. Triada
downloads other malware from a server and runs these programs.

The tag is: misp-galaxy:botnet="Triada"
Triada is also known as:
¥ APK. Triada

Table 825. Table References
Links

https://www.bsi.bund.de/EN/Themen/Verbraucherinnen-und-Verbraucher/Cyber-
Sicherheitslage/Methoden-der-Cyber-Kriminalitaet/Botnetze/Steckbriefe-aktueller-
Botnetze/steckbriefe-aktueller-botnetze.html

Trinoo

Trinoo is a set of computer programs to conduct a DDoS attack. It is believed that trinoo networks
have been set up on thousands of systems on the Internet that have been compromised by remote
buffer overrun exploits.

The tag is: misp-galaxy:botnet="Trinoo"
Trinoo is also known as:
¥ trin00

Table 826. Table References
Links

https://en.wikipedia.org/wiki/Trinoo

Zemra

Zemra is a DDoS Bot which was first discovered in underground forums in May 2012. Zemra is
capable of HTTP and SYN Flood flooding and also has a simple Command & Control panel that is
protected with 256-bit DES encryption for communicating with its command and control (C&C)
server. Zemra also sends information such as Computer name, Language settings, and Windows
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https://www.bsi.bund.de/EN/Themen/Verbraucherinnen-und-Verbraucher/Cyber-Sicherheitslage/Methoden-der-Cyber-Kriminalitaet/Botnetze/Steckbriefe-aktueller-Botnetze/steckbriefe-aktueller-botnetze.html
https://en.wikipedia.org/wiki/Trinoo

version. It will send this data to a remote location on a specific date and time. It also opens a
backdoor on TCP port 7710 to receive commands from a remote command-and-control server, and
it is able to monitor devices, collect system information, execute files, and even update or uninstall
itself if necessary.

The tag is: misp-galaxy:botnet="Zemra"

Table 827. Table References
Links

https://en.wikipedia.org/wiki/Zemra

Ztorg

Ztorg is a trojan for Android devices. Its functions include unauthorised user tracking, stealing
passwords, the silent installation of additional applications without the userOs permission, and the
collection of data on the mobile phone, such as its location and contacts. Ztorg is a piece of malware
that opens a backdoor to an infected device. Through this backdoor, the attacker can gain access to
the system and perform other actions. The malware is capable of a wide range of attack types, from
information theft to downloading other malware.

The tag is: misp-galaxy:botnet="Ztorg"

Table 828. Table References
Links

https://www.bsi.bund.de/EN/Themen/Verbraucherinnen-und-Verbraucher/Cyber-
Sicherheitslage/Methoden-der-Cyber-Kriminalitaet/Botnetze/Steckbriefe-aktueller-
Botnetze/steckbriefe-aktueller-botnetze_node.html

Quad7

The tag is: misp-galaxy:botnet="Quad7"
Quad7 is also known as:
¥ 7777

Table 829. Table References
Links
https://www.team-cymru.com/post/botnet-7777-are-you-betting-on-a-compromised-router

https://gi7wOrm.medium.com/the-curious-case-of-the-7777-botnet-86e3464c3ffd

63256 botnet

The tag is: misp-galaxy:botnet="63256 botnet"

279


https://en.wikipedia.org/wiki/Zemra
https://www.bsi.bund.de/EN/Themen/Verbraucherinnen-und-Verbraucher/Cyber-Sicherheitslage/Methoden-der-Cyber-Kriminalitaet/Botnetze/Steckbriefe-aktueller-Botnetze/steckbriefe-aktueller-botnetze_node.html
https://www.bsi.bund.de/EN/Themen/Verbraucherinnen-und-Verbraucher/Cyber-Sicherheitslage/Methoden-der-Cyber-Kriminalitaet/Botnetze/Steckbriefe-aktueller-Botnetze/steckbriefe-aktueller-botnetze_node.html
https://www.bsi.bund.de/EN/Themen/Verbraucherinnen-und-Verbraucher/Cyber-Sicherheitslage/Methoden-der-Cyber-Kriminalitaet/Botnetze/Steckbriefe-aktueller-Botnetze/steckbriefe-aktueller-botnetze_node.html
https://www.team-cymru.com/post/botnet-7777-are-you-betting-on-a-compromised-router
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Table 830. Table References

Links

https://www.team-cymru.com/post/botnet-7777-are-you-betting-on-a-compromised-router

BadBox

According to BitSight, BADBOX is a large-scale cybercriminal operation selling off-brand Android
TV boxes, smartphones, and other Android electronics with preinstalled malware.

The tag is: misp-galaxy:botnet="BadBox"
View relationships graph

BadBox has relationships with:

¥ similar: misp-galaxy:malpedia="BADBOX" with estimative-language:likelihood-
probability="likely"

Table 831. Table References

Links

https://www.humansecurity.com/learn/blog/satori-threat-intelligence-disruption-badbox-2-0/

https://malpedia.caad.fkie.fraunhofer.de/details/apk.badbox

Branded Vulnerability

List of known vulnerabilities and attacks with a branding.

Branded Vulnerability is a cluster galaxy available in JSON format at this location
| The JSON format can be freely reused in your application or automatically enabled
in MISP.
authors
Unknown
Meltdown

Meltdown exploits the out-of-order execution feature of modern processors, allowing user-level
programs to access kernel memory using processor caches as covert side channels. This is specific
to the way out-of-order execution is implemented in the processors. This vulnerability has been

assigned CVE-2017-5754.

The tag is: misp-galaxy:branded-vulnerability="Meltdown"
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https://www.humansecurity.com/learn/blog/satori-threat-intelligence-disruption-badbox-2-0/
https://malpedia.caad.fkie.fraunhofer.de/details/apk.badbox
https://github.com/MISP/misp-galaxy/blob/master/clusters/branded-vulnerability.json
https://www.github.com/MISP/MISP

Spectre

Spectre exploits the speculative execution feature that is present in almost all processors in
existence today. Two variants of Spectre are known and seem to depend on what is used to
influence erroneous speculative execution. The first variant triggers speculative execution by
performing a bounds check bypass and has been assigned CVE-2017-5753. The second variant uses
branch target injection for the same effect and has been assigned CVE-2017-5715.

The tag is: misp-galaxy:branded-vulnerability="Spectre"

Heartbleed

Heartbleed is a security bug in the OpenSSL cryptography library, which is a widely used
implementation of the Transport Layer Security (TLS) protocol. It was introduced into the software
in 2012 and publicly disclosed in April 2014. Heartbleed may be exploited regardless of whether the
vulnerable OpenSSL instance is running as a TLS server or client. It results from improper input
validation (due to a missing bounds check) in the implementation of the TLS heartbeat extension,
thus the bugOs name derives from heartbeat. The vulnerability is classified as a buffer over-read,[5]
a situation where more data can be read than should be allowed.

The tag is: misp-galaxy:branded-vulnerability="Heartbleed"

Shellshock

Shellshock, also known as Bashdoor, is a family of security bugs in the widely used Unix Bash shell,
the first of which was disclosed on 24 September 2014. Many Internet-facing services, such as some
web server deployments, use Bash to process certain requests, allowing an attacker to cause
vulnerable versions of Bash to execute arbitrary commands. This can allow an attacker to gain
unauthorized access to a computer system.

The tag is: misp-galaxy:branded-vulnerability="Shellshock"

Ghost

The GHOST vulnerability is a serious weakness in the Linux glibc library. It allows attackers to
remotely take complete control of the victim system without having any prior knowledge of system
credentials. CVE-2015-0235 has been assigned to this issue. During a code audit Qualys researchers
discovered a buffer overflow in the _ nss_hostname_digits_dots() function of glibc. This bug can be
triggered both locally and remotely via all the gethostbyname*() functions. Applications have
access to the DNS resolver primarily through the gethostbyname*() set of functions. These functions
convert a hostname into an IP address.

The tag is: misp-galaxy:branded-vulnerability="Ghost"

Stagefright

Stagefright is the name given to a group of software bugs that affect versions 2.2 ("Froyo") and
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newer of the Android operating system. The name is taken from the affected library, which among

other things, is used to unpack MMS messages. Exploitation of the bug allows an attacker to
perform arbitrary operations on the victimOs device through remote code execution and privilege
escalation. Security researchers demonstrate the bugs with a proof of concept that sends specially
crafted MMS messages to the victim device and in most cases requires no end-user actions upon
message reception to succeedNthe user doesnOt have to do anything to OacceptO the bug, it happens
in the background. The phone number is the only target information.

The tag is: misp-galaxy:branded-vulnerability="Stagefright"

Badlock

Badlock is a security bug disclosed on April 12, 2016 affecting the Security Account Manager (SAM)
and Local Security Authority (Domain Policy) (LSAD) remote protocols[1] supported by Windows
and Samba servers.

The tag is: misp-galaxy:branded-vulnerability="Badlock"

Dirty COW

Dirty COW (Dirty copy-on-write) is a computer security vulnerability for the Linux kernel that
affects all Linux-based operating systems including Android. It is a local privilege escalation bug
that exploits a race condition in the implementation of the copy-on-write mechanism in the kernelOs
memory-management subsystem. The vulnerability was discovered by Phil Oester. Because of the
race condition, with the right timing, a local attacker can exploit the copy-on-write mechanism to
turn a read-only mapping of a file into a writable mapping. Although it is a local privilege
escalation, remote attackers can use it in conjunction with other exploits that allow remote
execution of non-privileged code to achieve remote root access on a computer. The attack itself
does not leave traces in the system log.

The tag is: misp-galaxy:branded-vulnerability="Dirty COW"

POODLE

The POODLE attack (which stands for "Padding Oracle On Downgraded Legacy Encryptio") is a
man-in-the-middle exploit which takes advantage of Internet and security software clients' fallback

to SSL 3.0. If attackers successfully exploit this vulnerability, on average, they only need to make
256 SSL 3.0 requests to reveal one byte of encrypted messages. Bodo Mdller, Thai Duong and
Krzysztof Kotowicz from the Google Security Team discovered this vulnerability; they disclosed the
vulnerability publicly on October 14, 2014 (despite the paper being dated "September 2014" ). lvan
Ristic does not consider the POODLE attack as serious as the Heartbleed and Shellshock attacks. On
December 8, 2014 a variation of the POODLE vulnerability that affected TLS was announced.

The tag is: misp-galaxy:branded-vulnerability="POODLE"
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BadUSB

The OBadUSBO vulnerability exploits unprotected firmware in order to deliver malicious code to
computers and networks. This is achieved by reverse-engineering the device and reprogramming it.
As the reprogrammed firmware is not monitored or assessed by modern security software, this
attack method is extremely difficult for antivirus/security software to detect and prevent.

The tag is: misp-galaxy:branded-vulnerability="BadUSB"

ImageTragick

The tag is: misp-galaxy:branded-vulnerability="ImageTragick"

Blacknurse

Blacknurse is a low bandwidth DDoS attack involving ICMP Type 3 Code 3 packets causing high CPU
loads first discovered in November 2016. The earliest samples we have seen supporting this DDoS
method are from September 2017.

The tag is: misp-galaxy:branded-vulnerability="Blacknurse"

SPOILER

SPOILER is a security vulnerability on modern computer central processing units that uses
speculative execution to improve the efficiency of Rowhammer and other related memory and
cache attacks. According to reports, all modern Intel CPUs are vulnerable to the attack. AMD has
stated that its processors are not vulnerable.

The tag is: misp-galaxy:branded-vulnerability="SPOILER"

Table 832. Table References
Links
https://arxiv.org/pdf/1903.00446v1.pdf

https://appleinsider.com/articles/19/03/05/new-spoiler-vulnerability-in-all-intel-core-processors-
exposed-by-researchers

<a href="https://lwww.overclock3d.net/news/cpu_mainboard/spoiler_alert_-
<em>intel_cpus_impacted_by new_vulnerability/1">https://www.overclock3d.net/news/cpu_mainb
oard/spoiler_alert</em>-_intel _cpus_impacted_by new_vulnerability/1</a>

https://www.1e.com/news-insights/blogs/the-spoiler-vulnerability/

https://lwww.bleepingcomputer.com/news/security/amd-believes-spoiler-vulnerability-does-not-
impact-its-processors/
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BlueKeep

A Owormable® critical Remote Code Execution (RCE) vulnerability in Remote Desktop Services that
could soon become the new go-to vector for spreading malware

The tag is: misp-galaxy:branded-vulnerability="BlueKeep"

Table 833. Table References
Links

https://www.welivesecurity.com/2019/05/22/patch-now-bluekeep-vulnerability/

Cert EU GovSector

Cert EU GovSector.

Cert EU GovSector is a cluster galaxy available in JSON format at  this location The
JSON format can be freely reused in your application or automatically enabled in

MISP.
authors

Various
Constituency

The tag is: misp-galaxy:cert-eu-govsector="Constituency"

EU-Centric

The tag is: misp-galaxy:cert-eu-govsector="EU-Centric"

EU-nearby

The tag is: misp-galaxy:cert-eu-govsector="EU-nearby"

World-class

The tag is: misp-galaxy:cert-eu-govsector="World-class"

Unknown

The tag is: misp-galaxy:cert-eu-govsector="Unknown"
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Outside World

The tag is: misp-galaxy:cert-eu-govsector="Outside World"

China Defence Universities Tracker

The China Defence Universities Tracker is a database of Chinese institutions engaged in military or
security-related science and technology research. It was created by ASPIOs International Cyber
Policy Centre..

China Defence Universities Tracker is a cluster galaxy available in JSON format at
this location ~ The JSON format can be freely reused in your application or
automatically enabled in ~ MISP.

authors

Australian Strategic Policy Institute

Academy of Military Science (hi5jklOOmnop)

AMS is responsible for leading and coordinating military science for the whole military. AMS is
involved in not only the development of theory, strategy, and doctrine but also advancing national
defense innovation. Pursuant to the PLA reforms, AMS has undergone dramatic changes starting in
June 2017. At a July 2017 ceremony marking the AMSOs reorganisation, Xi urged the AMS to
construct a Oworld-class military scientific research institution.O Through the National Defence
Science and Technology Innovation Institute, the AMS is pursuing research in cutting-edge
technologies including unmanned systems, artificial intelligence, biotechnology and quantum
technology.

The tag is: misp-galaxy:china-defence-universities="Academy of Military Science (hi5jkl0Omnop)"

Table 834. Table References
Links

https://unitracker.aspi.org.au/universities/academy-of-military-science

Aero Engine Corporation of China (higrstuvwxyz{)

AECC is a leading producer of aircraft parts for the PeopleOs Liberation Army (PLA), having
separated from its parent company the Aviation Industry Corporation of China (AVIC) in 2016. The
company reports having 27 affiliated or subordinate companies, three major listed companies, and
84,000 staff. AVIC and the Commercial Aircraft Corporation of China (also known as COMAC) are
major shareholders in AECC.AECCOs main products include aircraft engines, combustion gas
turbines, and transmission systems. AECC also develops aircraft power units, helicopter drive
systems, monocrystalline blades, turbine disks, and graphene.AECC was established in order to
improve ChinaOs capability in developing domestically built aircraft engines as part of the OMade in
China 20250 program. A priority is strengthening its supply chains within China. Though
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indigenously developed engines have proven challenging for AECC, the company had purported
success in providing thrust vector control technology for the J-10B fighter jet.

The tag is: misp-galaxy:china-defence-universities="Aero Engine Corporation of China
(higrstuvwxyz{)"

Table 835. Table References
Links

https://unitracker.aspi.org.au/universities/aero-engine-corporation-of-china

Air Force Command College (hi5jklOrO|}op)

The PLA Air Force Command College in Beijing is considered the PLA Air ForceOs Opeak institution
for educating mid-rank and senior officersO for command posts across the service. The college has a
long history and was initially established in Nanjing during the early years of the PeopleOs Republic

in 1958.The Air Force Command College offers a range of degree programmes, mainly at the
postgraduate level, including training in military disciplines such as military history, strategy, and
tactics. It has published research on control science and radar. The collegeOs other specialties
include battlefield command, military operations as well as politicalbideological education.

The tag is: misp-galaxy:china-defence-universities="Air Force Command College (hi5jkl0rO[}op)"

Table 836. Table References
Links

https://unitracker.aspi.org.au/universities/air-force-command-college

Air Force Communication NCO Academy
(hi5jkloro~ AAoC)

The Air Force Communications Officers Academy is the PLAOs premier institution for the training of
non-commissioned officers in communications systems and security. Established in 1986 as the
Dalian Communications NCO College, the institution was renamed after Xi JinpingOs military
reforms in 2017. The academyOs areas of research include command automation and satellite
communications, along with wired and wireless communications.

The tag is: misp-galaxy:china-defence-universities="Air Force Communication NCO Academy
(hi5jkloro~ AAoC)"

Table 837. Table References
Links

https://unitracker.aspi.org.au/universities/air-force-communications-officers-college
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Air Force Early Warning Academy (hi5jklorOENop)

The Air Force Early Warning Academy is Qan institution that trains military personnel from the PLA
Air Force and NavyOs radar and electronic warfare units in command, engineering and technology®
that was established after the amalgamation of the Air Defence Academy and Radar College in 1958.
As such, the Air Force Early Warning Academy focuses its research on radar engineering,
information command systems engineering, networked command engineering, and early warning
detection systems.

The tag is: misp-galaxy:china-defence-universities="Air ~Force Early Warning Academy

(hi5jklOrOENop)"

Table 838. Table References
Links

https://unitracker.aspi.org.au/universities/air-force-early-warning-academy

Air Force Engineering University (hi5jklor0OTUo)

The Air Force Engineering University (AFEU) is one of the PLAOs five comprehensive universities
alongside NUDT, Naval Engineering University, PLA Information Engineering University and Army
Engineering University. It trains students in a variety of engineering and military disciplines
related to air combat. AFEU currently has around 8,000 students, including 1,600 postgraduate
students. Its priority areas include technical studies in information and communication systems
engineering as well as in social sciences such as in professional military training. Research into
unmanned aerial vehicle technology is another important area of research at the university. In
2017, ChinaOs Ministry of Education ranked AFEU equal fourth for armament science out of nine
universities, only awarding it a B- grade for the discipline.Colleges under AFEU include:

The tag is: misp-galaxy:china-defence-universities="Air = Force  Engineering  University

(hi5jKIOr0OTUo)"

Table 839. Table References
Links

https://unitracker.aspi.org.au/universities/air-force-engineering-university

Air Force Flight Academy Shijiazhuang (r0aaaQMop)

Air Force Flight Academy Shijiazhuang (M TvMI@44)

The tag is: misp-galaxy:china-defence-universities="Air Force Flight Academy Shijiazhuang

(r0dadQMop)"

Table 840. Table References
Links

https://unitracker.aspi.org.au/universities/air-force-flight-academy-shijiazhuang
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Air Force Harbin Flight Academy (r0adaQMop)

The Academy is home to the Air Force Harbin Flight Academy Simulation Training Center, 2,500m2
large-scale aircraft simulator where students can train in simulated transport and bomber aircraft.
The Academy hopes to continue developing the Simulation Training Center into a Olaboratory for air
operations,O including advanced trainings like simulated tactical confrontations.

The tag is: misp-galaxy:china-defence-universities="Air Force Harbin Flight Academy (r0adaQMop)"

Table 841. Table References
Links

https://unitracker.aspi.org.au/universities/air-force-harbin-flight-academy

Air Force Logistics University (hi5jkl0OrOcéop)

The Air Force Logistics University is an institution devoted to the study of command, management
and technology for the PLA, established in Shanxi by the Central Military Commission in 1954. The
university focusses its research on Omanagement engineeringd® for military equipment such as
weaponry and aircraft fuel and also maintains research programmes on air battle command and
personnel management.

The tag is: misp-galaxy:china-defence-universities="Air Force Logistics University (hi5jklOrO¢céop)"

Table 842. Table References
Links

https://unitracker.aspi.org.au/universities/air-force-logistics-university

Air Force Medical University (hi5jkloro0eUo)

The Air Force Medical University, also known as the Fourth Military Medical University, is the PLAOs
premier institution for research into medical and psychological sciences, having been placed under
command of the Air Force after Xi JinpingOs military reforms in 2017. Its major areas of study are
medical and psychological sciences tailored for personnel engaging in air and space operations,
military preventative medicine and various other forms of clinical research.The Air Force Medical
University conducts significant amounts of psychological research. Scientists from the Air Force
Medical University have written studies on suicide, mental health across China, and mental health
in military universities. The universityOs scientists have also looked at the extent to which
mindfulness training can reduce anxiety for undergraduates at military universities, and at how
fear induced by virtual combat scenarios impacts decision-making. This indicates that the
university is interested in issues of troop morale and decision-making in high-stress situations.
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Air Force Research Institute (hi5jklOrOéép)

The Air Force Research Institute is an air force scientific research institute, the successor to the Air

Force Equipment Academy (M U6Q &), that was established in 2017.EThe institute runs the Key

Laboratory of Complex Aviation System Simulation (€6LM-CNy'[i(fAME) and carries out research on
areas such as aircraft design, flight control, guidance and navigation, and electronic
countermeasures.
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Air Force XiOan Flight Academy (hi5jklOr0iiQMop)

Created upon the merger of the PLA Air ForceOs Second and Fifth Flight Academies in 2011, the Air
Force XiOan Flight Academy specialises in training airmen in aviation while passing on the PLAOs
Orevolutionary traditionsO. It remains Oone of the Air ForceOs three advanced institutions in air
combat, and is known to train the PLA Air ForceOs JJ-7 fighter pilots. Given this focus on training, the
institution engages in little scientific research.
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Anhui University (itUo)

Anhui University is overseen by the Anhui Provincial Government. In January 2019, defence
industry agency SASTIND and the Anhui Provincial Government signed an agreement to jointly
develop Anhui University. This agreement with SASTIND suggests that the university will increase
its role in defense research in the future.
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Army Academy of Armored Forces (hi5jkl0i0Onooop)

The Army Academy of the Armored Forces is ChinaOs lead institute responsible for training and
research for armoured combat. This includes a focus on tank warfare, mechanised artillery and
infantry operations. The academy offers training in Oarmored combat command, surveillance and
intelligence, operational tacticsO as well as in engineering disciplines relevant to operations
involving the PLA Ground Force®s armoured corps, such as materials science, mechanical
engineering, electrical engineering and automation, communications engineering, weapons
systems engineering and photoelectric information science.
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Army Academy of Artillery and Air Defense
(hi5jkl0T0606rdop)

The Army Academy of Artillery and Air Defense is an institution devoted to training artillery and
air defence officers in the PLA Ground Force. Its areas of focus include electrical engineering and

automation, munitions engineering and explosives technology, radar engineering, and missile
engineering.
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Army Academy of Border and Coastal Defense
(hi5jkl0i06!op)

With a history dating back to 1941, the Army Academy of Border and Coastal Defense is the only
institution of higher education devoted to training PLA Ground Force personnel in border and
coastal defence operations. Its subjects of focus include firepower command and control
engineering, and command information systems engineering.
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Army Aviation College (hi5jkl0i0Ogroop)

The Army Aviation College is the PLAOs institution responsible for training mid-career helicopter
pilots from the PLA Air Force and aviation officers from the PLA Ground Force.EThe collegeOs
subject areas include aircraft and engine design, aviation communications and air defence systems,
flight radar maintenance engineering, and combat aircraft maintenance engineering.
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Army Engineering University (hi5jkl0i0OTUo)

The Army Engineering University was established in 2017 following the abolition of the PLA
University of Science and Technology. The university is devoted to research on Oengineering,
technology and combat command systemsO for the PLA Land Force.The universityOs areas of
research include:
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Army Infantry Academy (hi5jkl0i0U00p)

The Army Infantry Academy is a higher education institution in China devoted to providing

elementary training in command for infantry soldiers in the PLA Ground Force. The academy
teaches courses in operational disciplines such as command information systems engineering,
armored vehicles engineering and weapons systems engineering. As well as providing formal
teaching, the Army Infantry Academy also provides oversight for training exercises and electronic

warfare simulations.
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Army Medical University (hi5jkl0i00&Uo)

The PLA Army Medical University, formerly known as the Third Military Medical University, is a
medical education university affiliated with the PLA Ground Force. It was formed in 2017 through a
merger with the PLA Western Theater Command Urumgi Comprehensive Training BaseOs Military
Medical Training Brigade and the Tibet Military RegionOs Eighth Hospital. The Army Medical
University includes six national key laboratories and 32 Ministry of Education or military key
laboratories. It has won military awards for science and technology progress and seven national
science and technology prizes.
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Army Military Transportation Academy
(hi5jklOT00OmMu~op)

The Army Military Transport Academy is a higher education institution devoted to training PLA

Ground Force personnel in military transport and logistics. The academy focusses on military
transport command engineering, command and automation engineering, ordnance engineering,
and armament sustainment command.

The tag is: misp-galaxy:.china-defence-universities="Army Military Transportation Academy
(hi5jklOT00OMu~op)"

Table 854. Table References
Links

https://unitracker.aspi.org.au/universities/army-military-transportation-academy-2

Army Research Institute (hi5jkl0i0&ép)

The Army Research Institute is an institution devoted to advanced defence research with
applications to land warfare. The institute engages in a variety of defence research including radar
technology, lasers, and hybrid electric vehicles. Researchers from the institute are known to have
collaborated with partners from ChinaOs civilian universities in areas such as advanced
manufacturing and automatic control, and laser technology.The Army Research Institute
collaborates with civilian companies as part of ChinaOs military-civil fusion program. For example,
General Guo Guangsheng from the Army Research Institute made a visit to Hong Run Precision
Instruments Co. Ltd. (OP]jQIARZ[) on 24 August 2019 to assess how the company was performing in
its military-civil fusion activities. Researchers from the Army Research Institute have also been
involved in the product design and development of dual-use automobiles as part of a military-civil
fusion project called OResearch, Development and Commerialisation of Advanced Off-road
Passenger VehiclesO (1'? @3018«%SAN\Q~]VVr). The project included research into vehicles such as the
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BJ80 military and civilian off-road passenger vehicles as well as the BJ40L off-road vehicle.
The tag is: misp-galaxy:china-defence-universities="Army Research Institute (hi5jkl0i0&&p)"
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Army Service Academy (hi5jkl0i0&0op)

The Army Service Academy is an institution of higher education in the PLA devoted to training
personnel in a variety of logistics disciplines. The logistics disciplines taught at the academy
include: fuel logistics, military facility management, military procurement management, and
integrated logistics management. Its areas of focus for defence research include military energy
engineering, defence engineering, and management science and engineering.
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Army Special Operations Academy (hi5jklOT00U j¢op)

The academyOs key subjects include special operations command, surveillance and intelligence, and
command information systems engineering.
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Aviation Industry Corporation of China
(higrO£vwxyz{)

AVIC is a state-owned defence conglomerate established in 2008 that focuses on providing
aerospace products for military and civilian customers. AVICOs main product lines include a variety

of aircraft for freight, commercial and military aviation along with other more specialised products

such as printed circuit boards, liquid crystal displays and automotive parts, according to
Bloomberg. AVIC also provides services to the aviation sector through flight testing, engineering,
logistics and asset management.The conglomerate has over 400,000 employees and has a
controlling share in around 200 companies. AVIC has over 25 subsidiaries listed on its website.AVIC

is the PLA Air ForceOs largest supplier of military aircraft, producing fighter jets, strike aircraft,
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unmanned aerial vehicles and surveillance aircraft. Along with its core work on military aircraft,
AVIC also produces surface-to-air, air-to-surface and air-to-air missiles. Its headline projects include
the J-10 and the J-11 fighter aircraft. AVICOs subsidiary, the Shenyang Aircraft Corporation, was
responsible for delivery of the J-15 fighter. Another subsidiary of AVIC, the Chengdu Aerospace
Corporation, developed the PLA-AFOs J-20 stealth fighter jet.

The tag is: misp-galaxy:china-defence-universities="Aviation Industry Corporation of China
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Aviation University of Air Force (hi5jklOrOqrUo)

AUAF is one of ChinaOs main institutions devoted to the training of air force pilots. Its areas of focus
are training in flight command and research into aeronautical engineering. Disciplines taught at
AUAF include command science and engineering, aerospace science and technology as well as
political work and military command.AUAF scientists publish and attend conferences on radar
technology and electronic countermeasures. For example, scientists from AUAFOs Information
Countermeasures Division co-authored a publication on radar target recognition with a researcher
from the PLAOs Unit 94936 B an aviation unit stationed in Hangzhou. AUAF scientists have also done
notable work on complex systems radar and signal pre-sorting.
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Beihang University (eaqrg¥Uo)

Beihang University engages in very high levels of defence research as one of the OSeven Sons of
National DefenceQ® subordinate to the Ministry of Industry and Information Technology. The
university specialises in aviation and spaceflight research. The top four employers of Beihang
graduates in 2018 were all state-owned missile or defence aviation companies. In total, 29% of 2018
Beihang graduates who found employment were working in the defence sector.Beihang scientists
are involved in the development of Chinese military aircraft and missiles. In 2018, the university
signed a comprehensive strategic cooperation agreement with China Aerospace Science and
Technology Corporation, a state-owned conglomerate that produces ballistic missiles and satellites.
The university is also noteworthy for its leading research on stealth technology.Beihang hosts at
least eight major defence laboratories working on fields such as aircraft engines, inertial navigation
and fluid dynamics.
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Beijing Electronic Science and Technology Institute
(ex8n"op)

BESTI is a secretive university that trains information security experts for the bureaucracy. The
institute is the only university run by the CCP General Office, which manages administrative
matters for the Central Committee. The General Office is usually run by one of the general
secretaryOs most trusted aides. It oversees ChinaOs cryptographic and state secrets agency as well as
security for the partyOs leadership.BESTI has a student population of around 2,000 and has strict
admission requirements. Students at the university are scrutinized for their political beliefs, and

are typically CCP or Communist Youth League members. The activities of their relatives are
screened for political issues. Having no parents or siblings who worked abroad or were involved in
Oillegal organisationsO is a condition of enrolment. The institute claims to count 50 ministerial-level
party officials among its 12,000 graduates.BESTI has a close relationship with Xidian University and
Beijing University of Posts and Telecommunications. The two universities are its primary
collaborators on scientific papers. BESTI runs joint masterOs programs with Xidian University in
cryptography, information and communication engineering, and computer applications technology.

It also has joint doctoral programs with the University of Science and Technology of China and
Beijing University of Posts and Telecommunications in cybersecurity. The university runs the Key
Laboratory of Information Security (ID«—iAME/ID«-)Y4jiTAME). Several websites claim that it runs a
joint laboratory with the Chinese Academy of Sciences Institute of High Energy Physics, but this
could not be confirmed.
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Beijing Institute of Technology (ea©0OUo)

BIT is one of the OSeven Sons of National DefenceO supervised by MIIT. It is a leading centre of
military research and one of only fourteen institutions accredited to award doctorates in weapons
science. In 2017, ChinaOs Ministry of Education ranked BIT and Nanjing University of Science and
Technology as the countryOs top institutions for weapons science. It has received the most defence
research prizes and defence patents out of all ChinaOs universities. 31.80% of BIT graduates in 2018
who found employment were working in the defence sector.BITOs claimed achievements include
producing the PRCOs first light tank, first two-stage solid sounding rocket and first low-altitude
altimetry radar. The university also states that it carries out world-class research on several areas

of missile technology including Oprecision strikes, high damage efficiency, maneuver penetration,
long-range suppression, and military communications systems and counter-measuresO. In 2018, BIT
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announced that it was running a four-year experimental program training some of ChinaOs top high

school students in intelligent weapons systems.BIT is the chair of the B8 Cooperation Innovation
Alliance (B8ThUT,V or :'WiThU¥,V), a group of eight Chinese research institutions that specialize in
weapons scienceNthe OBO in OB8O stands for Chinese work for armaments, binggi (Wi).BITOs central
role in advancing PLA warfighting capability is demonstrated by the fact that it participated in the
development of equipment used by 22 of the 30 squads in the 2009 military parade for the 60th
anniversary of the founding of the PRC.
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Beijing University of Chemical Technology (e220OU0)

BUCT is subordinate to the Ministry of Education. The university engages in high levels of defence
research. In 2016, the Ministry of Education and defence industry agency SASTIND agreed to jointly
construct BUCT, a move designed to expand its involvement in defence research.Between 2011 and
2015, the universityOs spending on defence research reached RMB272 million (AUD56 million),
approximately 15% of the universityOs research spending and an increase of around 50% over the
previous five years.BUCT specialises in the development and application of critical materials for the
defence industry. Its research on carbon fibres has been applied to the aerospace industry.BUCT
holds secret-level security credentials, allowing it to participate in classified defence and weapons
technology projects.
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Beijing University of Posts and Telecommunications
(en«|Uo)

BUPT is subordinate to the Ministry of Education in addition to being jointly constructed by the
Ministry of Industry and Information Technology. BUPT is one of eight Chinese universities known

to have received top-secret security credentials. Since its establishment, the university has focused
on information engineering and computer science, and has continued to produce important
defence and security technology research.The School of Cyberspace Security is home to one of the
universityOs two defence laboratoriesNthe Key Laboratory of Network and Information Attack &
Defense Technology of Ministry of EducationNwhich carries out research for the Chinese military
related to cyber attacks.BUPT is a member of several military-civilian fusion (MCF) alliances and
has been awarded for its contributions to MCF and the PLA. During the past three years, major
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employers of BUPT graduates include the Ministry of State Security, the Ministry of Public Security
and MIIT. This suggests a close relationship between BUPT and ChinaOs security and intelligence
agencies.
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Central South University (h-Uo)

Out of all universities subordinate to the MOE, CSU reportedly receives the most military research
funding and was the first to receive a weapons production license. In 2008 and 2011 respectively,
the defence industry agency SASTIND and the Ministry of Education (MOE) signed agreements to
jointly supervise CSU. Under this arrangement, SASTIND committed to expanding CSUOs
involvement in defence research and support the development of its School of Aeronautics and
Astronautics and Military Industry Technology Research Institute. CSUOs defence research appears
to focus on metallurgy, materials science, and aviation technology, including the development of
heat-resistant materials for aeroplane and rocket engines. The university has been involved in the
development of ChinaOs first atomic bomb, first intermediate-range ballistic missile, and first
nuclear submarine. In 2018, it signed a strategic cooperation agreement with the Chinese Academy
of Launch Vehicle Technology, a subsidiary of China Aerospace Science and Technology Corporation
that is included on the US BIS Entity List for its involvement in developing rockets.
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Changchun University of Science and Technology
(-®@©0Uo)

CUST is primarily supervised by the Jilin Provincial Government but has also been under the
administration of SASTIND and its predecessors for over 30 years over its history. The university
specialises in photoelectric technology and has a strong focus on defence research. CUST describes
itself as having Osafeguarding national defence as its sublime responsibility and sacred
mission.OCUST is a member of the B8 Cooperation Innovation Alliance (B8ThUY,V or 'WiThUT,V), a
group of eight Chinese research institutions that specialize in armaments scienceNthe OBO in OB8O
stands for Chinese work for armaments, binggi (W1). In April 2018, CUST established the School of
Artificial Intelligence (x|é"a44) and the Artificial Intelligence Research Institute (x|é"Q a ). CUST
researchers working on Al are likely involved in research related to facial recognition technology.
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China Aerodynamics Research and Development
Center (hir t°éé+szh3)

CARDC claims to be ChinaOs largest aerodynamics research and testing base. It hosts the State Key
Laboratory of Aerodynamics (MX-Ua'vifaAME), which includes five wind tunnels and a large computer
cluster. CARDC is heavily involved in research on hypersonics.While CARDC is a military unit, its
website does not mention this. The PLA officers leading the facility are instead pictured on its
website in civilian clothes(pictured: CARDC director, Major General Fan Zhaolin (¢, YZ) in uniform
(above) and in civilian attire on CARDCOs website (below).
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China Aerospace Science and Industry Corporation
(hig¥nOvwxyz{)

CASIC specialises in defence equipment and aerospace products, particularly short- and medium-
range missiles. CASIC is a leading provider to the Chinese military of high-end capabilities such as
air-defence, cruise, and ballistic missile systems along with space launch vehicles, micro-satellites
and anti-satellite interceptors, according to Mark Stokes and Dean Cheng. CASIC employs over
146,000 employees and is on the Fortune 500 list with revenue exceeding USD37 billion (AUD55
billion).Although defence products form part of CASICOs main product line, the company also
produces products for civilian customers such as electronics, communications equipment and
medical equipment. Nevertheless, CASIC claims that it Owill always uphold its core value of ranking
national interests above all®, which indicates that civilian products receive less priority than
defence equipment.
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China Aerospace Science and Technology Corporation
(nig¥n“vw)

CASC was established in 1999 as a defence aerospace conglomerate. The company is primarily
focused on Odeveloping carrier rockets, various kinds of satellites, E and tactical missile systems.O
With revenues nearing USD38 billion (AUD55 billion), CASC employs nearly 180,000 personnel and
is on the Fortune 500 list.PLA experts Mark Stokes and Dean Cheng have noted that CASCOs main
products for the PLA include Oballistic missiles and space launch vehicles, large solid rocket motors,
liquid fuelled engines, satellites, and related sub-assemblies and components.O The Federation of
American Scientists claims CASC is particularly advanced in high-energy propellant technology,
satellite applications, strap-on boosters and system integration.CASC maintains an investment
business which may be geared towards civilian purposes, according to Bloomberg. The Federation
of American Scientists notes that some civilian product lines for CASC include Omachinery,
chemicals, communications equipment, transportation equipment, computers, medical care
products and environmental protection equipment.OCASC oversees multiple research academies,
which have been separately identified by Mark Stokes and Dean Cheng and by the Nuclear Threat
Initiative.The Nuclear Threat Initiative has identified that CASC has the following subordinate
companies:
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China Coast Guard Academy (hi5j iNpX{!Nop)

The China Coast Guard Academy is an institution of higher learning that trains personnel for entry
into ChinaOs maritime border defence agency. The academy teaches conducts research and training
in maritime law enforcement, warship technology as well as surveillance and intelligence
disciplines.The China Coast Guard Academy established the Large Surface Vessel Operation and
Simulation Laboratory (WX[\"ONYAME) in 2016, which focuses on the development of white-hulled
boats for the China Coast Guard.
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China Electronics Corporation (hi;8 - £vwxyz{)

CEC is a state-owned conglomerate that produces dual-use electronics. The company was
established in 1989 to produce semi-conductors, electronic components, software and

299


https://unitracker.aspi.org.au/universities/china-aerospace-science-and-technology-corporation
https://unitracker.aspi.org.au/universities/china-coast-guard-academy

telecommunications products. The company describes itself as a defence industry
conglomerate.CEC is one of ChinaOs largest companies with nearly 120 thousand employees.ECEC
claims to hold 22 subordinate enterprises and 14 listed companies.EGlobal Security has provided a
list of CECOs 36 member companies in English.CEC is divided into two operational groups. First is
the China Electronics Party Institute (:'¢c+]"), which provides disciplinary oversight and organises
communist party activities within CEC. Second is the Science and Technology Committee (Pa;u@yU),
which is responsible for research and development within CEC.CECOs defence electronics are
developed by the Military Engineering Department ( | ) within CECOs Science and Technology
Committee. Key defence electronics produced by CEC include tracking stations, radar technology, as
well as command and control systems. The company maintains its own office for the management

of classified information related to defence research. The Federation of American Scientists has
identified CECOs defence-related enterprises on a list that can be found here.
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China Electronics Technology Group Corporation
(hi;8n"vwz{)

CETC is a state-owned defence conglomerate that specialises in dual-use electronics. The company
was established in 2002 by bringing dozens of research institutes administered by the Ministry of
Information Industry, the predecessor to the Ministry of Industry and Information Technology,
under one umbrella.CETC is one of the worldOs largest defence companies. It claims to have 523
subordinate units and companies and 160,000 employees.CETC divides its defence electronics
products into seven categories: air base early warning, integrated electronic information systems,
radar, communication and navigation, electronic warfare, UAVs and integrated IFF (identification,
friend or foe). CETC also provides technology used for human rights abuses in Xinjiang, where
approximately 1.5m are held in re-education camps.Several CETC research institutes and
subsidiaries have been added to the US GovernmentOs entity list, restricting exports to them on
national security grounds. CETC has been implicated by the US Department of Justice in at least
three cases of illegal exports.CETC has a large international market and has also expanded its
international research collaboration in recent years. It has a European headquarters in Graz,
Austria, and has invested in the University of Technology Sydney.
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China National Nuclear Corporation (hitO£vwxyz{)

CNCC is the leading state-owned enterprise for ChinaOs civilian and military nuclear programs. It
consists of more than 200 subordinate enterprises and research institutes, many of which are listed
on the Nuclear Threat Initiative website. In 2018, CNNC took over ChinaOs main nuclear
construction company, China Nuclear Engineering and Construction Group (:'5|V¢ésp).The
company is organized into eight industrial sectors, including nuclear power, nuclear power
generation, nuclear fuel, natural uranium, nuclear environmental protection, application of
nuclear technologies, non-nuclear civilian products and new energy sources.ECNNC is mainly
engaged in research and development, design, construction and production operations in the fields
of nuclear power, nuclear fuel cycle, nuclear technology application, and nuclear environmental
protection engineering.Because of the dual-use nature of nuclear technologies, the nuclear industry

is a typical military-civil fusion industry. Naval nuclear power technology and nuclear reactor
technology in the reactor core, fuel assembly, safety and security, and radioactive waste treatment
all use the same or very similar processes. In March 2019, CNNC established an military-civil fusion
fund dedicated to dual-use nuclear technology research and design.Two CNNC subsidiaries have
been added to the US GovernmentOs Entity List, restricting exports to them on national security
grounds.CNNC has cooperated with U.S. Westinghouse Electric to construct AP1000 nuclear power
plants. The company also has a significant overseas presence, signing agreements for joint research
with U.S., French, Canadian, U.K., Russian and Argentinian companies.
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China North Industries Group (hio°O£vwz{)

Norinco Group was established in 1999 as a state-owned defence conglomerate devoted to the
development and production of armaments for Chinese and foreign defence customers. Its main
defence products include artillery and tear gas, air defence and anti-missile systems, anti-tank
missiles and precision-guided munitions as well as armoured vehicles such as main battle tanks
and infantry combat vehicles. Bloomberg reports that Norinco GroupOs civilian products include
various engineering services and heavy-duty construction equipment. Norinco Group employs over
210,000 personnel, has revenues exceeding US$68.8 billion and is listed on the Fortune 500.Norinco
Group has hundreds of subsidiaries and subordinate research institutes in China and around the
world that have been catalogued by the International Peace Information Service and Omega
Research Foundation in their working paper on the company and on Norinco GroupOs
website.Norinco GroupOs Institute of Computer Application Technology (:'Wi|V6_RY4(;uQ™ &) was one
of the first adopters of internet technology and remains a leading company for research into
network security. The institute hosts four internet research centres and is reported to work with the
National Administration for State Secrets Protection ('v¥4j’) on the Information Security and Testing
and Evaluation Centre (ijiD-C«—Y4j+a:l).
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China PeopleOs Police University (hi5jNpUo)

The China PeopleOs Police University is an institution of higher learning devoted to training active
duty police officers and firefighters in command and management as well as specialist technical
officers. The curriculum is separated into two main streams, one for police officers and the other
for firefighters. Its police disciplines include immigrant management, entry-exit and border control
management, security intelligence, cyber-security, and political work. Its firefighting disciplines
include firefighting engineering, electronic information engineering, and nuclear and biochemical
fire control.Research facilities at the university include:
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China Shipbuilding Industry Corporation
(hi»Ya20vwxyz{)

CSIC was established as one of ChinaOs primary state-owned defence companies on 1 July 1999. CSIC
is the PLA NavyOs largest supplier of weapons platforms, accounting for nearly 80 per cent of all
armaments. CSICOs signature products include conventional and nuclear submarines, warships and
torpedoes, as well as the Liaoning aircraft carrier program.CSIC maintains a civilian shipbuilding
program alongside its program of supplying the PLA Navy. CSICOs civilian work includes the
production of oil and chemical tankers, container ships, bulk carriers and engineering ships.On 2

July 2019, it was announced that CSIC and the China State Shipbuilding Corporation would merge.
According to Janes Defence Weekly, Othe two groups, which have combined assets of about USD120
billion and employ 240,000 people, dominate naval shipbuilding in China and between them
operate 160 subsidiaries.O Nikkei has listed some of CSICOs main subsidiaries here.
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China South Industries Group (hio°n%avwxyz{)

CSGC is a leading producer of armaments for the PeopleOs Liberation Army.Elt was founded in 1999
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and works on technologies such as advanced munitions, mobile assault weapons, lights armaments,
information optoelectronics and counter-terrorism equipment.ECSGC also maintains civilian
product lines focused on the oil and energy sector, but most of the companyOs attention goes to
developing armaments.EThe company employs nearly 200,000 personnel, its revenue approaches
USD34 billion (AUD50 billion) and it is listed as a Fortune 500 company.CSGC holds a controlling
share in more than 60 subsidiaries.E32 of these are listed on the companyOs website.
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China State Shipbuilding Corporation (hi»%4O£vwxyz{)

CSCC was established as one ChinaOs primary state-owned weapons companies on 1 July 1999 to
build ships for military and civilian customers. CSSC markets itself as as the ObackboneO of the
Chinese navy and its core products include a variety of warships and support vessels. Alongside its
program supporting the PLA Navy, Bloomberg notes that CSSC Oproduces oil tankers, bulk carriers,
conditioner vessels, deepwater survey ships, and marine equipment.OOn 2 July 2019, it was
announced that the China Shipbuilding Industry Corporation and the CSSC would merge. According

to JaneOs Defence Weekly, Othe two groups, which have combined assets of about USD120 billion
(AUD178 hillion) and employ 240,000 people, dominate naval shipbuilding in China and between
them operate 160 subsidiaries.O
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China University of Geosciences (Wuhan) (hi¢ AU0)

CUG is subordinate to the Ministry of Education and also supervised by ChinaOs Ministry of Land
and Resources. It is actively engaged in defence research and training on geology, hosting the
defence-focused Ministry of Education Key Laboratory on Geological Exploration and Evaluation.
The laboratory was established in 2018, has 56 staff, and trains students in Omilitary geologyO.CUG
gained secret-level security credentials in 2009, enabling it to participate in classified defence
projects.
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China University of Mining and Technology (hiA£Uo)

CUMT is subordinate to the Ministry of Education and specialises in engineering and other mining
and industry-related disciplines. It engages in low levels of defence research.CUMTOs defence
research revolves around manufacturing and design, materials science, control science, electronic
components, power and energy, and bionics. It appears to be involved in the construction and
design of underground bunkers for the military. The academic committee of its State Key
Laboratory for Geomechanics and Deep Underground Engineering (@_bT04)=o|i'vcJAME) is headed
by PLA underground engineering expert Qian Qihu (def).
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Chinese Academy of Engineering Physics (hiOTA©éép)

CAEP was founded in 1958 and now has over 24,000 employees. It is headquartered in Mianyang,
Sichuan Province, but also has facilities in Chengdu and Beijing. Notably, Mianyang is home to a
military-civil fusion (MCF) demonstration baseNthe Sichuan Mianyang High-Technology City.
Sichuan Military District Commander Jiang Yongshen (ghi) in 2016 stressed the important role that
Mianyang plays in ChinaOs larger science and technology development and the significance of its
military-civil fusion (MCF) demonstration base.The academy is best known for nuclear weapons,
but also carries out research on directed-energy weapons. CAEPQOs four main tasks are to develop
nuclear weapons, research microwaves and lasers for nuclear fusion ignition and directed-energy
weapons, study technologies related to conventional weapons, and deepen military-civil fusion. It
claims that its research covers 260 specialising, primarily in the broad areas of physics and
mathematics, mechanics and engineering, materials and chemistry, electronics and information,
and optics and electrical engineering.CAEP hosts part of the Tianhe-2 supercomputer, one of the
worlds fastest supercomputers.Despite the sensitivity of its work, CAEP has expanded its
international presence in recent years. It claims to send hundreds of scientists overseas to study or
work as visiting scholars. CAEP has also used Chinese government talent recruitment schemes such
as the Thousand Talents Plan to recruit dozens of scientists from abroad. By 2015, CAEP had
recruited 57 scholars through the Thousand Talents Plan, making it one of the largest recruiters of
Thousand Talents Plan scholars.CAEP maintains strong collaborative relationships with Chinese
civilian universities. It runs a joint laboratory with the University of Electronic Science and
Technology of China and collaborates with universities and research institutions including the
Chinese Academy of Sciences, the University of Science and Technology of China, Shandong
University, Southwest University of Science and Technology, Sichuan University, Jilin University,
Peking University and Tsinghua University. CAEP sponsors postgraduate students in many of these
institutions who are required to work there for five years after graduating.
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Chongging University (+2AUo)

CQU is a leading Chinese research institution subordinate to the Ministry of Education. Chongging
University is home to at least two laboratories devoted to defence research on nanotechnology and
control systems. An institution accredited to conduct classified research, Chongging University is
active in improving its security culture with respect to the safeguarding of official secrets.In
December 2016, the Ministry of Education entered an agreement with defence industry agency
SASTIND to advance military-civil fusion at Chongging University. Following this agreement,
Chongqing University established the defence-focused Ministry of Education Key Laboratory for
Complex Systems Safety and Autonomous Control, which works on control systems engineering in
May 2018.
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Chongqging University of Posts and
Telecommunications (¥2A«!Uo)

CQUPT is involved in research on wireless network engineering and testing, next-generation
wideband wireless communication, computer networking and information security, intelligent
information processing, advanced manufacturing, micro-electronics and specialized chip design. It
ranks among the top 100 universities in China for science and technology.The university is
supervised by the Ministry of Industry and Information Technology and the Chongqing Municipal
Government. It holds secret-level security credentials, allowing it to participate in classified defence
technology projects.
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Chongging University of Technology (¥2A©0Uo)

CQUT is a member of the B8 Cooperation Innovation Alliance (B8ThUTY,V or :'WiThU¥,V), a group of
eight Chinese research institutions that specialize in armament scienceNthe OBO in OB8O stands for
the Chinese word for armaments, binggi (Wi). However its involvement in defence research does
not appear as expansive as the other B8 members and it is a relatively low-ranked university. In
2017, its president stated that OChongqing is an important site for the weapons industry, but its
military-industrial research and development ability has not yet upgraded.O Unlike the other
members of the B8, SASTIND does not appear to supervise the university. The university has links to
Norinco Group and China South Industries Group, ChinaOs largest weapons manufacturers, and was
under the supervision of the conglomeratesO predecessor, China Ordnance Industry Corporation,
until 1999. In 2017 and 2018, it signed a partnerships with four local defence companies to
collaborate on research and training.In 2011, CQUT received secret-level security credentials,
enabling it to participate in classified defence projects.
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Commercial Aircraft Corporation of China

(hiAAQuxyZA£Cz{)

COMAC was established in 2008 as a state-owned manufacturer of large commercial aircraft.EThe
company oversees eleven subsidiaries that focus on various aspects of aircraft production.EA list of
COMACOs subordinate companies can be found in English on the companyOs website.Despite its
focus on commercial aircraft, ChinaOs Ministry of Industry and Information Technology has
referred to it as a defence industry conglomerate.EThe company maintains strong links to ChinaOs
defence industry and some of its leadership is drawn from former executives at state-owned
military aircraft and missile manufacturers.EChinaOs leading producer of military aircraft, the
Aviation Industry Corporation of China (AVIC), also holds a 10 per cent share in COMAC.ECOMAC
supports the continued development of ChinaOs defence industry by awarding Onational defence
technology scholarshipsO to Chinese university students. COMACOs signature passenger aircraft, the
C919, offers an example of how the company could use its civilian aircraft production for military
purposes. Numerous Chinese analysts have studied BoeingOs conversion of the 737 into the P-8
Poseidon and E-7A surveillance aircraft and argue that the C919 could also be retrofitted for early
warning as well as anti-surface and anti-submarine warfare missions.EWith a greater flight range
than ChinaOs other military aircraft, a retrofitted C919 for maritime surveillance operations could
reduce ChinaOs dependence on artificial air bases in the South China Sea which currently render
aircraft vulnerable to corrosion due to harsh weather conditions.EVice-Chairman of the Central
Military Commission, Zhang Youxia, reportedly expressed an interest in learning from American
companies in converting civilian aircraft into military aircraft while inspecting COMACOs C919.
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Criminal Investigation Police University of China
(hiEmNpop)

CIPUS was founded in May 1948 and underwent several name changes, but was upgraded in 1981
to become the first police university offering a specialised undergraduate degree program. It runs a
national engineering laboratory, two MPS key laboratories, and provincial key laboratories. It is
focused on training in criminal investigation, criminology science and technology and criminal
law.The university also has relationships with companies that provide the technological tools that
contribute to the PRCOs public security apparatus. For instance, it has a relationship with the
company Haiyun Data on public security intelligence. Haiyun provides data visualization services
for MPS bureaus across China.
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Dalian Minzu University (UEjEU0)

DLMU was established in 1984 as an institution that researches ChinaOs ethnic minorities.EThe
university is overseen by the State Ethnic Affairs Commission (SEAC), the Liaoning Provincial
Government and the Dalian Municipal Government.Scientific disciplines taught by DLMU include
communications and information engineering, machine engineering, civil engineering and
environmental science. DLMU also researches political thought and minority groups of northeast
China.DLMU currently hosts the Dalian Key Lab of Digital Technology for National Culture
(Wjk@+¥rY,;uifAME). Researchers at laboratory carry out research on facial recognition of ethnic
minorities. The laboratory has collaborated with an academic from Curtin University on research
related to the facial recognition of Tibetans, Koreans and UyghursNover one million of whom have
disappeared into re-education camps. DLMU researchers are working on a database of facial and
optical movements across different ethnic groups.DLMU also hosts the State Ethnic Affairs
Commission Key Laboratory of Intelligent Perception and Advanced Control (‘V@@é)m?a2ifaME),
housed within the universityOs College of Electromechanical Engineering (Rg|i44). The laboratory
has done work on convolutional neural networks for visual image recognition, which could have
applications for surveillance technology.DLMUQOs party committee has an active United Front Work
Department. The department supervises non-CCP members and students returning from overseas
study. Management of religious and ethnic minorities are likely to be other priorities for the
department.
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Dalian Naval Academy (hi5jkl0!0UEEIop)

The Dalian Naval Academy is one of the main training colleges for junior officers and cadets in the
PLA Navy. The academy focuses on maritime navigation technology, communications engineering,
electronic information engineering, weapons systems engineering, surveying and control
science.Scientists from the Dalian Naval Academy produce publications on a variety of defence
topics, including:
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Dalian University of Technology (UE©OUO0)

DLUT is directly under the administration of the Ministry of Education. In 2018, it came under the
supervision of defence industry agency SASTIND as part of the governmentOs efforts to deepen
military-civil fusion in the university sector. In 2006, the university received secret-level security
credentials, allowing it to participate in classified defence technology projects. Since then, it has
expanded cooperation with the PLA Navy and joined several military-civil fusion innovation
alliances.In 2015, the university established a defence laboratory in the School of Mechanical
Engineering. The laboratory was proposed by a professor within the UniversityOs Institute of
Science and Technology. The Institute of Science and Technology is primarily responsible for high-
tech project management, where they manage projects for the 973 Program, the National Natural
Science Foundation, and the Ministry of Education.
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Donghua University (ilUo)

DHU is subordinate to the Ministry of Education. It is actively involved in defence research on
materials. It hosts the Key Laboratory of High Performance Fibers & Products, a defence-focused
laboratory involved in materials science and textiles engineering research for ChinaOs defence
industry and weapons systems. The laboratory is specifically involved in developing materials for
weapons casings, vehicular armour, aviation and cabling. The university holds secret-level security
credentials, allowing it to participate in classified defence research projects.DHU claims that much
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of its research has been applied to fields such as defence technology and aviation, and contributed
towards ChinaOs space program and Beidou satellite navigation system. In 2018, the university
signed a strategic cooperation agreement with the state-owned Jihua Group (nosp) for collaboration
on textiles to meet the militaryOs needs.
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East China University of Technology (Il©0OUo)

ECUT was founded in 1956 as the first institution of higher education for ChinaOs nuclear industry.
Since 2001, it has been subject to four Ojoint constructionO agreements between the Jiangxi
Provincial Government and defence industry agency SASTIND or its predecessor COSTIND. These
agreements are designed to develop the universityOs involvement in defense-related research and
training. The Ministry of Natural Resources and defence conglomerate China National Nuclear
Corporation are also involved in supervising and supporting ECUT.ECUT carries out defence
research related to nuclear science and hosts a defence laboratory on radioactive geology. It holds
secret-level security credentials, allowing it to participate in classified defence technology projects.

In 2006, the East China University of Technology National Defence Technology Institute
(éoa|Wa'[P;ad) was established.

The tag is: misp-galaxy:china-defence-universities="East China University of Technology (il©@®Uo)"

Table 891. Table References
Links

https://unitracker.aspi.org.au/universities/east-china-university-of-technology

Engineering University of the CAPF (hi5j AiNuXyOTUo)

The Engineering University of the CAPF is an institution devoted to training personnel in ChinaOs
paramilitary service, the PeopleOs Armed Police, in command and engineering disciplines.EThe
university focuses on paramilitary information engineering, paramilitary equipment technology,
non-lethal weapons, military communications and mathematical cryptography.EStudents of the
university can select majors from disciplines such as communications engineering, information
security, military big data engineering, management science and engineering, and mechanical
engineering.The Engineering University of the CAPF hosts the Key Military Laboratory for Non-
Lethal Weapons (Opiili"= i4ME), the Big Data and Cloud Computing Laboratory (WYM)86_&ME), and
the Command Automation Training Centre (Aq%-rrs:t), indicating expertise in these areas.The
Engineering University of the CAPF has collaborated significantly with a Beijing-based company
called SimpleEdu (dtéuv®@UP;YWRARZ[), focusing primarily on social media and internet
research.EBelow is a list of initiatives with which the Engineering University of the CAPF has
collaborated:
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Fudan University (IDUo)

Fudan University is among ChinaOs best universities. It was ranked 104th in the world by Times
Higher Education in 2019. The university appears to engage high levels of work for the military on
materials science, including stealth technology.All defence-related projects and matters in Fudan
are managed by the universityOs Institute of Special Materials and Technology (sixy)U6;uQ &) and
Defence Industry Secrets Committee (ézWa |¥%j@yU). The Institute of Special Materials and
Technology specialises in defence research and works on simulations, precision manufacturing,
and materials. Professor Ye Mingxin, the instituteOs director, is also an advisor to the PLA and
defence companies on materials science. Fudan UniversityOs Materials Science Department includes
one professor who is described as specifically being a Odefence system professorQ, which may refer
to Professor Ye. In 2011, Fudan established a State Secrets Academy ('v¥j&d), Ein partnership with
ChinaOs National Administration of State Secrets Protection (‘'v¥4).EThe institute carries out
research and training on the protection of state secrets.
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Fuzhou University (NOUo)

Fuzhou University is overseen by the Fujian Provincial Government and a focus on engineering
disciplines. It does not appear to engage in significant levels of defence research. However, the
Fuzhou University Military-Civil Fusion Innovation Research Institute ({{Wa @I1BUTQ &) was jointly
established in 2016 by Fuzhou University along with a number defence companies and military
research institutions under the guidance of Fujian Provincial GovernmentOs National Defence
Industry Office (}[P|E). Furthermore, the Fujian Provincial PeopleOs Government and SASTIND
entered an agreement to jointly develop the university as part of ChinaOs military-civil fusion
initiative in 2018. This indicates that the university will expand its involvement in defence
research. The university has held second-class weapons R&D secrecy credentials since 2006.
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Guilin University of Electronic Science and Technology
(00!&n"Uo)

GUET specialises in electronics, communications and computer science. It engages in growing levels

of defence research, indicated by the decision to place it under the joint administration of the
defence industry agency SASTIND and the Guangxi Provincial Government in 2018.The PLA
describes GUET as OGuangxi ProvinceOs only university to have long carried out defence research.O
Areas of defence research at the university include communications technology, materials science,
signals processing, microwaves, satellite navigation, and command and control. Since 2007, the
university has held secret-level security credentials, enabling it to participate in classified weapons

and defence technology projects.
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Hangzhou Dianzi University (O00!8n"Uo)

HDU specialises in information technology and has been jointly supervised by the Zhejiang
Provincial Government and defence industry agency SASTIND since 2007. The university is
Zhejiang ProvinceOs only provincial-level higher education institution to have officially designated
national defence disciplines.HDUOs leadership is closely integrated with its defence research. Since
its creation in 2008, the universityOs main defence laboratory has been run by Xue Anke, who was
the universityOs president until 2017. While president, Xue served on an expert advisory committee
to the PLA on information technology. He is also a member of the Zhejiang Provincial Expert
Committee on Atrtificial Intelligence Development.Key areas of defence research at HDU include
electronics, artificial intelligence, military-use software, and communications and information
systems. HDU has been expanding its research on artificial intelligence, establishing a school of
artificial intelligence and an artificial intelligence research institute in 2018.HDU holds secret-level
security credentials, allowing it to undertake classified weapons and defence technology projects.
In 2011, the Zhejiang State Secrets Bureau established a State Secrets Academy in HDU. The
academy, one of twelve in the country, trains personnel in managing and protecting confidential
information.
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Hangzhou Normal University (OOOxUo)

Hangzhou Normal University is a Chinese university subordinate to the Zhejiang Provincial
Government. The university was initially established in 1978 as Hangzhou Normal College (~| ¢4aa)
to focus on teacher training, art education as well as research in the humanities and natural
sciences. Hangzhou Normal University retains this broad academic focus and oversees faculties
such as the Alibaba Business School (GiAA3a4).Hangzhou Normal University collaborates with
China®s MPS on the development of surveillance technology. In March 2019, the university entered
into an agreement with the Zhejiang Police College, the Zhejiang Public Security Office, and
HikvisionNChinaOs leading producer of video surveillance technologyNto establish a joint
laboratory.EThe joint laboratory reportedly focuses on applying big data analysis, cloud computing
and internet of things technology to improve ChinaOs policing capability.
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Harbin Engineering University (384O0TUo)

HEU is one of ChinaOs top defence research universities. The university is a leading centre of
research and training on shipbuilding, naval armaments, maritime technology and nuclear power.
36.46% of the universityOs 2017 graduates who found employment were working in the defence
sector.As one of the group of universities subordinate to the Ministry of Industry and Information
Technology (MIIT) known as the OSeven Sons of National Defence® ([e+), HEU is an integral part of
ChinaOs defence industry. HEUOs achievements include producing ChinaOs first experimental
submarine, ship-based computer, and hovercraft. The university claims to have participated in
most of the PLA NavyOs submarine, undersea weapon, and warship projects.HITOs role in the
defence industry is highlighted by its formal affiliation with the PLA Navy, which became a
supervising agency of the university in 2007. Under the supervisory agreement, the PLA Navy
committed to developing HEUOs capacity as a platform for research and development in military
technology and for training defence personnel. The following year, HEU established a Defence
Education Institute to train reserve officers. Since then, the institute has trained at least 1,700
officers. HEU also maintains a joint laboratory with the PLA Navy Coatings Analysis and Detection
Center.HEU is an important hub research on nuclear engineering, including on nuclear
submarines. In 2018, it signed a co-construction agreement with defence conglomerate China
National Nuclear Corporation (CNNC). In 2019, HEU and CNNC established the China Nuclear
Industry Safety and Simulation Technology Research Institute. HEU also runs a joint laboratory on
energetic materials (such as explosives) with the Chinese Academy of Engineering Physics, ChinaOs
nuclear warhead research organisation.
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Harbin Institute of Technology (334O0£Uo)

HIT is one of ChinaOs top defence research universities. As one of seven universities run by MIIT, it

is known as one of the OSeven Sons of National DefenceO ([e+). The Seven Sons of National Defence
all have close relationships with the Chinese military and are core training and research facilities

for ChinaOs defence industry. In 2018, HIT spent RMB1.97 billion (AUD400 million)Nmore than half

of its research budgetNon defence research. 29.96% of the universityOs graduates that year who
found employment were working in the defence sector.HIT has been described by Chinese state
media as having Odefence technology innovation and weapons and armaments modernisation as its
coreQ. It excels in satellite technology, robotics, advanced materials and manufacturing technology,
and information technology. Other areas of defence research at HIT include nuclear technology,
nuclear combustion, nuclear power engineering and electronic propulsion and thruster technology,

many of which are officially designated as skill shortage areas for the Chinese defence industry.HIT

is best known for its aerospace research and has a close relationship with China Aerospace Science
and Technology Corporation (CASC), a state-owned defence company that specialises in long-range
ballistic missile and satellite technology. Since 2008, HIT and CASC have operated a joint research
centre. Defence conglomerates CASC, CASIC, AVIC and CETC rank among the top employers of HIT
graduates.EThe university is a major source of cyber talent and receives funding for information
security research from the MSS, ChinaQOs civilian intelligence agency. A report prepared for the
USBChina Security and Economic Review Commission identified it as one of four universities
focused on research with applications in information warfare. In 2003, HIT founded its Information
Countermeasures Technology Research Institute (tiA[VWAIDIA;uQ ™ a).

The tag is: misp-galaxy:china-defence-universities="Harbin Institute of Technology (4840£U0)"

Table 899. Table References
Links

https://unitracker.aspi.org.au/universities/harbin-institute-of-technology

Harbin University of Science and Technology

. AN ° — .
(aaa©0UuUo)
HRBUST focuses on engineering, science, economics, management, philosophy, literature, law and
education. In 2015, it was placed under the joint supervision of the Heilongjiang Provincial
Government and SASTIND, which is an arrangement designed to develop the universityOs
involvement in defence-related research and training. HRBUSTOs relationship with SASTIND
indicates that it will continue expanding its role in defence research. Currently, the university has

at least four designated national defense disciplines and plans to build a national defense key
laboratory. It holds secret-level security credentials.
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Hebei University (@eUo)

Hebei University is Hebei ProvinceOs only comprehensive university. The university subordinate to
the Ministry of Education and also supervised by the Hebei Provincial Government and defence
industry agency SASTIND. Its supervision by SASTIND, which began in 2013, is designed to support
the university in Ostrengthening its national defence characteristicsO.HBU appears to be relatively
secretive about its defence research. In 2017, SASTIND designated an area of research at the
universityOs College of Physics Science and Technology as a Odiscipline with defence characteristicsO.
An article about this on the universityOs news site has been taken down and deliberately did not
specify the discipline. However, a speech given by the head of the college named military-use
power and energy as HBUOs only defence discipline. The university holds secret-level security
credentials, allowing it to participate in classified defence technology projects.ln 2017, HBU held a
forum on military-civil fusion for technology and innovation to Ouncover the universityOs potential

for defence-industry technological researchO and encourage greater integration with defence
companies.
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Hebei University of Science and Technology (@en Uo)

HEBUST engages in moderate but growing levels of defence research. It has been supervised by
defence industry agency SASTIND since 2013, when SASTIND and the Hebei Provincial Government
agreed to jointly develop the universityOs involvement in defence research. By 2017, the university
claimed to have completed 300 defence projects. The university holds secret-level security
credentials, allowing it to participate in classified defence technology projects.While the university
does not appear to have any dedicated defence laboratories, it has described five of its laboratories

as platforms for defence research. Areas of materials science, mechanical engineering and control
science at HEBUST have been designated Odisciplines with national defence charcteristicsO by
SASTIND. HEBUST may also be pursuing greater integration between ChinaOs defence needs and the
universityOs research on textiles engineering and biological fermentation.HEBUST states that is has
developed close cooperation with China Electronics Technology Group CorporationOs 54th Research
Institute, an organization blacklisted by the US Government Entity List. Defence industry
conglomerate Aviation Industry Corporation of China also funds research at the university.
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Hefei University of Technology (UUO£UO0)

HFUT a leading Chinese university subordinate to the Ministry of Education. It specialises in
engineering and engages in growing levels of defence research, particularly in the fields of
advanced materials, smart manufacturing and electronic information. As of 2018, HFUT was the
only civilian university in Anhui Province fully certified to carry out military projects, holding
secret-level security credentials, and had undertaken over 200 such projects.In 2018, the university
came under a Ojoint-construction®O agreement between the Ministry of Education and defence
industry agency SASTIND. According to HFUT, this agreement Owill powerfully advance the
universityOs development of national defence disciplines, training of talent for defence industry,
and construction of defence industry and national defence research platforms.OMiao Wei, head of
the Ministry of Industry and Information Technology, which oversees ChinaOs defence industry, is a
graduate of HFUT.
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Heilongjiang Institute of Technology (UUYOTop)

HLJIT is an engineering-focused university that engages in growing levels of defence research. In
2015, the Heilongjiang Provincial Government partnered with defence industry agency SASTIND to
expand the universityOs ability to Oshow its national defence characteristics and serve the national
defence science and technology industry.OSASTIND has designated military-use power and energy,
optoelectronics and laser technology, and computing as three Odisciplines with national defence
characteristicsO at HLJIT. In June 2016, HLJIT and ZTE jointly launched an MOE-ZTE ICT Product-
Teaching Integration Innovation Base (@U_-:C3EICTV@IRUY/Er) and established the Heilongjiang School
of Engineering-ZTE Information and Communications Technology College (xNQO|ida-:CiD3I;paa). ZTE
has been reportedly barred from US government contracts.As it increases its implementation of
military-civil fusion, HLJIT has developed relationships with defence conglomerates. The university

is particularly close to China Aerospace Science and Technology Corporation (CASC), a leading state-
owned manufacturer of long-range missiles and satellites. In 2017, HLJIT partnered with a
subsidiary of CASC to establish a joint research centre, the Aerospace Smart City Research Institute.
The subsidiary, Aerospace Shenzhou Smart System Technology Co., Ltd. (LNU&éa-C;ufiRZ[), specialises
in smart city and informatization technology.HLJIT holds confidential-level security credentials,
allowing it to participate in confidential defence technology projects.

The tag is: misp-galaxy:china-defence-universities="Heilongjiang Institute of Technology (OUYOTop)"

Table 904. Table References
Links

https://unitracker.aspi.org.au/universities/heilongjiang-institute-of-technology

315


https://unitracker.aspi.org.au/universities/hebei-university-of-science-and-technology
https://unitracker.aspi.org.au/universities/hefei-university-of-technology
https://unitracker.aspi.org.au/universities/heilongjiang-institute-of-technology

Heilongjiang University (UUYUo)

HLJU is supervised by the Ministry of Education, the Heilongjiang Provincial Government and
SASTIND. SASTINDOs supervision of the university is designed to promote its integration with
ChinaOs defence technology goals. In 2016, the year after HLJU came under SASTINDOs supervision,
the university received third-class security credentials and funding for a national defence
technology research project for the first time. Third-class security credentials allow the university

to participate in confidential defence research projects. By 2018, HLJU claimed to have received
RMB13 million (AUD2.7 million) in defence research funding.HLJU has close ties with Russian
universities and is best known for its work in the Chemistry, Chemical Engineering and Materials
Department, which entered the top 1 percent of ESIOs global rankings.
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Henan University of Science and Technology (@-n"Uo)

HAUST is Henan provinceOs leading civilian university for defence research. In 2008, it became the
first university in the province to receive security credentials allowing it to participate in classified
weapons projects. In 2016, it became the provinceOs only university subject to a Ojoint-construction®
agreement with defence industry agency SASTIND, an arrangement designed to increase HAUSTOs
involvement in defence research. As early as 2009, the university stated that it had made great
contributions to the defence and aviation industries, undertaking large amounts of defence
research projects.HAUST describes itself as ChinaOs primary university for research and training for
the mechanical bearings (such as ball bearings) industry. SASTIND has designated three areas of
research at the university as Odisciplines with defence characteristicsO, covering systems
engineering, materials science and mechanics. The university is actively involved in military-civil
fusion activities.The university claims to have made important contributions to the development of
bearings for aircraft engines, satellites, and spacecraft. It states that it has resolved critical
technological problems for specific weapons guidance systems, ballistic missile testing systems and
an infrared targeting and interference emulation system that are probably used to test guided
missiles.
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Huazhong University of Science and Technology

(Ihn"Uo)

HUST is one of ChinaOs leading research institutions. While the university is subordinate to the
Ministry of Education, it has also been supervised by the State Administration of Science,
Technology and Industry for National Defense since 2012.The university hosts at least six
laboratories dedicated to defence research. Its National Defence Research Institute reportedly
oversees defence research in seven other HUST research centres. Artificial intelligence,
shipbuilding, image processing, navigation technology, mechanical engineering, electronics,
materials science and laser physics are focuses of HUSTOs defence research.HUST has worked
closely with the PLA and ChinaOs defence industry. This collaboration includes the development
artificial intelligence and imaging technology for weapons. The universityOs work on pulsed power

is linked to ChinaOs nuclear and directed-energy weapons program. ChinaOs state-owned defence
conglomerates and ChinaOs nuclear warhead facility sponsor dozens of HUST postgraduate students
each year, who are required to work at their sponsoring organisation for at least five years after
graduating.HUST holds secret-level security credentials, allowing it participate in research and
production for classified weapons and defence projects.
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Hunan University (P-Uo)

HNU is a leading Chinese university subordinate to the Ministry of Education. In recent years, its
participation in defence research appears to have grown substantially. In 2010, it established the
National Supercomputer Center in Changsha jointly with the PLA National University ofE Defense
Technology, which has since been placed on the US Government Entity List for its suspected role in
nuclear weapons research.In 2011, ChinaOs defence industry agency, SASTIND, entered a
partnership with the MOE to expand the universityOs participation in defence research and defence
industry ties. This arrangement was renewed in 2016. In 2013, SASTIND and the Hunan Provincial
Government also signed an agreement to jointly support the development of the universityOs
National Supercomputer Center.HNU holds secret-level security credentials, enabling it to
participate in research and production for weapons and other defence projects.
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Hunan University of Science and Technology (P-n"Uo)

HNUST is an engineering-focused university founded in 2003. In 2016, it was subject to a Ojoint-
construction® agreement between the Hunan Provincial Government and defence industry agency
SASTIND, an arrangement designed to develop the universityOs involvement in defense-related
research and training. The university has three designated defence research areas, is involved in
weapons research, and has confidential-level security credentials.HNUST is home to two national
defence key laboratories, one of which is in the School of Materials Science and Engineering. The
university has also established its Intelligent Manufacturing Institute, which evolved from a
provincial key laboratory and has connections to the Made in China 2025 strategy.HNUST is also
linked to state-owned arms manufacturer Norinco Group. In 2018, it signed a strategic cooperation
agreement with arms manufacturer NorincoOs National Defence Key Laboratory on Light Weapons
Terminal Lethality Technology (ATiafa&;u'[P;iTaM aka ¢¥.€K;u'[P;iTAME).
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Information Engineering University (hi5jkl0 -OTUo)

IEU was formed in June 2017, combining the old Information Engineering University with the PLA
Foreign Languages University. PLA experts have described IEU as Othe sole military academy for the
cyber and electronic warfare arms of ChinaOs network-electronic forcesO.The IEU is currently
subordinate to the PLA Strategic Support ForceOs Network Systems Department, which holds the
militaryOs signals intelligence capabilities. Previously, the university was run by the General Staff
Department Third Department (commonly known as 3PLA), the PLAOs signals intelligence service
that has been incorporated into the Strategic Support Force. IEUOs command tracks include Network
Engineering (FG|i), which is dedicated to the cultivation of cyber attack and defense technical cadre
(FGJ[;ué ).Elt is responsible for the construction of the Henan Provincial Laboratory of Visible Light
Communication (6¢}OC®3Iif4ME).The university is primarily known for research and training on
hacking, cryptography, signals processing, surveying and mapping, and navigation technology.
However, since absorbing the PLA Foreign Languages University, it now serves as one of the most
important language schools for Chinese military intelligence officers, describing itself as a Owhole-
military foreign languages training base for individuals going abroadO. While the PLA Foreign
Languages University is best known for training signals intelligence officers, it has also trained
many officers in the PLAOs political warfare wing, the Central Military Commission Political Work
Department Liaison Bureau.
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Institute of NBC Defense (i0620p)

The Institute of NBC Defense is the PLAOs premier institution devoted to training junior, mid-career
and senior officers on technology related to defence against nuclear, biological and chemical
weapons. Most scientific research tends to focus on radiation protection and nuclear safety.
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Jiangnan Social University (Y-Raop)

JSU trains intelligence officers in tradecraft and carries out research on intelligence and security.
The university first opened in 1986 with over 600 students and staff. Since 1999, it has run the
Journal of Jiangnan Social University, which publishes research on international security, strategy
and politics. Satellite and streetview imagery from Google Maps and Baidu appears to show a
shooting range at the southern end of its campus.
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Jiangsu University of Science and Technology (Yan Uo)

JUST engages in high levels of defence research. With a focus on research relevant to the PLA Navy,
JUST is supervised by the China State Shipbuilding Corporation and the China Shipbuilding
Industry Corporation, ChinaOs leading defence shipbuilding conglomerates. In 2002, JUST was one of
eight universities jointly supervised by defence industry agency COSTIND and a provincial
government. In 2016, its was the subject of an agreement between the Jiangsu Provincial
Government and defence industry agency SASTIND to expand its role in defence research.JUST
scientists have been involved in nuclear submarine, unmanned submersible and aircraft carrier
projects. The university holds secret-level security credentials, allowing it to participate in classified
defence technology projects.Faculties at the university involved in defence research include the
School of Naval Architecture and Ocean Engineering and the School of Energy and Propulsion.
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Jilin University (aOUo)

JLU is directly under the administration of the Ministry of Education and came under the joint
supervision of the ministry and defence industry agency SASTIND in 2016. In 2017, SASTIND
designated eight fields of research at JLU as national defence disciplines, indicating the university
carries out high levels of defence research. Eln 2012, JLU spent roughly RMB60 million (AUD12.5
million) on defence research, a number that is likely to have grown substantially.JLUOs National
Defense Science and Technology Research Institute, also known as the Advanced Technology
Research Institute, was established in April 2006 and is responsible for the organization and
management of the universityOs national defence science and technology projects. The research
institute has received several certifications to conduct research for military applications. It
conducts research in collaboration with the former PLA General Armaments Department, SASTIND,
and state-owned defence conglomerates in the fields of aviation, aerospace, electronics, nuclear
technology, and shipbuilding.JLUOs State Key Laboratory of Superhard Materials (0éxy'viTaME)
works closely with ChinaOs nuclear weapons complex, the Chinese Academy of Engineering Physics
(CAEP). Job advertisements for a CAEP subsidiary, the Center for High Pressure Science &
Technology Advanced Research (dtliPaQ :1) state that it has a branch within Jilin University. This
suggests that CAEP may even be involved in managing the State Key Laboratory of Superhard
Materials.The university hosts at least two defence research labs, located in the universityOs College
of Computer Science and Technology and in the College of Chemistry. Its Key Laboratory of Attack
and Defense Simulation Technology for Naval Warfare, Ministry of Education
(k¢ 1I[9ANY;u@U_iTAMENB®o) is involved in cybersecurity research for the Navy. The labOs academic
committee is headed by a computer scientist from China Aerospace Science and Technology
Corporation, a leading state-owned missile manufacturer.JLU holds secret-level security
credentials, allowing it to participate in research and production for classified weapons and
defence technology projects.
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Kunming University of Science and Technology
(ABW©O0Uo)

Kunming University of Science and Technology appears to engage in low levels of defence research,
but its involvement in defence research is likely to grow. In 2017, Kunming University of Science

and Technology signed an agreement with YunnanOs defence technology bureau to deepen military-
civil fusion. In 2018, the Yunnan Provincial Government and defence industry agency SASTIND
signed an agreement to jointly construct KMUST. The agreement is designed to increase the
universityOs involvement in defence research.KMUST carries out high levels of research on
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metallurgy. It is involved in defence research related to ChinaOs aviation industry, and collaborates
with defence shipbuilding conglomerate CSIC on vibration and noise research.

The tag is: misp-galaxy:china-defence-universities="Kunming University of Science and Technology
(awo0OUo)"
Table 915. Table References

Links

https://unitracker.aspi.org.au/universities/kunming-university-of-science-and-technology

Lanzhou University (&0Uo)

LZUOs involvement in defence research has slowly grown over the past decade. In 2018, it spent
over RMB50 million (AUD10 million) on defence projects.LZU is subordinate to the Ministry of
Education. Since 2018, it has also been supervised by defence industry agency SASTIND in an
arrangement designed to further expand the universityOs defence research and the defence
industry relationships.LZU carries out national defence-related research in areas such as nuclear
science, electromagnetism, probes, chemistry, mechanics, materials science, stealth technology and
information technology.In 2017 and 2018, LZU signed strategic agreements with state-owned
defence companies Norinco Group, ChinaOs largest arms manufacturer, and China National Nuclear
Corporation. Several defence companies, as well as ChinaOs nuclear weapons program, provide
scholarships for dozens of LZU postgraduate students each year. In return, these students must
work for their sponsoring organisation for five years after graduation.In 2005, LZU received secret-
level security credentials that allow it to participate in classified weapons projects.
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Lanzhou University of Technology (80©0OUo)

Lanzhou University of Technology (6]a|Wa)
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Logistics University of the PeopleOs Armed Police Force
(hi5j ANpXfcéop)

The Logistics University of the PeopleOs Armed Police Force is an institution devoted to training
personnel in logistics for ChinaOs paramilitary service, the PeopleOs Armed Police.EThe university
teaches subjects in applied economics, military logistics studies, paramilitary logistics, applied
psychology, as well as communications and transportation engineering.The Logistics University of
the PeopleOs Armed Police Force actively collaborates with private institutions and civilian
universities on scientific research. For example, the university collaborated with Nankai University
(¢1W4) and the Tianjin Eminent Electric Cell Material Company (Nfiib¢fixyfiRZ[) on high performance
lithium and sodium ion materials in 2018.EThe university also collaborated with the Tianjin
Polytechnic University (Ni]VWa) on intelligence, wearable technology that monitors heart rates for
both military and civilian personnel.
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Nanchang Hangkong University (-aqrUo)

NCHU engages in high levels of defence research relevant to the aviation industry. In 2017, the
Ministry of Education designated it a Oschool with national defence education characteristicsO, and
30% of graduates go to work in the defence industry or civilian aviation companies. The university
has been supervised by defence industry agency SASTIND since 2010. It holds secret-level security
credentials.Five fields of research at NCHU are designated Onational defence key disciplinesO:
precision forming and joining technology, component quality testing and control, testing and
measurement technology and instruments, optoelectric and laser technology, and military-use
critical materials. The university hosts at least three laboratories focused on defence
research.NCHU is particularly close to AVIC, the Chinese militaryOs aircraft manufacturing company.
In particular, AVIC subsidiary Hongdu Aviation Industry Group (6-LM|Vsp) is based in Nanchang and
has frequent exchanges with NCHU.
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Nanchang University (-aUo)

NCU engages in low levels of defence research. It holds secret-level security credentials, allowing it
to carry out classified defence research. In 2006, it established a defence research institute together
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with five provincial defence industry companies. Based on affiliated staff members, the institute
may be focused on mechanical engineering.The university was added to the US Government
Unverified List in 2018. Entities are added the Unverified List if the US Government is unable to
satisfactorily carry out end-user checks on them to ensure compliance with export licenses.
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Nanjing Army Command College (-=10|}op)

The Nanjing Army Command College is an institute devoted to training mid-career staff officers in
preparation for command the PLA Ground Force. Disciplines of focus for the college include joint
campaign tactics, warfighting command, military training and combat simulations.

The tag is: misp-galaxy:china-defence-universities="Nanjing Army Command College (-=i0|}op)"

Table 921. Table References
Links

https://unitracker.aspi.org.au/universities/nanjing-army-command-college

Nanjing Institute of Information Technology
(o )
Nanjing Institute of Information Technology (¢tiD;uQ™ &)
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Nanjing Normal University (-aOxUo)

Nanjing Normal University is a leading Chinese university supervised by the Ministry of Education

and Jiangsu Provincial Government. The university has strengths in geospatial technology, big data

and artificial intelligence.Nanjing Normal University has close ties to the Ministry of Public
Security. In 2014, the university established the Ministry of Public Security Key Laboratory for
Police Geospatial Information Technology (-GealD;uZ« ifAME), which researches applications of
geospatial information technology for policing purposes. Nanjing Normal University has also
entered into an agreement with the Nanjing Municipal Public Security Bureau, establishing the
OVideo GIS Technology LaboratoryO (8AGIS;u8ME) in April 2012.Nanjing Normal University has a close
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relationship with the regional government in Xinjiang, where over 1 million Uyghurs and Kazakhs
are currently held in internment camps. In 2015, the university entered into an agreement with the
Xinjiang Uyghur Autonomous Government and the Jiangsu Municipal Government to support the
development of Yili Normal University.
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Nanjing Tech University (-aO£Uo)

In 2016, NJTech came under the joint supervision of the Jiangsu Provincial Government and
defence industry agency SASTIND, which is an arrangement designed to develop the universityOs
involvement in defense-related research and training. The university has four designated defence
research areas and secret-level security credentials, allowing it to undertake classified defence
technology projects.NJTech is expanding its defence research on materials science, chemistry,
optical engineering and systems engineering. In 2018, the university established a Military-Civil
Fusion Development Research Institute to deepen its implementation of military-civil fusion.
NJTech has a Defence Industry Science Office ( |PQEZE) within its Depart of Scientific of Research.
This office is responsible for the universityOs defence-related research and coordination. NJTTechOs
School of Materials Science and Engineering (xyPa)|id&a) has previously worked on defence-related
projects.The university has international ties with universities in England that focus on electronics

and semiconductors. It has also established a joint research center with Russian universities for
advanced technology R&D.
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Nanjing University (-aUo)

NJU is subordinate to the MOE and has also been supervised by defence industry agency SASTIND
since 2012. In 2016, the university was selected as a participant in the first batch of national dual-
use demonstration bases, and a year later in 2017 was selected as a Class A world-class university.
NJU is home to at least two defence laboratories and has committed to deepening its involvement in
military-civilian fusion. As the first university in China to establish a State Secrecy Academy, in
2009, Nanjing University is involved in cyber security research.In 2018, NJU established an Institute
of Artificial Intelligence and reported its research progress to the Jiangsu Provincial Committee of
Military-Civilian Fusion when they visited the university. Following the visit, the provincial
committee expressed interest in deepening cooperation on MCF projects in order to promote
JiangsuOs MCF work. The Institute of Al also co-built a research center with Intel, the Intel-Nanjing
University Atrtificial Intelligence Research Center, which is IntelOs first research center focusing on
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Al in China. The universityOs rapidly developing Al Institute provides an opportunity for deepening
its involvement in MCF R&D. In May 2018, NJU signed a strategic cooperation agreement with
Megvii 08P;.EMegvii has been blacklisted by the US government over human rights abuses.
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Nanjing University of Aeronautics and Astronautics
(-eqrg¥Uo)

NUAA is one of the OSeven Sons of National Defence® subordinate to the Ministry of Industry and
Information Technology. NUAA specialises in aerospace research and works closely with the
Chinese military as well as civilian and military aviation companies, including military aircraft
manufacturers AVIC and AECC. 21% of the universityOs graduates in 2018 who found employment
were working in the defence sector.The university claims to have participated in nearly all major
national aviation projects, including the development of the ChangOe 3 unmanned lunar explorer.
NUAA hosts ChinaOs only national defence laboratory for helicopter technology.NUAA has attracted
controversy for its alleged involvement in the Ministry of State SecurityOs efforts to steal US aviation
technology.
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Nanjing University of Posts and Telecommunications
(ﬁQ((:UO)

NJUPT was initially Oone of the earliest institutions devoted to training communications personnel
for the Chinese Communist Party and red armyO. Since then, NJUPT has evolved from a training
college to a civilian university that offers undergraduate, post-graduate and doctoral degrees in
various communications and engineering disciplines.NJUPT holds secret-level security credentials,
allowing it to participate in classified defence research projects.Key areas of research include at the
university:
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Nanjing University of Science and Technology (-e©OUo)

NJUST is one of the OSeven Sons of National Defence® administered by the Ministry of Industry and
Information Technology. Together with Beijing Institute of Technology, it was ranked as ChinaOs top
university for armaments science in 2017. Roughly 16% of the universityOs graduates in 2018 who
found employment were working in the defence sector.NJUST is a member of the B8 Cooperation
Innovation Alliance (B8ThUY,V or :'WIiThUY,V), a group of eight Chinese research institutions
specialising in weapons scienceNthe OBO in OB80 stands for Chinese word for armaments, binggi (Wi).
Indicative of the universityOs high level of involvement in defence research, in 2013 a disused
laboratory on its campus exploded, killing one, after workers disturbed a cache of explosives.NJUST

has a collaborative relationship with a PLA signals intelligence research institute, involving
cooperation on unmanned combat platforms and information security.
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National Defense University (hi5jkl0ioUo)

NDU is the PLAOs OpremierQ institution for training in military theory, strategy, operations and
political work, which can have its history traced back to the era of Mao ZedongQOs peasant-led red
army in 1927.The university is devoted to training the PLAOs officer corps in preparation for senior
leadership positions. Given this focus on the softer skills of PLA administration, the National
Defense University does not have as strong a focus on hard science as its counterpart, the National
University of Defense Technology.
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National University of Defense Technology

(hi5jkl0ion"Uo)

In 2017, NUDT was reformed and placed in charge of the Institute of International Relations in
Nanjing, the National Defense Information Institute in Wuhan, the Xi®an Communications College,
the Electrical Engineering Institute in Hefei, and the College of Meteorology and Oceanography in

Nanjing.EThe Institute of International Relations in Nanjing is a key training centre for intelligence
officers.NUDT is known for its research on supercomputers, autonomous vehicles, hypersonic
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missiles and ChinaOs Beidou Navigation Satellite System. The university developed the Tianhe-2A
supercomputer at the National Supercomputing Center in Guangzhou, the worldOs fastest
supercomputer from 2013 to 2016. NUDTOs Tianhe-1A supercomputer is based at Hunan
UniversityOs National Supercomputing Center Changsha ('vow6_Bo:Y).For over a decade, NUDT has
aggressively leveraged overseas expertise and resources to build its capabilities. The Australian
Strategic Policy InstituteOs International Cyber Policy CentreOs October 2018 report OPicking flowers,
making honey: The Chinese militaryOs collaboration with foreign universitiesO documented and
analysed NUDTOs overseas presence. The report found that by 2013 the university had sent over
1,600 of its professors and students to study and work abroad. Universities in the United States, the
United Kingdom, Australia, Canada, Singapore, the Netherlands and Germany engage in some of the
highest levels of collaboration with NUDT. Some of NUDTOs leading experts on drone swarms,
hypersonic missiles, supercomputers, radars, navigation and quantum physics have been sent to
study or work abroad.Defected Chinese spy Wang Ligiang claimed in 2019 that NUDTOs Olntelligence
Center® sent him fake passports for his mission to interfere in Taiwanese politics. This indicates that
the university plays an important role in supporting ChinaOs overseas intelligence activity.NUDT
also works with foreign technology companies. Google and Microsoft have both worked with and
trained NUDT scientists.
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Naval Command College (hi5jkl0!0|}op)

The Naval Command College is an institution that provides education and training for naval
officers in a variety of disciplines such as military thought, strategic studies, intelligence training
and political work along with military operations, tactics and campaigns. The college plays a crucial
role in improving the quality of PLA Navy personnel, as well as providing combined arms training
for mid-career political commissars, logistics officers and equipment officers. The college serves to
improve strategic and tactical thinking in the PLA Navy by hosting the Naval Campaigns and Tactics
Center Laboratory (k ¢6¢p:2AaME) and producing research that looks at operationalising new training
and command systems. It is the PLA-NOs last remaining command academic institution.
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Naval Petty Officer Academy (hi5jkl0!0AA0C)

The academy has three main departments focused on training, campus affairs and political work. It
has published research on radar jamming.
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Naval Research Academy (hi5jkl0!0&€&p)

The Naval Research Academy was established in July 2017 following Xi JinpingOs military
reforms.EMain areas of study include military theory and technological research as well as the
maritime environment and national defence engineering.The Naval Research Academy actively
collaborates with civilian universities as part of ChinaOs military-civil fusion program. In April 2019,
delegates from the Naval Research Academy attended a meeting with officials from XiOan Jiaotong
University on co-operation directed at improving the quality assurance and technological reliability

of complex armaments currently in service in the PLA Navy. Major General Li Wei from the Naval
Research Academy stated that his colleagues were paying Overy close attention to this co-operation
with XiOan Jiaotong UniversityO in the development and sustainment of naval equipment.The Naval
Research Academy also collaborates with civilian research institutes. For example, the Institute for
Industrial Military-Civil Fusion at the Research Institute of Machinery Industry Economic and
Management claims to have worked with the Naval Research Academy and a number of state-
owned enterprises that focus on defence technology such as China Shipbuilding Industry
Corporation (CSIC) in order to develop strategies for military-civil fusion.The Naval Research
AcademyOs involvement in military-civil fusion is particularly notable for work on maritime
information technology and equipment. In January 2019, delegates from the Naval Research
Academy attended a conference hosted by the National Key Laboratory of Underwater Acoustic
Science and Technology (4N;u'[P;ifAME) and the Key Laboratory of Marine Information Acquisition
and Security Industry and Information Technology (k=IDél)«~|VNIDr_ifaME) of Harbin Engineering
University (HEU). The Naval Research AcademyOs Liu Qingyu (660) was reported to have made a
presentation on international and domestic developments in marine sonar technology at the
conference.Liu Qingyu from the Naval Research Academy has a particularly strong record of
engagement with civilian and military institutions for his research into marine sonar technology. In
2018, Liu delivered a presentation to the Northwestern Polytechnical University (NPU) which
Oelaborated on some of the problems facing the national costal defence industryO and Osuggested
areas for future research into marine acoustics.O Both students and academics from NPU attended
LiuOs presentation. Liu has also published papers on acoustic science with scholars from the
Chinese Academy of Sciences, the Naval University of Engineering, and Northwestern Polytechnical
University.
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Naval University of Engineering (hi5jki0!00TUo)

NUE is one of the PLAOs five comprehensive universities, which trains students in a variety of
engineering and core military disciplines related to naval warfare.The university is home two
national laboratories. The National Key Laboratory for Vessel Integrated Power System Technology
(U[itcu;u'[P;iTAME), which was established in 2010 to carry out Oindigenous research and
developmentO into integrated electric propulsion (IEP) systems that power naval vessels at sea. |EP
generally uses diesel generators and/or gas turbines to generate the electricity needed in order to
turn propellers on large surface vessels such as guided missile destroyers or amphibious assault
ships. The lab is jointly run by NUE and China Shipbuilding Industry CorporationOs (CSIC) 712th
Research Institute.Rear Admiral Ma Weiming has led the National Key Laboratory for Vessel
Integrated Power System Technology to develop propulsion systems for aircraft catapults,
electromagnetic weapons and satellite launches. Admiral Ma has been referred to as Othe father of
ChinaOs electromagnetic catapult systemO (:'ctii Oj) by official Chinese media sources.NUEOs
National Defense Technology Key Laboratory of Marine Vibration and Noise ([¢£-aN'[P;iTAME)
works on acoustic quieting technology for submarines. The lab is probably jointly run with CSICOs
701st Research Institute, also known as China Ship Development and Design Center
(:'0[Q é06:1).Another laboratory that conducts defence research at NUE is the Nuclear Marine
Propulsion Engineering Military Key Laboratory (U[5-0|i %2iT4ME). The lab focuses on researching
and training engineers in nuclear engineering for warships and submarines.Academic departments

at the Naval University of Engineering include:
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Navy Aviation University (hi5jkl0!0grUo)

The Navy Aviation University was established upon the merger of the Naval Aviation Pilot Academy
and the Naval Aviation Engineering University during Xi JinpingOs military reforms in 2017. The
university conducts research into missile engineering, electrical engineering and automation,
navigation engineering as well as air station management engineering and flight vehicle design
engineering.EAcademic articles published by the university have looked at topics such as the PLA-
NOs combat system capability and naval aviation management systems.E
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Navy Logistics Academy (hi5jkl0!0elop)

The Navy Logistics Academy is an institution devoted to training naval cadets and officers
specialising in logistics. The academyOs core training and research focuses on military studies,
management science and economics, while specialist lines of research include logistics command
management and military financial auditing. The Center for Naval Analyses (CNA) in Arlington,
Virginia have noted that entry into the academy tends to occur at the mid-career level for officers

in the PLA-N.
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Navy Medical University (hi5jkl0!00eUo)

The PLA Navy Medical University, formerly known as the Second Military Medical University, was
established in 1951 as a university focussed on medical research for the Chinese military.
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Navy Submarine Academy (hi5jkl0!OLIop)

The Navy Submarine Academy is responsible for the training of submariners to crew its
conventionally and nuclear-powered submarines. The academy focuses its research on subjects
such as electrical and information engineering, combat simulation, underwater acoustic
engineering and navigation technology along with weapons systems and launch engineering and
underwater ordnance technology. The academy also offers programs in combat tactics and the
underwater combat environment.The Navy Submarine Academy pursues research that may
contribute to Chinese anti-submarine warfare capabilities through the Underwater Operational
Environment Military Key Laboratory (40}¢¥t %ifAME). The academy also oversees part of theE The
publication record of researchers from the Navy Submarine Academy also suggests a strong
interest in foreign developments in undersea warfare systems.EEIn 2018, the Navy Submarine
Academy signed a cooperative agreement with Harbin Engineering University (HEU). The
agreement is directed at promoting research collaboration in subjects such as big data fusion,
intelligent navigation, underwater acoustic target recognition, and underwater unmanned
intelligent control systems.
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North China Institute of Aerospace Engineering
(elg¥OE£op)

NCIAE specialises aerospace technology and engineering. The university is primarily run by the
Hebei Provincial Government, together with the State Administration of Science, Technology and
Industry for National Defense, China Aerospace Science and Technology Corporation (CASC), and
China Aerospace Science and Industry Corporation (CASIC).NCIAE appears to be a major training
center for CASC and CASIC, state-owned defence conglomerates that dominate ChinaOs missile and
satellite sector. NCIAE runs at least two research and development centres with CASC and was
involved in the development of the Shenzhou spacecraft, Long March rockets and the DFH-5
satellite platform.In 2003, the Hebei Provincial Government, CASC and CASIC signed an agreement
to jointly support NCIAE (pictured below, courtesy of NCIAE).
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North China University of Science and Technology
(le©OUo)

NCST was founded in 2010 and focuses on metallurgy and materials science. The university engages

in growing levels of defence research since coming under the supervision of defence industry
agency SASTIND in 2013.OMilitary-use critical materials® has been designated as a key defence
research area at NCST.
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North University of China (heUo)

NUC is a civilian university that specailises in defence research. It is jointly administered by the
Shanxi Provincial Government and defence industry agency SASTIND. The university traces its
roots back to an ordnance school established by the Eighth Route Army in 1941, and defence
research is central to its identity. According to NUCOs website, OOur university has long established

331


https://unitracker.aspi.org.au/universities/navy-submarine-academy
https://unitracker.aspi.org.au/universities/north-china-institute-of-aerospace-engineering
https://unitracker.aspi.org.au/universities/north-china-university-of-science-and-technology

excellent and cooperative relationships with Central Military Commission departments, SASTIND,
Norinco Group, China South Industries Group, China Aerospace Science and Technology Group,
China Aerospace Science and Industry Group, and our graduates are spread across different areas

in defence industry.O Approximately 2000 of its graduates enter the defence industry each year.NUC
specialises in testing and developing weapons, including tanks, missiles and explosives. Its
Underground Target Damage Technology National Defense Key Subject Laboratory reportedly runs

the only underground shooting range in a Chinese university. The university is a member of the B8
Cooperation Innovation Alliance (B8ThUT,V or :'WiThUT,V), a group of eight Chinese research
institutions that specialize in armament scienceNthe OBO in OB80 stands for Chinese work for
armaments, bingqi (W1).
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Northeastern University (leUo)

NEU is a major civilian university subordinate to the Ministry of Education. The university hosts
three national laboratories, all of which are related to industrial manufacturing technology.NEU
engages in growing levels of defence research. It holds secret-level security credentials allowing it
to participate in classified weapons projects and hosts the defence-focused Key Laboratory of
Aerodynamic Equipment Vibration and Control. In 2018, NEU was approved to build a further five
laboratories that could be involved in future defence or security-related research.In 2019, NEU
joined the Shenyang Aircraft Design Institute Collaborative Innovation Alliance ((vVIRé6Q AThUY,V), a
group of universities and institutes, led by defence conglomerate AVIC, that are involved in the
development of military aircraft. NEU also runs a National Defense Science and Technology
Development Research Institute ([P;~IQ &). In 2019, the instituteOs senior deputy director was
awarded a China Industry-University-Research Cooperation Military-Civil Fusion Prize.

The tag is: misp-galaxy:china-defence-universities="Northeastern University (ieUo)"

Table 942. Table References
Links

https://unitracker.aspi.org.au/universities/northeastern-university

Northwest Institute of Nuclear Technology (iel"aeééc)

NINT is one of ChinaOs main sites of nuclear technology research. While the Chinese Academy of
Engineering Physics is believed to be ChinaOs only manufacturer of nuclear warheads, NINT likely
plays a supporting role in research for nuclear weapons. It is especially active in research on lasers,
which can be used in nuclear fusion reactors or weapons. Aside from nuclear technology, NINT
carries out research on topics including electronics, information science, materials science, control
science and chemistry.NINT has partnerships with several institutes in the Chinese Academy of
Sciences, Xiangtan University, Northwestern Polytechnical University, and XiOan Jiaotong University.
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Northwestern Polytechnical University (ieO£Uo)

The university is one of the OSeven Sons of National Defence® subordinate to MIIT. It is heavily
engaged in military research, describing itself as Odevoted to improving and serving the national
defence science and technology industry.0 NWPUOQOs research focuses on aviation, space and naval
technology. EBetween 2014 and 2018, the universityOs School of Mechanics, Civil Engineering and
Architecture alone spent nearly RMB200 million (AUD40 million) on defence research projects.
41.25% of 2017 NWPU graduates who gained employment were working in the defence
sector.NWPU is known for its development of unmanned aerial vehicles (UAVs). The only Chinese
university hosting a UAV defence laboratory, NWPU produces the ASN series of UAVs though its
subsidiary company, Aisheng Technology Group Co., Ltd. The Chinese military is the companyOs
largest customer and the company once claimed to produce 90% of ChinaOs drones.The university
has close ties to state-owned shipbuilding and aerospace conglomerates.
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Officers College of the PAP (hi5j iNuX{NAop)

The Officers College of the PAP was established as an institution devoted to training officers of
ChinaOs paramilitary service in command and engineering disciplines. The collegeOs research
focusses on combat command, command information systems engineering, philosophy, law,
political education, Chinese language and literature, history, mathematics, physics, applied
psychology, electrical science and technology, computer science and technology, and management
science and engineering.The Officers College of the PAP is especially active in developing drone
technology. On 26 June 2019, the college tested its X-Swift unmanned aerial vehicles (UAV) for a test
surveillance and reconnaissance flight with special operations personnel in Sichuan.The college is
also active in developing applications for drone technology. Researchers from the college have
collaborated with personnel from the PLA Logistics Engineering University to publish an article in
favour of deploying UAVs to southern Xinjiang for counter-terrorism missions.EThe researchers
argue for UAVs to be deployed for regional surveillance and strike as well as search and seizure
missions in Xinjiang, drawing off lessons from the US coalition against ISIS.
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PAP NCO College (hi5] iNpuXJAA0C)

The PAP NCO College was established in 2017 following Xi JinpingOs reforms to ChinaOs military
education system. The college does not appear to engage in significant levels of defence research
and focuses its attention on training enlisted personnel in ChinaOs paramilitary service, the PeopleOs
Armed Police.
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Peking University (eaUo)

PKU is considered among ChinaOs most prestigious universities with a storied history. It is ranked as
one of ChinaOs top two academic institutions, along with Tsinghua University. Unsurprisingly, the
university has been included in a number of the PRCOs educational initiatives, including as a Class A
institution under the Double First-Class University program.PKU has been subject to at least two
joint-supervision agreements between the Ministry of Education and defence industry agency
SASTIND. These agreements, signed in 2012 and 2016, are designed to deepen the universityOs
involvement in defence research.PKUOs Advanced Technology Institute was founded in 2006 to
oversee and develop the universityOs defence research. Includes several research centres and
supervises the universityOs four major defence laboratories. The instituteOs research covers
semiconductors, nuclear technology, quantum physics, advanced materials, underwater acoustics,
satellite navigation and communications, flight propulsion, aerospace engineering and
microprocessors.In 2017, PKU and the Chinese Academy of Engineering Physics (CAEP)NChinaOs
nuclear weapons programNestablished the PKUDCAEP New Structure Center for Applied Physics
and Technology (dtWa-:'[iAaQ af{?*0Aa);uQ :1).. The institution was founded on the basis of the
PKU Center for Applied Physics and Technology (dtWaY40Aa);uQ :1) established with CAEP in 2007.
The joint centre carries out research on materials, lasers for atomic physics applications, laser
plasma physics, computer science and fluid dynamics. PKUOs report on the centre notes that it will
serve ChinaOs national defence needs and that CAEPOs deputy director emphasised it should Otake
the path of military-civil fusionO. The joint centreOs honorary director and founding director, He
Xiantu, is credited as the developer of ChinaOs first neutron bomb.PKU takes precautions for the
protection of classified information. The university has an office devoted to the secure handling of
classified information, hosting regular meetings and training sessions to strengthen the universityOs
security culture. In 2006, the university received security credentials for participation in classified
defence research.
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PeopleOs Armed Police Command College
(hi5]"ANL|}op)

The PAP Command College is an institution devoted to training officers in ChinaOs paramilitary
service, the PeopleOs Armed Police, that was established in 1984.EThe collegeOs key subjects focus on
law, engineering, military studies and management studies,Ebut most attention is devoted to
paramilitary training and political work. The PAP Command College maintains a focus on
paramilitary training, but it does retain a scientific research program.Drone technology is another

area of interest for the PAP Command College. The college was involved in testing the X-Swift
unmanned aerial vehicle (UAV) in June 2019. Kang Jian from the collegeOs Scientific Research
Department also attended the 2017 Drone World Congress hosted in Shenzhen.
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PeopleOs Public Security University of China

(hi5jziUo)

PPSUC was founded in July 1948. In 1984, it was developed into a full-time higher education
institution with masterOs and bachelorOs degree programs. In 1998, it was merged with the Chinese
PeopleOs Police University (:'x@-mWa). Its schools include a Marxism School, Law School, Law and
Order School, Investigation and Anti-Terrorism School, Criminology School, Pubic Security
Management School, International Policing and Law Enforcement School, Police Training College
(which covers combat training and command and tactical training), Criminal Science and
Technology School, Information Technology and Network Security School, and a Traffic
Management School.PPSUC is involved in the development of technological tools for public security
applications, including image recognition. For instance, the university signed an agreement with
Chinese video surveillance equipment manufacturer Hikvision in 2016 to set up a joint laboratory
on video image recognition technology. In 2018, it signed a strategic cooperation agreement with
Xiamen Meiya Pico Information Co., a Chinese company that provides digital forensics and
information security products, which included upgrading a forensics laboratory and establishing a
cyber security attack and defence laboratory. The university also has cooperation agreements with
numerous local government-level public security bureaus across the PRC. These include
agreements on image recognition technology for local public security bureaus and joint
laboratories. For instance, in 2018 alongside the Nanshan sub-bureau of Shenzhen Public Security
Bureau and the artificial intelligence companies SenseTime and Shenzhen Yuantian Lifei, it signed
a strategic cooperation agreement on applying video recognition and the establishment of a joint
laboratory.
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Railway Police College (€éNpop)

The Railway Police College is ChinaOs only institution of higher learning devoted to training
specialists responsible for securing the Chinese railway network.Eln 2017, the college graduated
over 1,000 personnel trained in disciplines such as surveillance studies, political security studies
and safety management studies.
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Renmin University (5jUo)

Renmin University is subordinate to the Ministry of Education and also supported by the Beijing
Municipal Government. Its focus is in the humanities and social sciences. Although the university
does not appear to have ties with the national defense industry, it was placed on the US
GovernmentOs Unverified List in April 2019, which places restrictions on US exports to the
university. Entities are added the Unverified List if the US Government is unable to satisfactorily
carry out end-user checks on them to ensure compliance with export licenses.
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Rocket Force Command College (hi5jkl0&&|}op)

The Rocket Force Command College is the PLAOs premier institute devoted to training cadets and
early-to-mid career officers in conventional and nuclear missile campaigns. Candidates require
understanding of battlefield command, management and campaign tactics prior to entry into the
college. The college then builds on this knowledge by providing specialist training for missile
campaigns.
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Rocket Force Research Institute (hi5jkIOEEOEEP)

The Rocket Force Research Institute develops nuclear and conventional ballistic missiles, carrying
out research on warhead, guidance and control technology.Elt appears to be the successor to the
PLA Second Artillery Equipment Academy (i§ U6Q &) and the Rocket Force Equipment Academy
(18 U6Q 4).EThe institute reportedly hosts two national-level defence laboratories. It also has a
strategic cooperation agreement with Beijing Institute of Technology, which hosts two state key
laboratories that study impacts and explosions.
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Rocket Force Sergeant School (hi5jkl0éé0AAoC)

The Rocket Force Officer College is an institution devoted to training military personnel for ChinaOs
tactical and strategic missile forces that was established after Xi JinpingOs military reforms in 2017.
The collegeOs focus is on providing technical training to personnel in the PLARFOs missile systems.
However, the college has also produced research on underground engineering which would be
useful to hardening bases for missile strikes.

The tag is: misp-galaxy:china-defence-universities="Rocket Force Sergeant School (hi5jkl0éeé0AA0C)"

Table 954. Table References
Links

https://unitracker.aspi.org.au/universities/rocket-force-sergeant-school

Rocket Force University of Engineering
(hi5jkl0ée00TUo)

RFUE is the PLA strategic missile forceOs leading institution for training technical and scientific
talent. Students entering the university tend to be university graduates and career members of the
PLA Rocket Force.Defence research conducted by the RFUE focuses on building resilience and
capabilities for conventional and nuclear missile strikes. RFUE hosts the Missile Testing and Control
Virtual Simulation Experimental Teaching Center ('+8)a2©2NyaM@a:1).The universityOs key areas of
research include:
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Shandong University (iiUo)

SDU is subordinate to the Ministry of Education. Since 2016, it has also been supervised by defence
industry agency SASTIND as part of a program to expand universitiesO involvement in defence
research and training.SDU has pursued greater involvement in defence research since at least 2006,
when it established a national defence research institute to coordinate relevant work across the
university. Shortly afterwards, it received secret-level security credentials allowing it to participate

and research and production for classified weapons and defence technology projects. In 2008, it
was recognised as one of Shandong ProvinceOs 10 outstanding defence industry units.SDU
collaborates with the Chinese Academy of Engineering Physics, ChinaOs nuclear warheads
development facility, on topics including the development of crystals that are used in the study of
nuclear explosions and research on fusion ignition.
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Shandong University of Technology (il©0OUo)

SDUT specialises in engineering and carries out growing levels of defence research. In 2018, SDUT
became the only university in Shandong Province jointly supervised by defence industry agency
SASTIND besides Shandong University.E This indicates that SDUTOs involvement in defence research
and links to the defence industry will grow in coming years.SASTIND has specifically indicated its
intention to build up advanced materials and advanced manufacturing technology as areas of
defence research at SDUT. SDUT has carried out research on mechatronic engineering for the
defence industry, and developed a non-destructive testing system for ceramic antenna covers on
missiles.
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Shanghai Jiao Tong University (i'u~Uo)

SJTU is directly under the administration of the MOE. In 2016 it also came under the supervision of
defence industry agency SASTIND as part of a Ojoint construction® agreement between the MOE and
SASTIND.The university has at least three laboratories focused on defense research relating to
materials science, ships and hydrodynamics. The defence labs have established substantial
collaborative research and talent development relationships with hydrodynamics research groups

at universities including MIT, Cornell, and the Danish Technical University.One of the universityOs
strongest departments is computer science. Its computer science program has garnered support
from American tech companies such as Cisco Systems and Microsoft, which collaborated on
establishing a laboratory for intelligent computing and intelligent systems at the university. In
particular, the School of Information Security Engineering, has ties to the PLA through its dean and
chief professor who both previously worked for the PLA. SJTU also has ties to the PLA Unit 61398, a
cyber espionage unit that has been implicated in cyber attacks on the United States.SJTU is also
known for its involvement in maritime research. The School of Naval Architecture, Ocean & Civil
Engineering cooperates extensively with other universities from around the world as well as with
many domestic industrial enterprises, such as defence conglomerate CSIC and CASC. The school is
the lead unit of the High-tech Ship and Deep-Sea Development Equipment Collaborative Innovation
Center (11[¢)gki~U6ThUT:), where it has contributed to assisting the PLA NavyOs transition to
offshore defense operations.

The tag is: misp-galaxy:china-defence-universities="Shanghai Jiao Tong University (i't~Uo)"

Table 958. Table References
Links

https://unitracker.aspi.org.au/universities/shanghai-jiaotong-university

Shanghai University (i'Uo)

SHU is engaged in growing levels of defence research. In 2016, the Shanghai Municipal Government
and defence industry agency SASTIND agreed to jointly supervise and support its participation in
defence research.Shanghai University has begun building up its capability in defence research in
areas such as unmanned surface vehicles, materials for missiles, and microwave technology. It
holds secret-level security credentials, allowing it to participate in classified defence technology
projects.Shanghai UniversityOs Research Institute of Unmanned Surface Vehicle Engineering
researches and produces unmanned surface vessels, some of which are for the China Maritime
Safety Administration.
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Shenyang Aerospace University (fiqrgq¥Uo)

SAU is the only university formally under the supervision of ChinaOs military aircraft manufacturer,
AVIC. SAU engages in high levels of defence research and describes itself as a base for training
talent in national defence science and technology. Serving ChinaOs military aviation industry is
what SAU refers to as its Oglorious tradition®.Many of ChinaOs military aircraft are designed and built
in Shenyang, which is home to AVIC subsidiaries Shenyang Aircraft Design Institute and Shenyang
Aircraft Corporation. SAU and AVIC work closely together, including through a joint research
institute.
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Shenyang Ligong University (fi©OUo)

SYLU is a civilian university that specialises in defence research. The universityOs primary areas of
defence research are armament science, information and communications engineering, control
science, materials science and mechanical engineering. Apart from XiOan Technological University,
SYLU is the only Chinese civilian university supervised by state-owned arms manufacturers
Norinco Group and China South Industries Group. In 2016, it also came under the supervision of
defence industry agency SASTIND.SYLU is a member of the B8 Cooperation Innovation Alliance
(B8ThUT,V or :"'WiThUT,V), a group of eight Chinese research institutions that specialize in armament
scienceNthe OBO in OB80 stands for the Chinese word for armaments, binggi (W1). The university runs
a weapons museum on its campus. Furthermore, SYLU is a member of the Liaoning Military-Civil
Fusion Arms Industry-College Alliance («-~ @IBnW|oVV*é,V) and SYLUOs president doubles as
chairman of the alliance. This indicates close ties between SYLU and ChinaOs arms industry.
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Shenzhen University (8iiUo)

SZU is the primary university in ChinaOs rapidly growing technology hub, Shenzhen. The university
does not appear to engage in high levels of defence research outside of its national defence
laboratory on automatic target recognition. The laboratory was founded in 2001, is overseen by the
PLA and SASTIND, and is headed by the universityOs former president.
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Shijiazhuang Tiedao University (daaeéUo)

STDU specializes in transportation science, engineering and information technology. Its predecessor
was the PLA Railway Engineering College.Since 2013, STDU has also been supervised by defence
industry agency SASTIND through an arrangement designed to expand the universityOs
involvement in defense-related research and training. ESTDU has secret-level security credentials,
allowing it to participate in classified defense technology research.STDU is home to the National
Defense Transportation Research Institute ('[d3Q &), which is the only civilian university research
institute that specializes in national defense transportation research. STDU is also home to the
Institute of Complex Networks and Visualisations (€8FG)O6rQ &), which develops military-use
information processing software including remote-control systems for aerospace applications.

,,,,,
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Sichuan University (06U0)

Sichuan University (SCU) is a leading Chinese university subordinate to the Ministry of Education.

In 2011 and again in 2016 SCU was the subject of joint construction agreements between the MOE
and defence industry agency SASTIND designed to increase its involvement in defence research.The
university hosts at least three laboratories that focus on defence research and has a close
relationship with the Chinese Academy of Engineering Physics (CAEP), the PRCOs primary nuclear
warheads research facility. SCUOs Institute of Atomic and Molecular Physics and CAEP jointly
established the Institute of Atomic and Molecular Engineering and the Institute of High
Temperature and High Pressure Physics. In 2012, SCU was added to the US BIS Entity List as an alias
of CAEP, implying that it acts as a proxy for the facility.A 2011 study by American think tank Project
2049 concluded that a PLA signals intelligence unit Olikely maintain a close, mutually supportive
relationship with related organizations in Chengdu, such as Sichuan UniversityOs Information
Security and Network Attack and Defense Laboratory (-®@WAaiD«-]FGJ[Q E).O
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Soochow University (a0U0)

Soochow University has been jointly supervised by the Jiangsu Provincial Government and defence
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industry agency SASTIND since 2016. This arrangement is designed to expand the universityOs
involvement in defense-related research and training.The university has five designated defence
disciplines, centred around research on radiation. In particular, its School of Radiation Medicine
and Protection has strong defence links, as it has become a major teaching and research base for
the nuclear industry.Suzhou University is also involved in promoting military-civil fusion. The
university cooperated with Changfeng Science Technology Industry Group (a subsidiary of missile
manufacturer CASC) and Suzhou Xinkuan Electronic Technology Co., Ltd. to jointly establish the
OSuzhou University Military-Civil Fusion Internet of Things Collaborative Innovation Center.O
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South China University of Technology (I-©OUo)

SCUT is subordinate to the Ministry of Education and in 2018 was placed under a joint-construction
agreement between the MOE and SASTIND. This arrangement is designed to develop the
universityOs involvement in defence-related research and training. SCUT also holds secret-level
security credentials, allowing it to participate in research and production for classified weapons
and defence technology projects. As a result of the universityOs placement under joint construction
and its secret-level security credentials, SCUTOsEinvolvement in defence research is likely to grow in
coming years.Since 2008, the university has hosted a defence research laboratory on materials
science. The lab was initially run by the universityOs president. In 2017, the university joined the
Guangzhou Civil-Military Integration Industry Coalition.EMore recently in 2019, SCUT and iFlytek
established an artificial intelligence company, Guangzhou Huanan Naokong Zhineng Keji Gongsi
(OlotAaerP;z|).
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Southeast University (I-Uo)

SEU is a leading Chinese university that engages in high levels of defence research. In 2015, the
university undertook RMB180m (AUD37m) of defence research projects, placing it among the
Ministry of Education universities most involved in defence research. That figure has almost
certainly grown since 2016, when SEU came under a Ojoint construction® agreement between the
Ministry of Education and defence industry agency SASTIND. The university has secret security
credentials, enabling it to participate in secret defence projects.The university has also been linked

to cyberespionage. Researchers at its School of Cyber Science and Engineering (FGM&«-aa) have been
funded by the MSS, ChinaOs civilian intelligence agency. The School of Cyber Science and
Engineering has close ties to TopSec, a Chinese information security company that trains, recruits
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and works with PLA cyber security officers.SEU states that its defence research relies on its
excellence in electronics. It has at least two laboratories that specialise in defence research on
navigation technology and underwater acoustics. Both laboratories may be involved in developing
technology for underwater warfare. Representatives from the PLA NavyOs Submarine Academy
visited SEU in 2017.SEU has also built relationships with state-owned defence conglomerates. In
2017, the university signed a strategic cooperation agreement with missile-manufacturer China
Aerospace Science and Industry Corporation. In 2018 and 2019, it signed similar agreements with
subsidiaries of China Electronics Technology Group Corporation, ChinaOs leading manufacturer of
military electronics.
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Southwest University of Science and Technology
(i—ln"Uo)

SWUST is deeply engaged in defence research and is based in Mianyang, a city also home to ChinaOs
nuclear weapons program and many other parts of the defence industry. Since 2006, the university
has been subject to several joint construction agreements between the Sichuan Provincial
Government and SASTIND that are designed to increase its involvement in defence research. SWUST
carries out defence-related research on nuclear waste, radiation protection and electronic
information engineering. It holds secret-level security credentials, allowing it to undertake
classified defence technology and weapons projects. The universityOs main defence laboratory
carries out research on topics such as the use of microorganisms to clean nuclear waste.SWUST has
worked closely with the Chinese Academy of Engineering Physics (ChinaOs nuclear warheads
program), China Aerodynamics Research and Development Center (a PLA base specialising in
aircraft design), and defence conglomerates since its establishment. The fact that the university
hosts the provinceOs OCivil-military Integration InstituteO is a testament to its integration with the
military and defence industry.
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Space Engineering University (hi5jkl0¢666X{q¥OTUo)
SEU was established in June 2017 as an expansion of the former PLA Equipment Academy (U6a4).

SEU describes itself as a Ocomprehensive university that trains talents for space command
management and engineering.O It is intended to serve as the Ocradle of the new PLAOs space talent
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training.O The SEU is subordinate to and supports the PLA Strategic Support ForceOs Space Systems
Department (LN-C_), which has taken over the space and potentially counterspace capabilities that
were previously the purview of the former General Armaments Department and, to a lesser degree,
the former General Staff Department.The SEU offers degree programs at the undergraduate,
masterOs, and doctoral levels, as well as programs for non-commissioned officers, across disciplines
including space target surveillance, remote sensing science and technology, and aerospace
information security.Elts faculty include nine CMC Science and Technology Commission experts and
twenty professors who are designated as expert defence science and technology advisors.Beyond its
mission of talent cultivation, the SEU also engages in extensive research. In particular, the SEU has
a total of eighteen laboratories, which include two national-level key laboratories and one military-
level key laboratory.
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Special Police Academy (hi"iNpXii Npop)

SPA is made up of departments for training, political work and logistics. As such, SPA engages in
little defence research and focusses its activities on training special operations paramilitary troops
in command processes.
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Sun Yat-sen University (hiUo)

SYSU is a leading Chinese university subordinate to the Ministry of Education. In 2018, it come
under the joint supervision of MOE and defence industry agency SASTIND. This development
indicates that SYSUOs involvement in the defence industry and defence research is growing.The
university has a large defence research budget. In 2018, it spent nearly RMB200 million (AUD41
million) on defence research out of its total research budget of RMB3.1 billion (AUD640
million).SYSU is linked to the Chinese military through its National Supercomputer Center in
Guangzhou ('vowé_0O|:1), which was placed on the US Government Entity List in 2015 for its role in
nuclear weapons development. The centre was jointly established with the PLA National University

of Defense Technology in 2011 to host the Tianhe-2 supercomputer. The supercomputer is operated
by the National University of Defense Technology and was the worldOs fastest from 2013 to
2015.Aside from the supercomputer center, SYSUOs Key Laboratory of Information Science is the
only known lab focused on defence research and is located within the School of Electronics and
Information Technology.In 2010, the university established a State Secrets Academy ('V¥jad),
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serving as the third university in China to establish such an institute in partnership with ChinaOs
National Administration of State Secrets Protection ('v¥4’).EThe Institute carries out research and
training on the protection of state secrets.
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Tianjin Polytechnic University (¥+O£Uo)

TJPU is known for its research in the field of textile science and engineering. It is jointly supervised
by the Ministry of Education and the city of Tianjin. In 2018, defence industry agency SASTIND and
the Tianjin Municipal Government signed an agreement to jointly support TJPU. The purpose of the
agreement is to support the universityOs development of defence disciplines, construction of
defence laboratories, and training of defence scientists. Through this arrangement, SASTIND
involves universities in military research projects and supports collaboration between universities
and the defence industry. The university also holds secret-level security credentials that allow it to
participate in classified defence technology projects.Tianjin Polytechnic University hosts one state
key lab and two MOE key labs. One of the MOE key labs and the state key lab are located within the
School of Material Science and Engineering. Additionally, TIPUOs School of Textile Science and
Engineering has conducted R&D that has been applied to industries in aerospace, defense,
transportation, civil engineering, among others. The School of Textile Science and Engineering has
reportedly become a backbone of research and innovation for ChinaOs textile industry.
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Tianjin University (¥+Uo)

TJU is under the administration of the Ministry of Education and has also been supervised by
defence industry agency SASTIND since 2012. The university has second-class security credentials,
allowing it to participate in classified research projects at the level of OsecretO. It hosts two defence
laboratories, working on optoelectronics and propellants.In 2015, A professor at Tianjin University
was arrested by U.S. federal agents and accused of economic espionage and technology theft. He
had been a professor in the School of Precision Instrument and Opto-electronics Engineering,
which is home to one of the MOE labs involved in defense research. TJU is also a member of several
international engineering alliances and has one National Defense Technology Innovation Team.TJU
carries out research for the Ministry of State Security (MSS), ChinaOs civilian intelligence agency. It
has hosted at least one MSS researcher and its scientists have been awarded for their work for the
MSS on communication and information engineering.
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Tongji University (guUo)

Tongji University recognized for its work in architecture, civil engineering, marine geology, and
transportation engineering. The university established the only state key laboratory of deep-sea
geology, which plays an important role in ChinaOs deep-sea observation and serves as a significant
platform for the countryOs marine strategy.The universityOs involvement in marine research likely
stems from its joint construction with the State Oceanic Administration (SOA). In 2010, the Ministry
of Education and the State Oceanic Administration signed to jointly establish 17 universities, a
collaboration aimed at enhancing the ability to cultivate marine talents in universities, develop
marine science and technology, and make contributions to the development of ChinaOs marine
industry.Tongji University has secret-level security credentials and is home to one Ministry of
Education laboratory dedicated to defense research. In April 2019, the university was placed on the
U.S. Unverified List, which places restrictions on US exports to the university. Entities are added the
Unverified List if the US Government is unable to satisfactorily carry out end-user checks on them
to ensure compliance with export licenses.
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Tsinghua University (GIUo)

Tsinghua University is considered ChinaOs leading university in science and technology. Often
characterized as OChinaOs MIT,0 Tsinghua is highly ranked globally, while also being the alma mater
of numerous Chinese leaders, including Xi Jinping. Tsinghua has been included in numerous
Chinese educational initiatives, including acting as a Class A institution in the Double First-Class
University Plan and with membership in ChinaOs C9 League. As of spring 2018, Tsinghua University
had 390 research institutions operating across a range of fields.Tsinghua engages in a range of
military research and was awarded secret-level security credentials for classified research in 2007.

In advancing military-civil fusion, Tsinghua also continues its Ofine tradition® of serving ChinaOs
national security and defense, actively creating new platforms and initiatives to support this
strategy. Not only its dedicated defence laboratories but also a range of key laboratories and
research institutions at the university have received funding from the military. Since at least 2012,
Tsinghua has also been jointly supervised by defence industry agency SASTIND as part of a
program to deepen its defence research and links to the defence sector.TsinghuaOs defence research
covers areas such as artificial intelligence, air-to-air missiles, navigation technology, instrument
science and materials science.The university trains students for ChinaOs nuclear weapons program,
military and defence industry. In 2014 it signed a strategic cooperation agreement with the Chinese
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Academy of Engineering Physics (CAEP)NChinaOs nuclear weapons program.E In 2016, CAEPOs
Materials Institute and Tsinghua established a joint postgraduate training base for teaching,
research collaboration and equipment sharing.Approximately 200 postgraduate students at
Tsinghua are sponsored by CAEP or defence industry conglomerates each year through the Chinese
governmentOs National Defence Science and Technology Scholarship program. Scholarship
recipients are required to work for their sponsoring organisation for five years after graduating.
Roughly 2000 of the scholarships are awarded each year, indicating that Tsinghua students are
among the primary recipients of them. Documents published by Tsinghua indicate that CAEP
planned to sponsor 40 PhD students to study nuclear technology in 2013. CAEP continues to sponsor
Tsinghua postgraduates. In 2004, Tsinghua agreed to supervise doctoral students from the PLAOs
Second Artillery Engineering University, now known as the Rocket Force University of Engineering.
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University of Electronic Science and Technology of
China (18n"Uo)

UESTC was established in 1961 as one of ChinaOs first defence industry universities. It is now
subordinate to the Ministry of Education (MOE) and is also jointly supervised by defence industry
agencies MIIT and SASTIND, as well as the Chinese militaryOs leading electronics manufacturer,
China Electronics Technology Group Corporation (CETC).The university is one of ChinaOs leading
universities for defence electronics research. It claims to rank among the top MOE universities in
terms of the scale of its defence research. Between 2011 and 2015, its annual spending on defence
research grew by 210% to RMB400 million (AUD80 million) and may account for as much as 32% of
its overall research spending. 16.43% of UESTC graduates in 2017 who found employment were
working in the defence sector. UESTC gained secret-level security credentials about a decade ago,
probably in 2006, making it one of the first MOE universities to hold them.UESTC research has been
used by state-owned manufacturers of military aircraft, missiles, and military electronics and the
PLA Navy on projects such as the JF-17 fighter and the NavyOs aircraft carrier program.UESTCOs
defence research covers areas including electronics, microwaves, terahertz technology, anti-
jamming technology and signal processing, communication systems, military-use critical materials,
optoelectric imaging. Between 2001 and 2005, UESTC undertook over 900 military electronics
projects worth in excess of RMB500 million (AUD104 million).UESTCOs research on artificial
intelligence has attracted scrutiny for its human rights implications. In 2015, a professor recruited

by UESTC through the Thousand Talents Plan established a company called Koala Al. The company
produces artificial intelligence surveillance systems that are used in Xinjiang, where an estimated

1.5 million Uyghurs and other ethnic minorities have disappeared into concentration camps.UESTC
has close relationships with the Chinese defence industry. The university operates a national
laboratory on high-power radiation with the Chinese Academy of Engineering Physics, the PRCOs
primary nuclear warhead research complex. CETC, a state-owned defence conglomerate, partnered
jointly with the MOE to developUESTCOs capabilities. Under the arrangement, UESTC agreed to
expand its collaboration with CETC, help train CETC personnel and send its best students to work at
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CETC. Defence industry agency SASTIND also signed agreements to supervise UESTC in 2008 and
2016.
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University of International Relations (iGlyop)

UIR claims was established in 1949 under the direction of then Premier Zhou Enlai. In 1964 it was
designated as a Onational key universityO, and this appears to be the evidence it uses to claim it is a
Ministry of Education university. However, the university does not appear on the Ministry of
EducationOs list of subordinate universities.Individuals formerly and presently affiliated with the
university have also held affiliations with the MSS or the MSS-linked think tank the China Institutes

of Contemporary International Relations (' ?'n;-Q &). They include Geng Huichang (" °t), a former
Minister of State Security (2007-2016) and vice minister of State Security (1998-2007). Prior to this
he was the head ofE China Institutes of Contemporary International Relations from 1992 to 1998.
From 1990 to 1992, he was the director of UIROs American Research Department and from 1985-
1990 he was deputy director of the American Research department.E Notably, current UIR President
Tao Jian is also a former CICIR vice-president and a UIR graduate.UIR gives the MSS a way to work
with foreign universities and academics to shape and learn about perceptions of the PRCOs views on
security. It also provides a platform for the MSS to identify talent, recruit officers and collect
intelligence.The universityOs Hangzhou campus, also known as the Zhejiang Second PeopleOs Police
School, may carry out more practical training of MSS officers and has been described on a local
government website as Ospecialising in training special talentd. Some graduates of the Hangzhou
campus have moved straight into MSS positions. The Hangzhou campus works closely with
Zhejiang University on teaching and research.
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University of Science and Technology Beijing (ean Uo)

USTC is a leading university subordinate to the MOE. The university engages in high levels of
defence research and claims be among the top MOE universities for defence spending. Since 2018, it
has been under a joint-construction agreement between the MOE and defence industry agency
SASTIND that is designed to expand its involvement in defence research.USTB is known as the
Ocradle of steel® for its training and research on metallurgy. The universityOs defence research
appears to focus on metallurgy and materials science. It hosts at least three laboratories dedicated

to defence research, including two that are jointly run with state-owned defence conglomerates.
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The head of USTBOs Institute of Advanced Materials and Technology also heads a SASTIND-
supported defence science and technology innovation team.The university holds secret-level
security credentials, allowing it participate in research and production for classified weapons and
defence technology projects.
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University of Science and Technology of China
(hino"aeUo)

The University of Science and Technology of China is among ChinaOs most prestigious universities
in science and technology. Uniquely, it was established and is supervised by the Chinese Academy of
Sciences, intended to serve national objectives in science and technology.EXi Jinping personally
inspected USTC in 2016, urging it to pursue Oeven more outstanding achievements in teaching and
innovation.OEIt is a member of the C9 League and in the 0211 ProjectO and 0985 Project.0 While
providing undergraduate and graduate-level education, USTC is also highly active in research
across a number of major laboratories, including several that support research that is related to
national defense and the development of dual-use technologies, such as brain-inspired approaches
to artificial intelligence and quantum information science. USTC has a long history of contributions

to science in the service of the state,Eand it has recently sought to deepen its contributions to
military research, including through establishing a new center for military-civil fusion.ESeveral
USTC professors, including prominently Pan Jianwei, have partnered with the defense industry to
pursue military applications of their technologies.
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University of Shanghai for Science and Technology
('©0OU0)

USST describes itself as a Ouniversity with defence characteristicsO. It has been under the joint
supervision of Shanghai and defence industry agency SASTIND since 2016.1t is engaged in growing
levels of defence research and holds second-class weapons research and development secrecy
credentials, allowing it to undertake classified projects. In 2017, its spending on defence research
reached RMB13 million (AUD2.6 million).SASTIND has designated areas with the fields of optics,
energy and control science as defence disciplines at USST, indicating that the universityOs defence
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research focuses on these areas.In 2017, The university established a joint venture on terahertz
radiation technology with subsidiaries of defence conglomerate Norinco Group.
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University of South China (=1Uo)

USC specialises in nuclear engineering. It has a well-developed defence research program and has
been the subject of several joint-construction agreements between the Hunan Provincial
Government and defence industry agency SASTIND since 2002. These agreements are designed to
Osupport USC in going a step further to display its defence characteristics based on the development
needs of the defence technology industry.0 USC is also supervised by China National Nuclear
Corporation, a state-owned defence nuclear engineering conglomerate.USC carries out large
amounts of defence research related to nuclear engineering, as well as work on information
technology, communications engineering, control engineering and electrical engineering. The
university received secret level security credentials in 2008, allowing it to work on classified
defence projects.
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Wuhan University ("pUo)

WHU is a leading Chinese university subordinate to the Ministry of Education. The university has
close ties to the military and has been subject to a joint-supervision agreement between the
Ministry of Education and defence industry agency SASTIND since 2016, an arrangement designed
to increase its involvement in defence research. In 2015, WHU planned to spend RMB200 million
(AUD42 million) on defence research for the year and described itself as Oa university with a strong
reputation in the defence science and technology fieldO.WHU carries out defence research in a wide
range of fields, including navigation, computer simulation, electronic information,
electromagnetics, aerospace remote sensing, materials science, cyber security and explosions. The
university is an important site of research for ChinaOs Beidou satellite navigation system.Aside from
being involved in defence research, there are strong indications that WHU has carried out cyber
attacks for the PeopleOs Liberation Army. One of the universityDs two defence laboratories
purportedly established by the Ministry of Education, the Key Laboratory of Aerospace Information
Security and Trusted Computing, has been accused by unnamed US and Taiwanese officials of
carrying out cyberattacks.
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Wuhan University of Technology ("p©OUo)

WHUT is subordinate to the Ministry of Education. The university originally specialised in research
relating to construction, transport and automobiles. It engages in high levels of defence research
and has been under a Ojoint-construction® agreement between the Ministry of Education and
defence industry agency SASTIND since 2016. It holds secret-level security credentials.The
university hosts two Ministry of Education laboratories dedicated to defence research on materials
science and ship technology. WHUT also works closely with the PLA Air Force on defensive
engineering such as the construction of aircraft bunkers and underground shelters. Since 2001,
WHUT and the Guangdong Military Region Air Force Engineering and Construction Bureau have
run a joint research institute, which Otakes advantage of [WHUTOs] State Key Laboratory of
Advanced Technology for Materials Synthesis and ProcessingO. OIn 2012, the PLA Air Force Logistics
Department and WHUT held a signing ceremony inaugurating the OAir Force-level Military-Civil
Fusion Air Defence Engineering Construction Technology Innovation Platform Cooperation
AgreementO (M w @I3éM[|icéP;Uf5R3}T2)O. The same department in cooperation with WHUT also
jointly established the Air Force Air Defence Engineering Construction Technology Innovation
Platform (M wM][|icéP;UY5R), with Othe goal of innovating mutually beneficial technologies.O
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XiOan Jiaotong University (iiti~Uo)

XJTU is subordinate to the Ministry of Education. It is also supervised by SASTIND as part of a
program to develop defense research capabilities within Chinese universities. The university
describes its strategy as being Obased in Shaanxi, geared toward the needs of the nation, and serving
the national defense industry.OThe university is advanced in its implementation of military-civil
fusion and has established strategic partnerships with China Aerospace Science and Technology
Corporation, China Aerospace Science and Industry Corporation, and the Aero Engine Corporation
of China. It holds secret-level security credentials, allowing it to participate in classified defence
technology projects.
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XiOan Technological University (iiO£Uo)

XATU is a civilian university that primarily engages in defence research. XATU describes itself as
Ohaving distinct defence-industrial characteristicsO and is heavily involved in weapons development.
Since 2016, it has been subject to a Ojoint construction® agreement between the Shaanxi Provincial
Government and defence industry agency SASTIND designed to deepen its defence links.The
universityOs main areas of defence research include photoelectric imaging technology,
manufacturing technology, materials science, detection and measurement technology and weapons
systems. It holds secret-level security credentials.XATU is a member of the B8 Cooperation
Innovation Alliance (B8ThUT,V or :'WiThUY,V), a group of eight Chinese research institutions that
specialize in weapons scienceNthe OBO in OB8O stands for Chinese work for armaments, binggi (Wi).
Apart from Shenyang Ligong University, XATU is the only Chinese civilian university known to be
supervised by state-owned arms manufacturers China North Industries Group (Norinco Group) and
China South Industries Group.
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XiOan University of Posts and Telecommunications
(i«!Uo)

XUPT is a leading Chinese university supervised by the Shaanxi Provincial Government and the
Department of Information Technology. The university was established in 1959 as an institution
focused on communications and information technology. XUPT retains a focus on these discipline to
this day. XUPTOs faculties include college focusing on artificial intelligence, automation, cyber
security and electrical engineering.XUPT maintains close links to ChinaOs Ministry of Public Security
(MPS). The university has signed agreements and established joint laboratories with the MPSOs local
counterparts.In November 2013, XUPT partnered with the Shaanxi Municipal GovernmentOs public
security ministry to establish the MPS Key Laboratory of Electronic Information Application
Technology for Scene Investigation (Z«_¢+iD 13BMY40;pifAME).EThis was the first such joint laboratory
that the MPS established with a university in any of ChinaOs five north-western provinces.XUPT
partnered with XiOanOs Yanta District Public Security Bureau branch in November 2018, establishing
the OJoint Laboratory for Smart Public Security Information Analysis and ApplicationsO
(Z«IDénr6]v40,3aME).EThe joint laboratory develops applications of artificial intelligence for analysing
criminal information.
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Xiamen University (y!Uo)

XMU is one of ChinaOs leading universities, but it does not appear to engage in high levels of defence
research. However, in 2018 it came under a joint supevision agreement between the Ministry of
Education, the Fujian Provincial Government and defence industry agency SASTIND that indicates
XMU will expand its involvement in defence research. The arrangement is designed to Oupgrade the
universityOs ability to innovate defence science and technology and actively integrate itself with the
development of military-civil fusion.OIn 2017, XMU allegedly conspired with Huawei to steal trade
secrets from CNEX Labs Inc., an American semiconductor startup. CNEX claims that Huawei and
XMU engaged in a multiyear conspiracy to steal the companyOs solid-state drive computer storage
technology.The university appears to be involved in the development of military-use heavy-duty
coatings. In 2017, XMU, Fujian Normal University, Fujian Liheng Paint Co. Ltd. ({¢'ufyfiRZ[) and
PeopleDs Liberation Army Unit 63983 jointly established the Haixi Liheng New Materials Research
Institute (k& uxyQ &). Fujian Liheng Paint specialises in heavy-duty coatings for warships and holds
confidential-level security credentials, allowing it to participate in classified defence projects.
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Xiangtan University ("#Uo)

XTU is a university in Chairman Mao ZedongOs hometown that has substantially expanded its
participation in defence research in recent years. It has been subject to two Ojoint construction®
agreements between the Hunan Provincial Government and defence industry agency SASTIND that
are designed to help the university Odraw out its national defence characteristicsO. In the
universityOs own words, its Omilitary-civil fusion characteristics are becoming clearer with each
dayO, and it increased its spending on military-related projects by 60% from 2017 to 2018, spending
over RMB31 million (AUD6 million) in 2018.XTUOs defence research covers areas including
materials science, energy, measurement technology and electromagnetic waves. The university has
developed partnerships with a major PLA nuclear technology research institution, Northwest
Institute of Nuclear Technology, and several defence companies, including subsidiaries of arms
manufacturer Norinco Group and defence aviation conglomerate Aero Engine Corporation of
China.XTU holds secret-level security credentials, allowing it to participate in classified defence
technology projects.
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Xidian University (ii!&n"Uo)

Xidian Univeristy is among ChinaOs top universities for research on antennas, radar, electronic
countermeasures and computer science. The university is subordinate to the Ministry of Education
and is also jointly supervised by defence industry agency SASTIND and defence electronics
conglomerate CETC. It claims it has Omade important contributions to military modernisation®.The
university is closely tied to ChinaOs defense industry and the PLA. It runs at least five defence
laboratories and partners with the PLAOs signals intelligence organization. Xidian appears to be an
important training ground for Chinese military hackers. According to XidianOs party secretary, the
university has had an Ounbreakable bond with secret intelligence work since its beginningO. It also
holds secret-level security credentials that allow it to work on classified weapons projects.
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Yanshan University ($iUo)

The university was formed as an offshoot of Harbin Institute of Technology, one of ChinaOs top
defence universities, in 1960. The university continues to prioritise defence research and is jointly
supervised by the Hebei Provincial Government together with the Ministry of Education, Ministry

of Industry and Information Technology and defence industry agency SASTIND.YSUOs Defense
Science and Technology Institute was established in 2006 under the support of COSTIND (a defence
industry agency that has been replaced by SASTIND) to expand and oversee defence research at the
university. The institute has driven the universityOs involvement in space-related defence research
through the establishment of laboratories such as the Key Laboratory of Fundamental Science of
Mechanical Structure and Materials Science Under Extreme Conditions. Four fields of research at
YSU are officially designated as defence disciplines: control theory and control science, electrical
circuits and systems, mechanical design and theory, and materials science and engineering.The
university holds secret-level security credentials.
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Yunnan Normal University (?-OxUo)

YNNU is a Chinese university subordinate to the Yunnan Provincial Government. Since 2013 it has
also been supervised by the Ministry of Education. The university has been focused on training
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teacher since its inception as the Kunming Teachers College (-!Q¢é4) in 1950.EYNNU now has a
broader focus on a variety of humanities, social and natural science disciplines.YNNU is organised
into numerous faculties, some of which are relevant for communist party cadre training:
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Table 991. Table References
Links

https://unitracker.aspi.org.au/universities/yunnan-normal-university

Zhejiang University (%YUo)

ZJU is subordinate to the Ministry of Education and jointly constructed with defence industry
agency SASTIND. This arrangement with SASTIND began in 2016 and is designed to deepend the
universityOs involvement in defence research. The university holds secret-level security credentials,
allowing it to work on classified military projects.The universityOs total research funding amounts

to RMB4.56 billion (AUD940 million) in 2018. It has at least three defence laboratories, with one
source claiming that the university had ten key national laboratories (‘'ViJaME) as of 2015. These
laboratories are involved in research on computer simulations, high-performance computing and
control science. The university also carries out cyber security research and receives funding for this
work from the MSS, ChinaOs civilian intelligence agency.ZJU cooperates extensively with
international universities and companies, with upwards of 40 international joint S&T research labs.
The College of Electrical Engineering has joint labs with U.S. companies in key industries, such as
Rockwell Automation in the field of information technology, and the National Semiconductor
Corporation. Additionally, the university has a joint research lab with U.S company Microsoft.

The tag is: misp-galaxy:china-defence-universities="Zhejiang University (%Y Uo)"

Table 992. Table References
Links

https://unitracker.aspi.org.au/universities/zhejiang-university

CONCORDIA Mobile Modelling Framework -
Attack Pattern

A list of Techniques in CONCORDIA Mobile Modelling Framework..

CONCORDIA Mobile Modelling Framework - Attack Pattern is a cluster galaxy
available in JSON format at this location The JSON format can be freely reused in
your application or automatically enabled in MISP.

authors

Bernardo Santos, OsloMet (Norway) - Prof. Dr. Thanh van Do, Telenor Research (Norway) - Luis
Barriga, Ericsson AB (Sweden) - Prof. Boning Feng, OsloMet (Norway) - Van Thuan Do, Wolffia AS
(Norway) - Bruno Dzogovic, OsloMet (Norway) - Niels Jacot, Wolffia AS (Norway)
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Active Scanning
TBD

The tag is: misp-galaxy:cmtmf-attack-pattern="Active Scanning"

Gather UE Identity Information
TBD

The tag is: misp-galaxy:cmtmf-attack-pattern="Gather UE Identity Information"

Gather UE Network Information
TBD

The tag is: misp-galaxy.cmtmf-attack-pattern="Gather UE Network Information"

Phishing for Information
TBD

The tag is: misp-galaxy:cmtmf-attack-pattern="Phishing for Information"

Social Media Reports
TBD

The tag is: misp-galaxy:cmtmf-attack-pattern="Social Media Reports"

Develop Capabilities
TBD

The tag is: misp-galaxy:cmtmf-attack-pattern="Develop Capabilities"

Obtain Capabilities
TBD

The tag is: misp-galaxy:cmtmf-attack-pattern="Obtain Capabilities"

Stage Capabilities
TBD

The tag is: misp-galaxy:cmtmf-attack-pattern="Stage Capabilities"
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Compromise Accounts
TBD

The tag is: misp-galaxy:cmtmf-attack-pattern="Compromise Accounts"

Acquire Infrastructure
TBD

The tag is: misp-galaxy:cmtmf-attack-pattern="Acquire Infrastructure"

Compromise Infrastructure
TBD

The tag is: misp-galaxy:cmtmf-attack-pattern="Compromise Infrastructure”

Exploit Public-Facing Application
TBD

The tag is: misp-galaxy:cmtmf-attack-pattern="Exploit Public-Facing Application"

Malicious App from App Store
TBD

The tag is: misp-galaxy:cmtmf-attack-pattern="Malicious App from App Store"

Malicious App from Third Party
TBD

The tag is: misp-galaxy:cmtmf-attack-pattern="Malicious App from Third Party"

Masquerade as Legitimate Application
TBD

The tag is: misp-galaxy:cmtmf-attack-pattern="Masquerade as Legitimate Application"

Exploit via Charging Station or PC
TBD

The tag is: misp-galaxy:cmtmf-attack-pattern="Exploit via Charging Station or PC"
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Exploit via Radio Interfaces
TBD

The tag is: misp-galaxy:cmtmf-attack-pattern="Exploit via Radio Interfaces"

Rogue Cellular Base Station
TBD

The tag is: misp-galaxy:cmtmf-attack-pattern="Rogue Cellular Base Station"

Insider attacks and human errors
TBD

The tag is: misp-galaxy:cmtmf-attack-pattern="Insider attacks and human errors"

Trusted Relationship
TBD

The tag is: misp-galaxy:cmtmf-attack-pattern="Trusted Relationship"

Supply Chain Compromise
TBD

The tag is: misp-galaxy:cmtmf-attack-pattern="Supply Chain Compromise"

Native Code
TBD

The tag is: misp-galaxy:cmtmf-attack-pattern="Native Code"

Scheduled Task/Job
TBD

The tag is: misp-galaxy:cmtmf-attack-pattern="Scheduled Task/Job"

Command-Line Interface
TBD

The tag is: misp-galaxy:cmtmf-attack-pattern="Command-Line Interface"
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Command and Scripting Interpreter
TBD

The tag is: misp-galaxy:cmtmf-attack-pattern="Command and Scripting Interpreter"”

Boot or Logon Autostart Execution
TBD

The tag is: misp-galaxy:cmtmf-attack-pattern="Boot or Logon Autostart Execution"

Foreground Persistence
TBD

The tag is: misp-galaxy:cmtmf-attack-pattern="Foreground Persistence"

Modify Cached Executable Code
TBD

The tag is: misp-galaxy:cmtmf-attack-pattern="Modify Cached Executable Code"

Compromise Application Executable
TBD

The tag is: misp-galaxy:cmtmf-attack-pattern="Compromise Application Executable"

Modify OS Kernel or Boot Partition
TBD

The tag is: misp-galaxy:cmtmf-attack-pattern="Modify OS Kernel or Boot Partition"

Event Triggered Execution
TBD

The tag is: misp-galaxy:cmtmf-attack-pattern="Event Triggered Execution"

Spoofed radio network
TBD

The tag is: misp-galaxy:cmtmf-attack-pattern="Spoofed radio network"
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Infecting network nodes
TBD

The tag is: misp-galaxy:cmtmf-attack-pattern="Infecting network nodes"

Code Injection
TBD

The tag is: misp-galaxy:cmtmf-attack-pattern="Code Injection"

Process Injection
TBD

The tag is: misp-galaxy:cmtmf-attack-pattern="Process Injection"

Masquerading
TBD

The tag is: misp-galaxy:cmtmf-attack-pattern="Masquerading"

Disguise Root/Jailbreak Indicators
TBD

The tag is: misp-galaxy:cmtmf-attack-pattern="Disguise Root/Jailbreak Indicators"

Evade Analysis Environment
TBD

The tag is: misp-galaxy:cmtmf-attack-pattern="Evade Analysis Environment"

Modify Trusted Execution Environment
TBD

The tag is: misp-galaxy:cmtmf-attack-pattern="Modify Trusted Execution Environment"

Obfuscated Files or Information
TBD

The tag is: misp-galaxy:cmtmf-attack-pattern="Obfuscated Files or Information"
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Suppress Application Icon
TBD

The tag is: misp-galaxy.cmtmf-attack-pattern="Suppress Application Icon"

Uninstall Malicious Application
TBD

The tag is: misp-galaxy:cmtmf-attack-pattern="Uninstall Malicious Application"

Install Insecure or Malicious Configuration
TBD

The tag is: misp-galaxy:cmtmf-attack-pattern="Install Insecure or Malicious Configuration"”

Geofencing
TBD

The tag is: misp-galaxy:cmtmf-attack-pattern="Geofencing"

Shutdown Remote Device
TBD

The tag is: misp-galaxy:cmtmf-attack-pattern="Shutdown Remote Device"

Exploitation for Defense Evasion
TBD

The tag is: misp-galaxy:cmtmf-attack-pattern="Exploitation for Defense Evasion"

Security Audit Camouflage
TBD

The tag is: misp-galaxy:cmtmf-attack-pattern="Security Audit Camouflage"

Overload Avoidance
TBD

The tag is: misp-galaxy:cmtmf-attack-pattern="Overload Avoidance"
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Traffic Distribution
TBD

The tag is: misp-galaxy:cmtmf-attack-pattern="Traffic Distribution”

URI Hijacking
TBD

The tag is: misp-galaxy:cmtmf-attack-pattern="URI Hijacking"

Modify Authentication Process
TBD

The tag is: misp-galaxy:cmtmf-attack-pattern="Modify Authentication Process"

Forced Authentication
TBD

The tag is: misp-galaxy:cmtmf-attack-pattern="Forced Authentication"

System Network Connections Discovery
TBD

The tag is: misp-galaxy:cmtmf-attack-pattern="System Network Connections Discovery"

UE knocking
TBD

The tag is: misp-galaxy:cmtmf-attack-pattern="UE knocking"

Internal Resource Search
TBD

The tag is: misp-galaxy:cmtmf-attack-pattern="Internal Resource Search"

Network Sniffing
TBD

The tag is: misp-galaxy:cmtmf-attack-pattern="Network Sniffing"
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Abusing Inter-working Functionalities
TBD

The tag is: misp-galaxy.cmtmf-attack-pattern="Abusing Inter-working Functionalities"

Replication Through SMS
TBD

The tag is: misp-galaxy:cmtmf-attack-pattern="Replication Through SMS"

Replication Through Bluetooth
TBD

The tag is: misp-galaxy.cmtmf-attack-pattern="Replication Through Bluetooth"

Replication Through WLAN
TBD

The tag is: misp-galaxy:cmtmf-attack-pattern="Replication Through WLAN"

Replication Through IP
TBD

The tag is: misp-galaxy:cmtmf-attack-pattern="Replication Through IP"

Exploit platform & service specific vulnerabilites
TBD

The tag is: misp-galaxy:cmtmf-attack-pattern="Exploit platform & service specific vulnerabilites"

Access Sensitive Data in Device Logs
TBD

The tag is: misp-galaxy:cmtmf-attack-pattern="Access Sensitive Data in Device Logs"

Network Traffic Capture or Redirection
TBD

The tag is: misp-galaxy:cmtmf-attack-pattern="Network Traffic Capture or Redirection"
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Network-specific identifiers
TBD

The tag is: misp-galaxy:cmtmf-attack-pattern="Network-specific identifiers"

Network-specific data
TBD

The tag is: misp-galaxy:cmtmf-attack-pattern="Network-specific data"

Application Layer Protocol
TBD

The tag is: misp-galaxy.cmtmf-attack-pattern="Application Layer Protocol"

Communication via SMS
TBD

The tag is: misp-galaxy:cmtmf-attack-pattern="Communication via SMS"

Communication via Bluetooth
TBD

The tag is: misp-galaxy:cmtmf-attack-pattern="Communication via Bluetooth"

Communication via WLAN
TBD

The tag is: misp-galaxy:cmtmf-attack-pattern="Communication via WLAN"

Exploit SS7 to Redirect Phone Calls/SMS
TBD

The tag is: misp-galaxy:cmtmf-attack-pattern="Exploit SS7 to Redirect Phone Calls/SMS"

Exploit SS7 to Track Device Location
TBD

The tag is: misp-galaxy:cmtmf-attack-pattern="Exploit SS7 to Track Device Location"
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SS7-based attacks

TBD

The tag is: misp-galaxy:cmtmf-attack-pattern="SS7-based attacks"

Diameter-based attacks

TBD

The tag is: misp-galaxy:cmtmf-attack-pattern="Diameter-based attacks"

GTP-based attacks

TBD

The tag is: misp-galaxy:cmtmf-attack-pattern="GTP-based attacks"

NAS-based attacks

TBD

The tag is: misp-galaxy:cmtmf-attack-pattern="NAS-based attacks"

MEC-based attacks

TBD

The tag is: misp-galaxy:cmtmf-attack-pattern="MEC-based attacks"

Network Slice

TBD

The tag is: misp-galaxy:cmtmf-attack-pattern="Network Slice"

Automated Exfiltration

TBD

The tag is: misp-galaxy.cmtmf-attack-pattern="Automated Exfiltration"

Data Encrypted

TBD

The tag is: misp-galaxy:cmtmf-attack-pattern="Data Encrypted"
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Alternate Network Mediums
TBD

The tag is: misp-galaxy.cmtmf-attack-pattern="Alternate Network Mediums"

Data Manipulation
TBD

The tag is: misp-galaxy:cmtmf-attack-pattern="Data Manipulation"

Endpoint Denial of Service
TBD

The tag is: misp-galaxy:cmtmf-attack-pattern="Endpoint Denial of Service"

Carrier Billing Fraud
TBD

The tag is: misp-galaxy:cmtmf-attack-pattern="Carrier Billing Fraud"

SMS Fraud
TBD

The tag is: misp-galaxy:cmtmf-attack-pattern="SMS Fraud"

Manipulate Device Communication
TBD

The tag is: misp-galaxy:cmtmf-attack-pattern="Manipulate Device Communication"

Jamming or Denial of Service
TBD

The tag is: misp-galaxy:cmtmf-attack-pattern="Jamming or Denial of Service"

Location Tracking
TBD

The tag is: misp-galaxy:cmtmf-attack-pattern="Location Tracking"
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ldentity Exploit
TBD

The tag is: misp-galaxy.cmtmf-attack-pattern="ldentity Exploit"

Network Denial of Service
TBD

The tag is: misp-galaxy:cmtmf-attack-pattern="Network Denial of Service"

Resource Hijacking
TBD

The tag is: misp-galaxy:cmtmf-attack-pattern="Resource Hijacking"

SLA Breach
TBD

The tag is: misp-galaxy:cmtmf-attack-pattern="SLA Breach"

Customer Churn
TBD

The tag is: misp-galaxy.cmtmf-attack-pattern="Customer Churn"

Country

Country meta information based on the database provided by geonames.org..

| Country is a cluster galaxy available in JSON format at this location
. format can be freely reused in your application or automatically enabled in
authors

geonames.org

andorra

Andorra

The tag is: misp-galaxy:country="andorra"

The JSON

MISP.
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united arab emirates

United Arab Emirates

The tag is: misp-galaxy:country="united arab emirates"

afghanistan

Afghanistan

The tag is: misp-galaxy:country="afghanistan"

antigua and barbuda

Antigua and Barbuda

The tag is: misp-galaxy:country="antigua and barbuda

anguilla
Anguilla

The tag is: misp-galaxy:country="anguilla"

albania
Albania

The tag is: misp-galaxy:country="albania"

armenia

Armenia

The tag is: misp-galaxy:country="armenia"

angola
Angola

The tag is: misp-galaxy:country="angola"

antarctica

Antarctica

The tag is: misp-galaxy:country="antarctica"

368



argentina

Argentina

The tag is: misp-galaxy:country="argentina"

american samoa

American Samoa

The tag is: misp-galaxy:country="american samoa"

austria

Austria

The tag is: misp-galaxy:country="austria"

australia

Australia

The tag is: misp-galaxy:country="australia"

aruba

Aruba

The tag is: misp-galaxy:country="aruba"

aland islands

Aland Islands

The tag is: misp-galaxy:country="aland islands"

azerbaijan

Azerbaijan

The tag is: misp-galaxy:country="azerbaijan"

bosnia and herzegovina

Bosnia and Herzegovina

The tag is: misp-galaxy:country="bosnia and herzegovina"
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barbados

Barbados

The tag is: misp-galaxy:country="barbados"

bangladesh
Bangladesh

The tag is: misp-galaxy:country="bangladesh"

belgium
Belgium

The tag is: misp-galaxy:country="belgium"

burkina faso

Burkina Faso

The tag is: misp-galaxy:country="burkina faso"

bulgaria
Bulgaria

The tag is: misp-galaxy:country="bulgaria"

bahrain

Bahrain

The tag is: misp-galaxy:country="bahrain"

burundi
Burundi

The tag is: misp-galaxy:country="burundi"

benin

Benin

The tag is: misp-galaxy:country="benin"
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saint barthelemy
Saint Barthelemy

The tag is: misp-galaxy:country="saint barthelemy"

bermuda

Bermuda

The tag is: misp-galaxy:country="bermuda"

brunei
Brunei

The tag is: misp-galaxy:country="brunei"

bolivia
Bolivia

The tag is: misp-galaxy:country="bolivia"

bonaire, saint eustatius and saba

Bonaire, Saint Eustatius and Saba

The tag is: misp-galaxy:country="bonaire, saint eustatius and saba "

brazil

Brazil

The tag is: misp-galaxy:country="brazil"

bahamas
Bahamas

The tag is: misp-galaxy:country="bahamas"

bhutan
Bhutan

The tag is: misp-galaxy:country="bhutan"
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bouvet island

Bouvet Island

The tag is: misp-galaxy:country="bouvet island"

botswana

Botswana

The tag is: misp-galaxy:country="botswana"

belarus

Belarus

The tag is: misp-galaxy:country="belarus"

belize

Belize

The tag is: misp-galaxy:country="belize"

canada

Canada

The tag is: misp-galaxy:country="canada"

cocos islands

Cocos Islands

The tag is: misp-galaxy:country="cocos islands"

democratic republic of the congo

Democratic Republic of the Congo

The tag is: misp-galaxy:country="democratic republic of the congo

central african republic

Central African Republic

The tag is: misp-galaxy:country="central african republic"
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republic of the congo

Republic of the Congo

The tag is: misp-galaxy:country="republic of the congo”

switzerland

Switzerland

The tag is: misp-galaxy:country=

Ivory coast

Ivory Coast

The tag is: misp-galaxy:country=

cook islands

Cook Islands

The tag is: misp-galaxy:country=

chile

Chile

The tag is: misp-galaxy:country=

cameroon

Cameroon

The tag is: misp-galaxy:country=

china

China

The tag is: misp-galaxy:country=

colombia

Colombia

The tag is: misp-galaxy:country=

"cook islands

"switzerland"

"ivory coast"

"chile"

"cameroon"

"china"

"colombia”
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costa rica

Costa Rica

The tag is: misp-galaxy:country="costa rica"

cuba
Cuba

The tag is: misp-galaxy:country="cuba"

cabo verde
Cabo Verde

The tag is: misp-galaxy:country="cabo verde"

curacao

Curacao

The tag is: misp-galaxy:country="curacao"

christmas island
Christmas Island

The tag is: misp-galaxy:country="christmas island"

cyprus

Cyprus

The tag is: misp-galaxy:country="cyprus"

czechia
Czechia

The tag is: misp-galaxy:country="czechia"

germany

Germany

The tag is: misp-galaxy:country="germany"
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djibouti
Djibouti

The tag is: misp-galaxy:country="djibouti"

denmark

Denmark

The tag is: misp-galaxy:country="denmark"

dominica

Dominica

The tag is: misp-galaxy:country="dominica"

dominican republic
Dominican Republic

The tag is: misp-galaxy:country="dominican republic

algeria
Algeria

The tag is: misp-galaxy:country="algeria"

ecuador

Ecuador

The tag is: misp-galaxy:country="ecuador

estonia

Estonia

The tag is: misp-galaxy:country="estonia"

egypt
Egypt

The tag is: misp-galaxy:country="egypt"
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western sahara

Western Sahara

The tag is: misp-galaxy:country="western sahara"

eritrea

Eritrea

The tag is: misp-galaxy:country="eritrea"

spain
Spain

The tag is: misp-galaxy:country="spain"
ethiopia
Ethiopia

The tag is: misp-galaxy:country="ethiopia"

finland
Finland

The tag is: misp-galaxy:country="finland"
fiji

Fiji

The tag is: misp-galaxy:country="fiji"

falkland islands

Falkland Islands

The tag is: misp-galaxy:country="falkland islands"

micronesia

Micronesia

The tag is: misp-galaxy:country="micronesia"
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faroe islands

Faroe Islands

The tag is: misp-galaxy:country="faroe islands"

france

France

The tag is: misp-galaxy:country="france"

gabon

Gabon

The tag is: misp-galaxy:country="gabon"

united kingdom

United Kingdom

The tag is: misp-galaxy:country="united kingdom"

grenada

Grenada

The tag is: misp-galaxy:country="grenada"

georgia

Georgia

The tag is: misp-galaxy:country="georgia"

french guiana

French Guiana

The tag is: misp-galaxy:country="french guiana”

guernsey

Guernsey

The tag is: misp-galaxy:country="guernsey"
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ghana
Ghana

The tag is: misp-galaxy:country="ghana"

gibraltar
Gibraltar

The tag is: misp-galaxy:country="gibraltar"

greenland

Greenland

The tag is: misp-galaxy:country="greenland"

gambia
Gambia

The tag is: misp-galaxy:country="gambia"

guinea
Guinea

The tag is: misp-galaxy:country="guinea"

guadeloupe

Guadeloupe

The tag is: misp-galaxy:country="guadeloupe"

equatorial guinea
Equatorial Guinea

The tag is: misp-galaxy:country="equatorial guinea"

greece

Greece

The tag is: misp-galaxy:country="greece"
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south georgia and the south sandwich islands

South Georgia and the South Sandwich Islands

The tag is: misp-galaxy:country="south georgia and the south sandwich islands"

guatemala

Guatemala

The tag is: misp-galaxy:country="guatemala"

guam

Guam

The tag is: misp-galaxy:country="guam"

guinea-bissau
Guinea-Bissau

The tag is: misp-galaxy:country="guinea-bissau"

guyana
Guyana

The tag is: misp-galaxy:country="guyana"

hong kong
Hong Kong

The tag is: misp-galaxy:country="hong kong"

heard island and mcdonald islands
Heard Island and McDonald Islands

The tag is: misp-galaxy:country="heard island and mcdonald islands

honduras

Honduras

The tag is: misp-galaxy:country="honduras"
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croatia
Croatia

The tag is: misp-galaxy:country="croatia"
haiti
Haiti

The tag is: misp-galaxy:country="haiti"

hungary
Hungary

The tag is: misp-galaxy:country="hungary"

indonesia

Indonesia

The tag is: misp-galaxy:country="indonesia"

ireland
Ireland

The tag is: misp-galaxy:country="ireland"

israel

Israel

The tag is: misp-galaxy:country="israel"

isle of man
Isle of Man

The tag is: misp-galaxy:country="isle of man"
india
India

The tag is: misp-galaxy:country="india"
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british indian ocean territory

British Indian Ocean Territory

The tag is: misp-galaxy:country="british indian ocean territory"

iraq

Iraq

The tag is: misp-galaxy:country=

iran

Iran

The tag is: misp-galaxy:country=

iceland

Iceland

The tag is: misp-galaxy:country=

italy

Italy

The tag is: misp-galaxy:country=

jersey

Jersey

The tag is: misp-galaxy:country=

jamaica

Jamaica

The tag is: misp-galaxy:country=

jordan

Jordan

The tag is: misp-galaxy:country=

"jamaica

"iraq"

nirann

"iceland"

“italy"

"jersey"

"jordan"
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japan
Japan

The tag is: misp-galaxy:country="japan"

kenya
Kenya

The tag is: misp-galaxy:country="kenya"

kyrgyzstan
Kyrgyzstan

The tag is: misp-galaxy:country="kyrgyzstan"

cambodia

Cambodia

The tag is: misp-galaxy:country="cambodia"
Kiribati

Kiribati

The tag is: misp-galaxy:country="kiribati"

comoros

Comoros

The tag is: misp-galaxy:country="comoros"

saint kitts and nevis
Saint Kitts and Nevis

The tag is: misp-galaxy:country="saint kitts and nevis"

north korea

North Korea

The tag is: misp-galaxy:country="north korea"
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south korea

South Korea

The tag is: misp-galaxy:country="south korea"

kosovo

Kosovo

The tag is: misp-galaxy:country="kosovo"

kuwait

Kuwait

The tag is: misp-galaxy:country="kuwait"

cayman islands

Cayman Islands

The tag is: misp-galaxy:country="cayman islands"

kazakhstan

Kazakhstan

The tag is: misp-galaxy:country="kazakhstan"

laos

Laos

The tag is: misp-galaxy:country="laos"

lebanon

Lebanon

The tag is: misp-galaxy:country="lebanon"

saint lucia

Saint Lucia

The tag is: misp-galaxy:country="saint lucia"
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liechtenstein

Liechtenstein

The tag is: misp-galaxy:country="liechtenstein"

sri lanka
Sri Lanka

The tag is: misp-galaxy:country="sri lanka"
liberia
Liberia

The tag is: misp-galaxy:country="liberia"

lesotho

Lesotho

The tag is: misp-galaxy:country="lesotho"

lithuania
Lithuania

The tag is: misp-galaxy:country="Ilithuania"

luxembourg

Luxembourg

The tag is: misp-galaxy:country="luxembourg"

latvia

Latvia

The tag is: misp-galaxy:country="latvia"

libya
Libya

The tag is: misp-galaxy:country="libya"

384



MOrocco

Morocco

The tag is: misp-galaxy:country="morocco"

Monaco

Monaco

The tag is: misp-galaxy:country="monaco"

moldova

Moldova

The tag is: misp-galaxy:country="moldova"

montenegro

Montenegro

The tag is: misp-galaxy:country="montenegro"

saint martin

Saint Martin

The tag is: misp-galaxy:country="saint martin"

madagascar

Madagascar

The tag is: misp-galaxy:country="madagascar"

marshall islands

Marshall Islands

The tag is: misp-galaxy:country="marshall islands"

north macedonia

North Macedonia

The tag is: misp-galaxy:country="north macedonia"
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mali
Mali

The tag is: misp-galaxy:country="mali"

myanmar

Myanmar

The tag is: misp-galaxy:country="myanmar"

mongolia
Mongolia

The tag is: misp-galaxy:country="mongolia"

macao

Macao

The tag is: misp-galaxy:country="macao"

northern mariana islands

Northern Mariana Islands

The tag is: misp-galaxy:country="northern mariana islands"

martinique

Martinique

The tag is: misp-galaxy:country="martinique"

mauritania

Mauritania

The tag is: misp-galaxy:country="mauritania"

montserrat

Montserrat

The tag is: misp-galaxy:country="montserrat"
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malta

Malta

The tag is: misp-galaxy:country=

mauritius

Mauritius

The tag is: misp-galaxy:country=

maldives

Maldives

The tag is: misp-galaxy:country=

malawi

Malawi

The tag is: misp-galaxy:country=

mexico

Mexico

The tag is: misp-galaxy:country=

malaysia

Malaysia

The tag is: misp-galaxy:country=

mozambique

Mozambique

The tag is: misp-galaxy:country=

namibia

Namibia

The tag is: misp-galaxy:country=

"mozambique

"malta”

"mauritius"

"maldives"

"malawi”

"mexico"

"malaysia"

"namibia”
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new caledonia

New Caledonia

The tag is: misp-galaxy:country="new caledonia"

niger
Niger

The tag is: misp-galaxy:country="niger"

norfolk island

Norfolk Island

The tag is: misp-galaxy:country="norfolk island"
nigeria
Nigeria

The tag is: misp-galaxy:country="nigeria"

nicaragua

Nicaragua

The tag is: misp-galaxy:country="nicaragua"

netherlands

Netherlands

The tag is: misp-galaxy:country="netherlands"

norway

Norway

The tag is: misp-galaxy:country="norway"

nepal
Nepal

The tag is: misp-galaxy:country="nepal"
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nauru

Nauru

The tag is: misp-galaxy:country="nauru"

niue

Niue

The tag is: misp-galaxy:country="niue"

new zealand

New Zealand

The tag is: misp-galaxy:country="new zealand"

oman

Oman

The tag is: misp-galaxy:country="oman"

panama

Panama

The tag is: misp-galaxy:country="panama"

peru

Peru

The tag is: misp-galaxy:country="peru"

french polynesia

French Polynesia

The tag is: misp-galaxy:country="french polynesia"

papua new guinea

Papua New Guinea

The tag is: misp-galaxy:country="papua new guinea"
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philippines
Philippines

The tag is: misp-galaxy:country="philippines"

pakistan

Pakistan

The tag is: misp-galaxy:country="pakistan"

poland
Poland

The tag is: misp-galaxy:country="poland"

saint pierre and miguelon

Saint Pierre and Miquelon

The tag is: misp-galaxy:country="saint pierre and miquelon"

pitcairn
Pitcairn

The tag is: misp-galaxy:country="pitcairn"

puerto rico

Puerto Rico

The tag is: misp-galaxy:country="puerto rico"

palestinian territory
Palestinian Territory

The tag is: misp-galaxy:country="palestinian territory"

portugal

Portugal

The tag is: misp-galaxy:country="portugal"
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palau
Palau

The tag is: misp-galaxy:country="palau"

paraguay

Paraguay

The tag is: misp-galaxy:country="paraguay"

gatar
Qatar

The tag is: misp-galaxy:country="gatar"

reunion

Reunion

The tag is: misp-galaxy:country="reunion"

romania

Romania

The tag is: misp-galaxy:country="romania"

serbia
Serbia

The tag is: misp-galaxy:country="serbia"

russia

Russia

The tag is: misp-galaxy:country="russia"

rwvanda

Rwanda

The tag is: misp-galaxy:country="rwanda"
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saudi arabia
Saudi Arabia

The tag is: misp-galaxy:country="saudi arabia"

solomon islands

Solomon Islands

The tag is: misp-galaxy:country="solomon islands"

seychelles

Seychelles

The tag is: misp-galaxy:country="seychelles"

sudan

Sudan

The tag is: misp-galaxy:country="sudan"

south sudan

South Sudan

The tag is: misp-galaxy:country="south sudan

sweden

Sweden

The tag is: misp-galaxy:country="sweden"

singapore
Singapore

The tag is: misp-galaxy:country="singapore"

saint helena

Saint Helena

The tag is: misp-galaxy:country="saint helena"
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slovenia

Slovenia

The tag is: misp-galaxy:country=

"slovenia"

svalbard and jan mayen

Svalbard and Jan Mayen

The tag is: misp-galaxy:country="svalbard and jan mayen"

slovakia

Slovakia

The tag is: misp-galaxy:country=

sierra leone

Sierra Leone

The tag is: misp-galaxy:country=

san marino

San Marino

The tag is: misp-galaxy:country=

senegal

Senegal

The tag is: misp-galaxy:country=

somalia

Somalia

The tag is: misp-galaxy:country=

suriname

Suriname

The tag is: misp-galaxy:country=

"sierra leone

"slovakia"

"san marino"

"senegal”

"somalia"

"suriname"
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sao tome and principe
Sao Tome and Principe

The tag is: misp-galaxy:country="sao tome and principe"

el salvador
El Salvador

The tag is: misp-galaxy:country="el salvador"

sint maarten

Sint Maarten

The tag is: misp-galaxy:country="sint maarten"

syria
Syria

The tag is: misp-galaxy:country="syria"

eswatini

Eswatini

The tag is: misp-galaxy:country="eswatini"

turks and caicos islands

Turks and Caicos Islands

The tag is: misp-galaxy:country="turks and caicos islands"

chad
Chad

The tag is: misp-galaxy:country="chad"

french southern territories

French Southern Territories

The tag is: misp-galaxy:country="french southern territories"
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togo

Togo

The tag is: misp-galaxy:country="togo"

thailand

Thailand

The tag is: misp-galaxy:country="thailand"

tajikistan

Tajikistan

The tag is: misp-galaxy:country="tajikistan"

tokelau

Tokelau

The tag is: misp-galaxy:country="tokelau"

timor leste

Timor Leste

The tag is: misp-galaxy:country="timor leste"

turkmenistan

Turkmenistan

The tag is: misp-galaxy:country="turkmenistan"

tunisia

Tunisia

The tag is: misp-galaxy:country="tunisia"

tonga

Tonga

The tag is: misp-galaxy:country="tonga"
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turkey
Turkey

The tag is: misp-galaxy:country="turkey"

trinidad and tobago

Trinidad and Tobago

The tag is: misp-galaxy:country="trinidad and tobago"

tuvalu

Tuvalu

The tag is: misp-galaxy:country="tuvalu"

taiwan

Taiwan

The tag is: misp-galaxy:country="taiwan"

tanzania

Tanzania

The tag is: misp-galaxy:country="tanzania"

ukraine

Ukraine

The tag is: misp-galaxy:country="ukraine"

uganda
Uganda

The tag is: misp-galaxy:country="uganda"

united states minor outlying islands
United States Minor Outlying Islands

The tag is: misp-galaxy:country="united states minor outlying islands"
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united states of america

United States of America

The tag is: misp-galaxy:country="united states of america"

uruguay
Uruguay

The tag is: misp-galaxy:country="uruguay"

uzbekistan

Uzbekistan

The tag is: misp-galaxy:country="uzbekistan"

vatican

Vatican

The tag is: misp-galaxy:country="vatican"

saint vincent and the grenadines

Saint Vincent and the Grenadines

The tag is: misp-galaxy:country="saint vincent and the grenadines"

venezuela

Venezuela

The tag is: misp-galaxy:country="venezuela"

british virgin islands
British Virgin Islands

The tag is: misp-galaxy:country="british virgin islands"

u.s. virgin islands

U.S. Virgin Islands

The tag is: misp-galaxy:country="u.s. virgin islands"
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vietham

Vietnam

The tag is: misp-galaxy:country="vietham"

vanuatu

Vanuatu

The tag is: misp-galaxy:country="vanuatu"

wallis and futuna

Wallis and Futuna

The tag is: misp-galaxy:country="wallis and futuna"

Samoa

Samoa

The tag is: misp-galaxy:country="samoa"

yemen

Yemen

The tag is: misp-galaxy:country="yemen"

mayotte

Mayotte

The tag is: misp-galaxy:country="mayotte"

south africa
South Africa

The tag is: misp-galaxy:country="south africa"

zambia

Zambia

The tag is: misp-galaxy:country="zambia"
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zimbabwe

Zimbabwe

The tag is: misp-galaxy:country="zimbabwe"

serbia and montenegro

Serbia and Montenegro

The tag is: misp-galaxy:country="serbia and montenegro

netherlands antilles

Netherlands Antilles

The tag is: misp-galaxy:country="netherlands antilles"

Cryptominers

A list of cryptominer and cryptojacker malware..

Cryptominers is a cluster galaxy available in JSON format at this location
| JSON format can be freely reused in your application or automatically enabled in
MISP.

authors

Cisco Talos - raw-data

Lemon Duck

The infection starts with a PowerShell loading script, which is copied from other infected systems
via SMB, email or external USB drives. The actor also employs several exploits for vulnerabilities
such as SMBGhost and Eternal Blue.

The tag is: misp-galaxy:cryptominers="Lemon Duck"
Lemon Duck is also known as:

Table 993. Table References

Links
https://blog.talosintelligence.com/2020/10/lemon-duck-brings-cryptocurrency-miners.htmi
https://success.trendmicro.com/solution/000261916

https://www.trendmicro.com/vinfo/us/threat-encyclopedia/spam/3697/spammers-use-covid19-to-
spread-lemon-duck-cryptominer

The
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https://github.com/MISP/misp-galaxy/blob/master/clusters/cryptominers.json
https://www.github.com/MISP/MISP
https://blog.talosintelligence.com/2020/10/lemon-duck-brings-cryptocurrency-miners.html
https://success.trendmicro.com/solution/000261916
https://www.trendmicro.com/vinfo/us/threat-encyclopedia/spam/3697/spammers-use-covid19-to-spread-lemon-duck-cryptominer
https://www.trendmicro.com/vinfo/us/threat-encyclopedia/spam/3697/spammers-use-covid19-to-spread-lemon-duck-cryptominer

https://cyberflorida.org/threat-advisory/lemon-duck-cryptominer/

WannaMine

WannaMine is a cryptojacker that takes advantage of EternalBlue.
The tag is: misp-galaxy:cryptominers="WannaMine"

WannaMine is also known as:

Table 994. Table References
Links

https://www.crowdstrike.com/blog/weeding-out-wannamine-v4-0-analyzing-and-remediating-this-
mineware-
nightmare/?utm_campaign=dsa&utm_content=us&utm_medium=sem&utm_source=goog&utm_ter
m=&gclid=EAlalQobChMIljrayysrX7AIVFUWGCh3sQApKEAAYASAAEQIE6 D _BwE

https://nakedsecurity.sophos.com/2018/01/31/what-are-wannamine-attacks-and-how-do-i-avoid-
them/

https://lwww.cybereason.com/blog/wannamine-cryptominer-eternalblue-wannacry

Blue Mockingbird Cryptominer
Blue Mockingbird Crypto miner is a crypto-mining payload within DLLs on Windows Systems.
The tag is: misp-galaxy:cryptominers="Blue Mockingbird Cryptominer"

Table 995. Table References
Links

https://redcanary.com/blog/blue-mockingbird-cryptominer/

Krane

The Krane malware uses SSH brute-force techniques to drop the XMRig cryptominer on the target
to mine for the Hashvault pool.

The tag is: misp-galaxy:cryptominers="Krane"

Table 996. Table References
Links

https://cujo.com/threat-alert-krane-malware/

Hezb

OHezbO, which is based on command line artifact data, was observed around Kinsing. This malware
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https://cyberflorida.org/threat-advisory/lemon-duck-cryptominer/
https://www.crowdstrike.com/blog/weeding-out-wannamine-v4-0-analyzing-and-remediating-this-mineware-nightmare/?utm_campaign=dsa&utm_content=us&utm_medium=sem&utm_source=goog&utm_term=&gclid=EAIaIQobChMIjrayysrX7AIVFUWGCh3sQApKEAAYASAAEgIE6_D_BwE
https://www.crowdstrike.com/blog/weeding-out-wannamine-v4-0-analyzing-and-remediating-this-mineware-nightmare/?utm_campaign=dsa&utm_content=us&utm_medium=sem&utm_source=goog&utm_term=&gclid=EAIaIQobChMIjrayysrX7AIVFUWGCh3sQApKEAAYASAAEgIE6_D_BwE
https://www.crowdstrike.com/blog/weeding-out-wannamine-v4-0-analyzing-and-remediating-this-mineware-nightmare/?utm_campaign=dsa&utm_content=us&utm_medium=sem&utm_source=goog&utm_term=&gclid=EAIaIQobChMIjrayysrX7AIVFUWGCh3sQApKEAAYASAAEgIE6_D_BwE
https://www.crowdstrike.com/blog/weeding-out-wannamine-v4-0-analyzing-and-remediating-this-mineware-nightmare/?utm_campaign=dsa&utm_content=us&utm_medium=sem&utm_source=goog&utm_term=&gclid=EAIaIQobChMIjrayysrX7AIVFUWGCh3sQApKEAAYASAAEgIE6_D_BwE
https://nakedsecurity.sophos.com/2018/01/31/what-are-wannamine-attacks-and-how-do-i-avoid-them/
https://nakedsecurity.sophos.com/2018/01/31/what-are-wannamine-attacks-and-how-do-i-avoid-them/
https://www.cybereason.com/blog/wannamine-cryptominer-eternalblue-wannacry
https://redcanary.com/blog/blue-mockingbird-cryptominer/
https://cujo.com/threat-alert-krane-malware/

is relatively new and was recently reported in late May exploiting WSO2 RCE (CVE-2022-29464) in
the wild. Several malware components were observed, the first of which was an XMRig miner
installed as OHezbO. Additional modules included a polkit exploit for privilege escalation as well as a
zero-detection ELF payload named OkikO.

The tag is: misp-galaxy:cryptominers="Hezb"

Table 997. Table References
Links

https://www.lacework.com/blog/kinsing-dark-iot-botnet-among-threats-targeting-cve-2022-26134/

Actor Types

DISARM is a framework designed for describing and understanding disinformation incidents..

Actor Types is a cluster galaxy available in JSON format at this location  The JSON
format can be freely reused in your application or automatically enabled in MISP.

authors
DISARM Project

data scientist
Person who can wrangle data, implement machine learning algorithms etc
The tag is: misp-galaxy:disarm-actortypes="data scientist"

Table 998. Table References
Links

https://github.com/DISARMFoundation/DISARMframeworks/blob/main/generated_pages/actortype
s/A001.md

target

Person being targeted by disinformation campaign
The tag is: misp-galaxy:disarm-actortypes="target"

Table 999. Table References
Links

https://github.com/DISARMFoundation/DISARMframeworks/blob/main/generated_pages/actortype
s/A002.md
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https://www.lacework.com/blog/kinsing-dark-iot-botnet-among-threats-targeting-cve-2022-26134/
https://github.com/MISP/misp-galaxy/blob/master/clusters/disarm-actortypes.json
https://www.github.com/MISP/MISP
https://github.com/DISARMFoundation/DISARMframeworks/blob/main/generated_pages/actortypes/A001.md
https://github.com/DISARMFoundation/DISARMframeworks/blob/main/generated_pages/actortypes/A001.md
https://github.com/DISARMFoundation/DISARMframeworks/blob/main/generated_pages/actortypes/A002.md
https://github.com/DISARMFoundation/DISARMframeworks/blob/main/generated_pages/actortypes/A002.md

trusted authority
Influencer
The tag is: misp-galaxy:disarm-actortypes="trusted authority"

Table 1000. Table References
Links

https://github.com/DISARMFoundation/DISARMframeworks/blob/main/generated_pages/actortype
s/A003.md

activist
The tag is: misp-galaxy:disarm-actortypes="activist"

Table 1001. Table References
Links

https://github.com/DISARMFoundation/DISARMframeworks/blob/main/generated_pages/actortype
s/A004.md

community group
The tag is: misp-galaxy:disarm-actortypes="community group"

Table 1002. Table References
Links

https://github.com/DISARMFoundation/DISARMframeworks/blob/main/generated_pages/actortype
s/A005.md

educator

The tag is: misp-galaxy:disarm-actortypes="educator"

Table 1003. Table References
Links

https://github.com/DISARMFoundation/DISARMframeworks/blob/main/generated_pages/actortype
s/A006.md

factchecker

Someone with the skills to verify whether information posted is factual

The tag is: misp-galaxy:disarm-actortypes="factchecker"
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https://github.com/DISARMFoundation/DISARMframeworks/blob/main/generated_pages/actortypes/A003.md
https://github.com/DISARMFoundation/DISARMframeworks/blob/main/generated_pages/actortypes/A003.md
https://github.com/DISARMFoundation/DISARMframeworks/blob/main/generated_pages/actortypes/A004.md
https://github.com/DISARMFoundation/DISARMframeworks/blob/main/generated_pages/actortypes/A004.md
https://github.com/DISARMFoundation/DISARMframeworks/blob/main/generated_pages/actortypes/A005.md
https://github.com/DISARMFoundation/DISARMframeworks/blob/main/generated_pages/actortypes/A005.md
https://github.com/DISARMFoundation/DISARMframeworks/blob/main/generated_pages/actortypes/A006.md
https://github.com/DISARMFoundation/DISARMframeworks/blob/main/generated_pages/actortypes/A006.md

Table 1004. Table References

Links
https://github.com/DISARMFoundation/DISARMframeworks/blob/main/generated_pages/actortype

s/A007.md

library
The tag is: misp-galaxy:disarm-actortypes="Ilibrary"
Table 1005. Table References

Links
https://github.com/DISARMFoundation/DISARMframeworks/blob/main/generated_pages/actortype

s/A008.md

NGO
The tag is: misp-galaxy:disarm-actortypes="NGO"

Table 1006. Table References

Links
https://github.com/DISARMFoundation/DISARMframeworks/blob/main/generated_pages/actortype

s/A009.md

religious organisation
The tag is: misp-galaxy:disarm-actortypes="religious organisation”

Table 1007. Table References

Links
https://github.com/DISARMFoundation/DISARMframeworks/blob/main/generated_pages/actortype

s/A010.md

school

The tag is: misp-galaxy:disarm-actortypes="school"

Table 1008. Table References

Links
https://github.com/DISARMFoundation/DISARMframeworks/blob/main/generated_pages/actortype

s/A011.md
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https://github.com/DISARMFoundation/DISARMframeworks/blob/main/generated_pages/actortypes/A007.md
https://github.com/DISARMFoundation/DISARMframeworks/blob/main/generated_pages/actortypes/A007.md
https://github.com/DISARMFoundation/DISARMframeworks/blob/main/generated_pages/actortypes/A008.md
https://github.com/DISARMFoundation/DISARMframeworks/blob/main/generated_pages/actortypes/A008.md
https://github.com/DISARMFoundation/DISARMframeworks/blob/main/generated_pages/actortypes/A009.md
https://github.com/DISARMFoundation/DISARMframeworks/blob/main/generated_pages/actortypes/A009.md
https://github.com/DISARMFoundation/DISARMframeworks/blob/main/generated_pages/actortypes/A010.md
https://github.com/DISARMFoundation/DISARMframeworks/blob/main/generated_pages/actortypes/A010.md
https://github.com/DISARMFoundation/DISARMframeworks/blob/main/generated_pages/actortypes/A011.md
https://github.com/DISARMFoundation/DISARMframeworks/blob/main/generated_pages/actortypes/A011.md

account owner

Anyone who owns an account online
The tag is: misp-galaxy:disarm-actortypes="account owner"

Table 1009. Table References

Links
https://github.com/DISARMFoundation/DISARMframeworks/blob/main/generated_pages/actortype

s/A012.md

content creator

The tag is: misp-galaxy:disarm-actortypes="content creator"

Table 1010. Table References

Links
https://github.com/DISARMFoundation/DISARMframeworks/blob/main/generated_pages/actortype

s/A013.md

elves
The tag is: misp-galaxy:disarm-actortypes="elves"

Table 1011. Table References

Links
https://github.com/DISARMFoundation/DISARMframeworks/blob/main/generated_pages/actortype

s/A014.md

general public
The tag is: misp-galaxy:disarm-actortypes="general public"

Table 1012. Table References

Links
https://github.com/DISARMFoundation/DISARMframeworks/blob/main/generated_pages/actortype

s/A015.md

influencer
The tag is: misp-galaxy:disarm-actortypes="influencer"

Table 1013. Table References
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https://github.com/DISARMFoundation/DISARMframeworks/blob/main/generated_pages/actortypes/A012.md
https://github.com/DISARMFoundation/DISARMframeworks/blob/main/generated_pages/actortypes/A013.md
https://github.com/DISARMFoundation/DISARMframeworks/blob/main/generated_pages/actortypes/A013.md
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https://github.com/DISARMFoundation/DISARMframeworks/blob/main/generated_pages/actortypes/A015.md

Links
https://github.com/DISARMFoundation/DISARMframeworks/blob/main/generated_pages/actortype

s/A016.md

coordinating body

For example the DHS
The tag is: misp-galaxy:disarm-actortypes="coordinating body"

Table 1014. Table References

Links
https://github.com/DISARMFoundation/DISARMframeworks/blob/main/generated_pages/actortype

s/A017.md

government

Government agencies

The tag is: misp-galaxy:disarm-actortypes="government"

Table 1015. Table References

Links
https://github.com/DISARMFoundation/DISARMframeworks/blob/main/generated_pages/actortype

s/A018.md

military
The tag is: misp-galaxy:disarm-actortypes="military"

Table 1016. Table References

Links
https://github.com/DISARMFoundation/DISARMframeworks/blob/main/generated_pages/actortype

s/A019.md

policy maker
The tag is: misp-galaxy:disarm-actortypes="policy maker"

Table 1017. Table References

Links
https://github.com/DISARMFoundation/DISARMframeworks/blob/main/generated_pages/actortype

s/A020.md
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media organisation
The tag is: misp-galaxy:disarm-actortypes="media organisation"

Table 1018. Table References
Links

https://github.com/DISARMFoundation/DISARMframeworks/blob/main/generated_pages/actortype
s/A021.md

company
The tag is: misp-galaxy:disarm-actortypes="company"

Table 1019. Table References
Links

https://github.com/DISARMFoundation/DISARMframeworks/blob/main/generated_pages/actortype
s/A022.md

adtech provider

The tag is: misp-galaxy:disarm-actortypes="adtech provider"

Table 1020. Table References
Links

https://github.com/DISARMFoundation/DISARMframeworks/blob/main/generated_pages/actortype
s/A023.md

developer

The tag is: misp-galaxy:disarm-actortypes="developer"

Table 1021. Table References
Links

https://github.com/DISARMFoundation/DISARMframeworks/blob/main/generated_pages/actortype
s/A024.md

funding_site_admin
Funding site admin
The tag is: misp-galaxy:disarm-actortypes="funding_site_admin"

Table 1022. Table References
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Links
https://github.com/DISARMFoundation/DISARMframeworks/blob/main/generated_pages/actortype

s/A025.md

games designer

The tag is: misp-galaxy:disarm-actortypes="games designer"

Table 1023. Table References

Links
https://github.com/DISARMFoundation/DISARMframeworks/blob/main/generated_pages/actortype

s/A026.md

information security

The tag is: misp-galaxy:disarm-actortypes="information security"

Table 1024. Table References

Links
https://github.com/DISARMFoundation/DISARMframeworks/blob/main/generated_pages/actortype

s/A027.md

platform administrator

The tag is: misp-galaxy:disarm-actortypes="platform administrator"

Table 1025. Table References

Links
https://github.com/DISARMFoundation/DISARMframeworks/blob/main/generated_pages/actortype

s/A028.md

server admininistrator

The tag is: misp-galaxy:disarm-actortypes="server admininistrator"

Table 1026. Table References

Links
https://github.com/DISARMFoundation/DISARMframeworks/blob/main/generated_pages/actortype

s/A029.md
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platforms

The tag is: misp-galaxy:disarm-actortypes="platforms"

Table 1027. Table References
Links

https://github.com/DISARMFoundation/DISARMframeworks/blob/main/generated_pages/actortype
s/A030.md

social media platform adminstrator
Person with the authority to make changes to algorithms, take down content etc.
The tag is: misp-galaxy:disarm-actortypes="social media platform adminstrator"

Table 1028. Table References
Links

https://github.com/DISARMFoundation/DISARMframeworks/blob/main/generated_pages/actortype
s/A031.md

social media platform outreach

The tag is: misp-galaxy:disarm-actortypes="social media platform outreach"

Table 1029. Table References
Links

https://github.com/DISARMFoundation/DISARMframeworks/blob/main/generated_pages/actortype
s/A032.md

social media platform owner
Person with authority to make changes to a social media companyOs business model
The tag is: misp-galaxy:disarm-actortypes="social media platform owner"

Table 1030. Table References
Links

https://github.com/DISARMFoundation/DISARMframeworks/blob/main/generated_pages/actortype
s/A033.md

Countermeasures

DISARM is a framework designed for describing and understanding disinformation incidents..
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Countermeasures is a cluster galaxy available in JSON format at this location The
| JSON format can be freely reused in your application or automatically enabled in

MISP.

authors
DISARM Project

Charge for social media

Include a paid-for privacy option, e.g. pay Facebook for an option of them not collecting your
personal information. There are examples of this not working, e.g. most people donOt use proton

mail etc.

The tag is: misp-galaxy:disarm-countermeasures="Charge for social media"

Table 1031. Table References

Links
https://github.com/DISARMFoundation/DISARMframeworks/blob/main/generated_pages/counters/
C00006.md

Create shared fact-checking database
Share fact-checking resources - tips, responses, countermessages, across respose groups.

The tag is: misp-galaxy:disarm-countermeasures="Create shared fact-checking database"

Table 1032. Table References

Links
https://github.com/DISARMFoundation/DISARMframeworks/blob/main/generated_pages/counters/
C00008.md

Educate high profile influencers on best practices

Find online influencers. Provide training in the mechanisms of disinformation, how to spot
campaigns, and/or how to contribute to responses by countermessaging, boosting information sites

etc.

The tag is: misp-galaxy:disarm-countermeasures="Educate high profile influencers on best practices"

Table 1033. Table References

Links
https://github.com/DISARMFoundation/DISARMframeworks/blob/main/generated_pages/counters/
C00009.md
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Enhanced privacy regulation for social media
Implement stronger privacy standards, to reduce the ability to microtarget community members.

The tag is: misp-galaxy:disarm-countermeasures="Enhanced privacy regulation for social media"

Table 1034. Table References

Links
https://github.com/DISARMFoundation/DISARMframeworks/blob/main/generated_pages/counters/

C00010.md

Media literacy. Games to identify fake news
Create and use games to show people the mechanics of disinformation, and how to counter them.

The tag is: misp-galaxy:disarm-countermeasures="Media literacy. Games to identify fake news"

Table 1035. Table References

Links
https://github.com/DISARMFoundation/DISARMframeworks/blob/main/generated_pages/counters/

C00011.md

Platform regulation

Empower existing regulators to govern social media. Also covers Destroy. Includes: Include the role
of social media in the regulatory framework for media. The U.S. approach will need to be carefully

crafted to protect First Amendment principles, create needed transparency, ensure liability, and

impose costs for noncompliance. Includes Create policy that makes social media police

disinformation. Includes: Use fraud legislation to clean up social media
The tag is: misp-galaxy:disarm-countermeasures="Platform regulation"

Table 1036. Table References

Links
https://github.com/DISARMFoundation/DISARMframeworks/blob/main/generated_pages/counters/

C00012.md

Rating framework for news

This is "strategic innoculation”, raising the standards of what people expect in terms of evidence
when consuming news. Example: journalistic ethics, or journalistic licencing body. Include full

transcripts, link source, add items.

The tag is: misp-galaxy:disarm-countermeasures="Rating framework for news"
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Table 1037. Table References

Links
https://github.com/DISARMFoundation/DISARMframeworks/blob/main/generated_pages/counters/

C00013.md

Real-time updates to fact-checking database

Update fact-checking databases and resources in real time. Especially import for time-limited

events like natural disasters.

The tag is: misp-galaxy:disarm-countermeasures="Real-time updates to fact-checking database"

Table 1038. Table References

Links
https://github.com/DISARMFoundation/DISARMframeworks/blob/main/generated_pages/counters/
C00014.md

Censorship

Alter and/or block the publication/dissemination of information controlled by disinformation

creators. Not recommended.

The tag is: misp-galaxy:disarm-countermeasures="Censorship"

Table 1039. Table References

Links
https://github.com/DISARMFoundation/DISARMframeworks/blob/main/generated_pages/counters/

C00016.md

Repair broken social connections

For example, use a media campaign to promote in-group to out-group in person communication /
activities . Technique could be in terms of forcing a reality-check by talking to people instead of

reading about bogeymen.

The tag is: misp-galaxy:disarm-countermeasures="Repair broken social connections"

Table 1040. Table References

Links
https://github.com/DISARMFoundation/DISARMframeworks/blob/main/generated_pages/counters/

C00017.md
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Reduce effect of division-enablers

includes Promote constructive communication by shaming division-enablers, and Promote
playbooks to call out division-enablers

The tag is: misp-galaxy:disarm-countermeasures="Reduce effect of division-enablers"

Table 1041. Table References

Links

https://github.com/DISARMFoundation/DISARMframeworks/blob/main/generated_pages/counters/
C00019.md

Encourage in-person communication

Encourage offline communication
The tag is: misp-galaxy:disarm-countermeasures="Encourage in-person communication"

Table 1042. Table References

Links

https://github.com/DISARMFoundation/DISARMframeworks/blob/main/generated_pages/counters/
C00021.md

Innoculate. Positive campaign to promote feeling of
safety

Used to counter ability based and fear based attacks

The tag is: misp-galaxy:disarm-countermeasures="Innoculate. Positive campaign to promote feeling of
safety"

Table 1043. Table References

Links

https://github.com/DISARMFoundation/DISARMframeworks/blob/main/generated_pages/counters/
C00022.md

Promote healthy narratives

Includes promoting constructive narratives i.e. not polarising (e.g. pro-life, pro-choice, pro-USA).
Includes promoting identity neutral narratives.

The tag is: misp-galaxy:disarm-countermeasures="Promote healthy narratives"

Table 1044. Table References
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Links

https://github.com/DISARMFoundation/DISARMframeworks/blob/main/generated_pages/counters/
C00024.md

Shore up democracy based messages

Messages about e.g. peace, freedom. And make it sexy. Includes Deploy Information and Narrative-
Building in Service of Statecraft: Promote a narrative of transparency, truthfulness, liberal values,
and democracy. Implement a compelling narrative via effective mechanisms of communication.

Continually reassess messages, mechanisms, and audiences over time. Counteract efforts to

manipulate media, undermine free markets, and suppress political freedoms via public diplomacy
The tag is: misp-galaxy:disarm-countermeasures="Shore up democracy based messages"

Table 1045. Table References

Links

https://github.com/DISARMFoundation/DISARMframeworks/blob/main/generated_pages/counters/
C00026.md

Create culture of civility
This is passive. Includes promoting civility as an identity that people will defend.
The tag is: misp-galaxy:disarm-countermeasures="Create culture of civility"

Table 1046. Table References

Links

https://github.com/DISARMFoundation/DISARMframeworks/blob/main/generated_pages/counters/
C00027.md

Make information provenance available

Blockchain audit log and validation with collaborative decryption to post comments. Use
blockchain technology to require collaborative validation before posts or comments are submitted.
This could be used to adjust upvote weight via a trust factor of people and organisations you trust,
or other criteria.

The tag is: misp-galaxy:disarm-countermeasures="Make information provenance available"

Table 1047. Table References

Links

https://github.com/DISARMFoundation/DISARMframeworks/blob/main/generated_pages/counters/
C00028.md
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Create fake website to issue counter narrative and
counter narrative through physical merchandise

Create websites in disinformation voids - spaces where people are looking for known
disinformation.

The tag is: misp-galaxy:disarm-countermeasures="Create fake website to issue counter narrative and
counter narrative through physical merchandise"

Table 1048. Table References

Links

https://github.com/DISARMFoundation/DISARMframeworks/blob/main/generated_pages/counters/
C00029.md

Develop a compelling counter narrative (truth based)

The tag is: misp-galaxy:disarm-countermeasures="Develop a compelling counter narrative (truth
based)"

Table 1049. Table References

Links

https://github.com/DISARMFoundation/DISARMframeworks/blob/main/generated_pages/counters/
C00030.md

Dilute the core narrative - create multiple
permutations, target / amplify

Create competing narratives. Included "Facilitate State Propaganda" as diluting the narrative could
have an effect on the pro-state narrative used by volunteers, or lower their involvement.

The tag is: misp-galaxy:disarm-countermeasures="Dilute the core narrative - create multiple
permutations, target / amplify"

Table 1050. Table References

Links

https://github.com/DISARMFoundation/DISARMframeworks/blob/main/generated_pages/counters/
C00031.md

Hijack content and link to truth- based info

Link to platform

The tag is: misp-galaxy:disarm-countermeasures="Hijack content and link to truth- based info"
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Table 1051. Table References

Links

https://github.com/DISARMFoundation/DISARMframeworks/blob/main/generated_pages/counters/
C00032.md

Create more friction at account creation

Counters fake account
The tag is: misp-galaxy:disarm-countermeasures="Create more friction at account creation"

Table 1052. Table References
Links

https://github.com/DISARMFoundation/DISARMframeworks/blob/main/generated_pages/counters/
C00034.md

Infiltrate the in-group to discredit leaders (divide)
All of these would be highly affected by infiltration or false-claims of infiltration.
The tag is: misp-galaxy:disarm-countermeasures="Infiltrate the in-group to discredit leaders (divide)"

Table 1053. Table References
Links

https://github.com/DISARMFoundation/DISARMframeworks/blob/main/generated_pages/counters/
C00036.md

third party verification for people
counters fake experts
The tag is: misp-galaxy:disarm-countermeasures="third party verification for people"

Table 1054. Table References

Links

https://github.com/DISARMFoundation/DISARMframeworks/blob/main/generated_pages/counters/
C00040.md

Address truth contained in narratives

Focus on and boost truths in misinformation narratives, removing misinformation from them.

The tag is: misp-galaxy:disarm-countermeasures="Address truth contained in narratives"
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Table 1055. Table References

Links
https://github.com/DISARMFoundation/DISARMframeworks/blob/main/generated_pages/counters/

C00042.md

Keep people from posting to social media immediately

Platforms can introduce friction to slow down activities, force a small delay between posts, or
replies to posts.

The tag is: misp-galaxy:disarm-countermeasures="Keep people from posting to social media

immediately"

Table 1056. Table References

Links
https://github.com/DISARMFoundation/DISARMframeworks/blob/main/generated_pages/counters/

C00044.md

Marginalise and discredit extremist groups

Reduce the credibility of extremist groups posting misinformation.

The tag is: misp-galaxy:disarm-countermeasures="Marginalise and discredit extremist groups"

Table 1057. Table References

Links
https://github.com/DISARMFoundation/DISARMframeworks/blob/main/generated_pages/counters/

C00046.md

Honeypot with coordinated inauthentics

Flood disinformation spaces with obviously fake content, to dilute core misinformation narratives

in them.

The tag is: misp-galaxy:disarm-countermeasures="Honeypot with coordinated inauthentics"

Table 1058. Table References

Links
https://github.com/DISARMFoundation/DISARMframeworks/blob/main/generated_pages/counters/

C00047.md

Name and Shame Influencers

Think about the different levels: individual vs state-sponsored account. Includes Ocall them outO
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and Oname and shameO. Identify social media accounts as sources of propagandaNOcalling them
outON might be helpful to prevent the spread of their message to audiences that otherwise would
consider them factual. Identify, monitor, and, if necessary, target externally-based nonattributed
social media accounts. Impact of and Dealing with Trolls - "Chatham House has observed that trolls
also sometimes function as decoys, as a way of Okeeping the infantry busyO that Oaims to wear down
the other sideO (Lough et al., 2014). Another type of troll involves Ofalse accounts posing as
authoritative information sources on social mediaO.

The tag is: misp-galaxy:disarm-countermeasures="Name and Shame Influencers"

Table 1059. Table References

Links

https://github.com/DISARMFoundation/DISARMframeworks/blob/main/generated_pages/counters/
C00048.md

Counter social engineering training

Includes anti-elicitation training, phishing prevention education.
The tag is: misp-galaxy:disarm-countermeasures="Counter social engineering training"

Table 1060. Table References

Links

https://github.com/DISARMFoundation/DISARMframeworks/blob/main/generated_pages/counters/
C00051.md

Infiltrate platforms

Detect and degrade
The tag is: misp-galaxy:disarm-countermeasures="Infiltrate platforms"

Table 1061. Table References

Links

https://github.com/DISARMFoundation/DISARMframeworks/blob/main/generated_pages/counters/
C00052.md

Delete old accounts / Remove unused social media
accounts

remove or remove access to (e.g. stop the ability to update) old social media accounts, to reduce the
pool of accounts available for takeover, botnets etc.

The tag is: misp-galaxy:disarm-countermeasures="Delete old accounts / Remove unused social media
accounts"
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Table 1062. Table References

Links
https://github.com/DISARMFoundation/DISARMframeworks/blob/main/generated_pages/counters/
C00053.md

Encourage people to leave social media
Encourage people to leave spcial media. We donOt expect this to work
The tag is: misp-galaxy:disarm-countermeasures="Encourage people to leave social media"

Table 1063. Table References

Links
https://github.com/DISARMFoundation/DISARMframeworks/blob/main/generated_pages/counters/
C00056.md

Report crowdfunder as violator
counters crowdfunding. Includes OExpose online funding as fakeO.

The tag is: misp-galaxy:disarm-countermeasures="Report crowdfunder as violator"

Table 1064. Table References

Links
https://github.com/DISARMFoundation/DISARMframeworks/blob/main/generated_pages/counters/
C00058.md

Verification of project before posting fund requests

third-party verification of projects posting funding campaigns before those campaigns can be

posted.

The tag is: misp-galaxy:disarm-countermeasures="Verification of project before posting fund requests

Table 1065. Table References

Links
https://github.com/DISARMFoundation/DISARMframeworks/blob/main/generated_pages/counters/
C00059.md

Legal action against for-profit engagement factories

Take legal action against for-profit "factories” creating misinformation.

The tag is: misp-galaxy:disarm-countermeasures="Legal action against for-profit engagement
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https://github.com/DISARMFoundation/DISARMframeworks/blob/main/generated_pages/counters/C00053.md
https://github.com/DISARMFoundation/DISARMframeworks/blob/main/generated_pages/counters/C00053.md
https://github.com/DISARMFoundation/DISARMframeworks/blob/main/generated_pages/counters/C00056.md
https://github.com/DISARMFoundation/DISARMframeworks/blob/main/generated_pages/counters/C00056.md
https://github.com/DISARMFoundation/DISARMframeworks/blob/main/generated_pages/counters/C00058.md
https://github.com/DISARMFoundation/DISARMframeworks/blob/main/generated_pages/counters/C00058.md
https://github.com/DISARMFoundation/DISARMframeworks/blob/main/generated_pages/counters/C00059.md
https://github.com/DISARMFoundation/DISARMframeworks/blob/main/generated_pages/counters/C00059.md

factories"

Table 1066. Table References

Links

https://github.com/DISARMFoundation/DISARMframeworks/blob/main/generated_pages/counters/
C00060.md

Free open library sources worldwide

Open-source libraries could be created that aid in some way for each technique. Even for Strategic
Planning, some open-source frameworks such as DISARM can be created to counter the adversarial
efforts.

The tag is: misp-galaxy:disarm-countermeasures="Free open library sources worldwide"

Table 1067. Table References

Links

https://github.com/DISARMFoundation/DISARMframeworks/blob/main/generated_pages/counters/
C00062.md

Reduce political targeting
Includes Oban political micro targeting® and Oban political adsO
The tag is: misp-galaxy:disarm-countermeasures="Reduce political targeting"

Table 1068. Table References

Links

https://github.com/DISARMFoundation/DISARMframeworks/blob/main/generated_pages/counters/
C00065.md

Co-opt a hashtag and drown it out (hijack it back)

Flood a disinformation-related hashtag with other content.

The tag is: misp-galaxy:disarm-countermeasures="Co-opt a hashtag and drown it out (hijack it back)"

Table 1069. Table References

Links

https://github.com/DISARMFoundation/DISARMframeworks/blob/main/generated_pages/counters/
C00066.md
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