
MISP taxonomies and classification as
machine tags



Table of Contents
PAP. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . Ê1

accessnow . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . Ê2

action-taken . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . Ê6

admiralty-scale . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . Ê7

adversary . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . Ê8

analyst-assessment . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . Ê10

binary-class . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . Ê13

circl . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . Ê14

csirt_case_classification . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . Ê16

ddos . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . Ê18

de-vs. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . Ê19

dhs-ciip-sectors . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . Ê19

diamond-model . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . Ê21

dni-ism . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . Ê22

domain-abuse . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . Ê29

ecsirt . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . Ê30

enisa . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . Ê33

estimative-language . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . Ê48

eu-marketop-and-publicadmin . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . Ê49

euci . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . Ê51

europol-event . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . Ê52

europol-incident . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . Ê60

event-assessment . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . Ê62

fr-classif . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . Ê63

iep . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . Ê64

information-security-indicators . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . Ê68

kill-chain . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . Ê77

malware_classification . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . Ê79

misp . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . Ê81

ms-caro-malware . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . Ê83

ms-caro-malware-full . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . Ê93

nato . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . Ê154

open_threat . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . Ê155

osint . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . Ê162

passivetotal . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . Ê164

rt_event_status . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . Ê165

stealth_malware . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . Ê166

stealth_malware . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . Ê167



stix-ttp . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . Ê167

targeted-threat-index . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . Ê169

tlp . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . Ê171

tor . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . Ê173

veris . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . Ê173

vocabulaire-des-probabilites-estimatives . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . Ê257



Generated from https://github.com/MISP/misp-taxonomies .

Taxonomies that can be used in MISP (2.4) and other information sharing tool and
expressed in Machine Tags (Triple Tags). A machine tag is composed of a namespace
(MUST), a predicate (MUST) and an (OPTIONAL) value. Machine tags are often called
triple tag due to their format.

PAP

! PAP namespace available in JSON format at this location . The JSON format can be
freely reused in your application or automatically enabled in MISP taxonomy.

PAP - was designed to indicate how the received information can be used.

RED

PAP:RED

(PAP:RED) Non-detectable actions only. Recipients may not use PAP:RED information on the
network. Only passive actions on logs, that are not detectable from the outside.

AMBER

PAP:AMBER

(PAP:AMBER) Passive cross check. Recipients may use PAP:AMBER information for conducting
online checks, like using services provided by third parties (e.g. VirusTotal), or set up a monitoring
honeypot.

GREEN

1
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PAP:GREEN

(PAP:GREEN) Active actions allowed. Recipients may use PAP:GREEN information to ping the target,
block incoming/outgoing traffic from/to the target or specifically configure honeypots to interact
with the target.

WHITE

PAP:WHITE

(PAP:WHITE) No restrictions in using this information.

accessnow

!
accessnow namespace available in JSON format at this location . The JSON format
can be freely reused in your application or automatically enabled in MISP
taxonomy.

Access Now

anti-corruption-transparency

accessnow:anti-corruption-transparency

Anti-Corruption and transparency

The organization campaigns, or takes other actions against corruption and transparency.

anti-war-violence

accessnow:anti-war-violence

Anti-War / Anti-Violence

The organization campaigns, or takes other actions against war

culture

accessnow:culture

Culture

The organization campaigns or acts to promote cultural events

2
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economic-change

accessnow:economic-change

Economic Change

Issues of economic policy, wealth distribution, etc.

education

accessnow:education

Education

The organization is concerned with some form of education

election-monitoring

accessnow:election-monitoring

Election Monitoring

The organization is an election monitor, or involved in election monitoring

environment

accessnow:environment

Environment

The organization campaigns or acts to protect the environment

freedom-expression

accessnow:freedom-expression

Freedom of Expression

The organization is concerned with freedom of speech issues

freedom-tool-development

accessnow:freedom-tool-development

Freedom Tool Development

The organization develops tools for use in defending or extending digital rights

3



funding

accessnow:funding

Funding

The organization is a funder of organizations or projects working with at risk users

health

accessnow:health

Health Issues

The organization prevents epidemic illness or acts on curing them

human-rights

accessnow:human-rights

Human Rights Issues

relating to the detection, recording, exposure, or challenging of abuses of human rights

internet-telecom

accessnow:internet-telecom

Internet and Telecoms

Issues of digital rights in electronic communications

lgbt-gender-sexuality

accessnow:lgbt-gender-sexuality

LGBT / Gender / Sexuality

Issues relating to the Lesbian, Gay, Bi, Transgender community

policy

accessnow:policy

Policy

4



The organization is a policy think-tank, or policy advocate

politics

accessnow:politics

Politics

The organization takes a strong political view or is a political entity

privacy

accessnow:privacy

Privacy

Issues relating to the individualÕs reasonable right to privacy

rapid-response

accessnow:rapid-response

Rapid Response

The organization provides rapid response type capability for civil society

refugees

accessnow:refugees

Refugees

Issues relating to displaced people

security

accessnow:security

Security

Issues relating to physical or information security

womens-right

5



accessnow:womens-right

WomenÕs Rights

Issues pertaining to inequality between men and women, or issues of particular relevance to
women

youth-rights

accessnow:youth-rights

Youth Rights

Issues of particular relevance to youth

action-taken

!
action-taken namespace available in JSON format at this location . The JSON
format can be freely reused in your application or automatically enabled in MISP
taxonomy.

Action taken

informed ISP/Hosting Service Provider

action-taken:informed ISP/Hosting Service Provider

Informed ISP/Hosting Service Provider

informed Registrar

action-taken:informed Registrar

Informed Registrar

informed Registrant

action-taken:informed Registrant

Informed Registrant

informed abuse-contact (domain)

6
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action-taken:informed abuse-contact (domain)

Informed abuse-contact (domain)

informed abuse-contact (IP)

action-taken:informed abuse-contact (IP)

Informed abuse-contact (IP)

informed legal department

action-taken:informed legal department

Informed legal department

admiralty-scale

!
admiralty-scale namespace available in JSON format at this location . The JSON
format can be freely reused in your application or automatically enabled in MISP
taxonomy.

The Admiralty Scale (also called the NATO System) is used to rank the reliability of a source and the
credibility of an information.

source-reliability

admiralty-scale:source-reliability="a"

Completely reliable

admiralty-scale:source-reliability="b"

Usually reliable

admiralty-scale:source-reliability="c"

Fairly reliable

admiralty-scale:source-reliability="d"

Not usually reliable

admiralty-scale:source-reliability="e"

Unreliable

7
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admiralty-scale:source-reliability="f"

Reliability cannot be judged

information-credibility

admiralty-scale:information-credibility="1"

Confirmed by other sources

admiralty-scale:information-credibility="2"

Probably true

admiralty-scale:information-credibility="3"

Possibly true

admiralty-scale:information-credibility="4"

Doubtful

admiralty-scale:information-credibility="5"

Improbable

admiralty-scale:information-credibility="6"

Truth cannot be judged

adversary

!
adversary namespace available in JSON format at this location . The JSON format
can be freely reused in your application or automatically enabled in MISP
taxonomy.

An overview and description of the adversary infrastructure

infrastructure-status

adversary:infrastructure-status="unknown"

Infrastructure ownership and status is unknown

adversary:infrastructure-status="compromised"

Infrastructure compromised by or in the benefit of the adversary

8
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adversary:infrastructure-status="own-and-operated"

Infrastructure own and operated by the adversary

infrastructure-type

adversary:infrastructure-type="unknown"

Infrastructure usage by the adversary is unknown

adversary:infrastructure-type="proxy"

Infrastructure used as proxy between the target and the adversary

adversary:infrastructure-type="drop-zone"

Infrastructure used by the adversary to store information related to his campaigns

adversary:infrastructure-type="exploit-distribution-point"

Infrastructure used to distribute exploit towards target(s)

adversary:infrastructure-type="vpn"

Infrastructure used by the adversary as Virtual Private Network to hide activities and reduce the
traffic analysis surface

adversary:infrastructure-type="panel"

Panel used by the adversary to control or maintain his infrastructure

adversary:infrastructure-type="tds"

Traffic Distribution Systems including exploit delivery or/and web monetization channels

infrastructure-state

adversary:infrastructure-state="unknown"

Infrastructure state is unknown or cannot be evaluated

adversary:infrastructure-state="active"

Infrastructure state is active and actively used by the adversary

adversary:infrastructure-state="down"

Infrastructure state is known to be down

9



infrastructure-action

adversary:infrastructure-action="passive-only"

Only passive requests shall be performed to avoid detection by the adversary

adversary:infrastructure-action="take-down"

Take down requests can be performed in order to deactivate the adversary infrastructure

adversary:infrastructure-action="monitoring-active"

Monitoring requests are ongoing on the adversary infrastructure

adversary:infrastructure-action="pending-law-enforcement-request"

Law enforcement requests are ongoing on the adversary infrastructure

analyst-assessment

!
analyst-assessment namespace available in JSON format at this location . The JSON
format can be freely reused in your application or automatically enabled in MISP
taxonomy.

A series of assessment predicates describing the analyst capabilities to perform analysis. These
assessment can be assigned by the analyst him/herself or by another party evaluating the analyst.

experience

analyst-assessment:experience="less-than-1-year"

Less than 1 year

analyst-assessment:experience="between-1-and-5-years"

Between 1 and 5 years

analyst-assessment:experience="between-5-and-10-years"

Between 5 and 10 years

analyst-assessment:experience="between-10-and-20-years"

Between 10 and 20 years

10
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analyst-assessment:experience="more-than-20-years"

More than 20 years

binary-reversing-arch

analyst-assessment:binary-reversing-arch="x86"

x86-32 & x86-64

analyst-assessment:binary-reversing-arch="arm"

ARM & ARM-64

analyst-assessment:binary-reversing-arch="mips"

mips & mips-64

analyst-assessment:binary-reversing-arch="powerpc"

PowerPC

binary-reversing-experience

analyst-assessment:binary-reversing-experience="less-than-1-year"

Less than 1 year

analyst-assessment:binary-reversing-experience="between-1-and-5-years"

Between 1 and 5 years

analyst-assessment:binary-reversing-experience="between-5-and-10-years"

Between 5 and 10 years

analyst-assessment:binary-reversing-experience="between-10-and-20-
years"

Between 10 and 20 years

analyst-assessment:binary-reversing-experience="more-than-20-years"

More than 20 years

11



os

analyst-assessment:os="windows"

Current Microsoft Windows system

analyst-assessment:os="linux"

GNU/linux derivative OS

analyst-assessment:os="ios"

Current IOS

analyst-assessment:os="macos"

Current Apple OS

analyst-assessment:os="android"

Current Android OS

analyst-assessment:os="bsd"

BSD

web

analyst-assessment:web="ipex"

Inter-protocol exploitations

analyst-assessment:web="common"

Common vulnerabilities as SQL injections, CSRF, XSS, CSP bypasses, etc.

analyst-assessment:web="js-desobfuscation"

De-obfuscation of Javascript payloads

web-experience

analyst-assessment:web-experience="less-than-1-year"

Less than 1 year

12



analyst-assessment:web-experience="between-1-and-5-years"

Between 1 and 5 years

analyst-assessment:web-experience="between-5-and-10-years"

Between 5 and 10 years

analyst-assessment:web-experience="between-10-and-20-years"

Between 10 and 20 years

analyst-assessment:web-experience="more-than-20-years"

More than 20 years

crypto-experience

analyst-assessment:crypto-experience="less-than-1-year"

Less than 1 year

analyst-assessment:crypto-experience="between-1-and-5-years"

Between 1 and 5 years

analyst-assessment:crypto-experience="between-5-and-10-years"

Between 5 and 10 years

analyst-assessment:crypto-experience="between-10-and-20-years"

Between 10 and 20 years

analyst-assessment:crypto-experience="more-than-20-years"

More than 20 years

binary-class

!
binary-class namespace available in JSON format at this location . The JSON
format can be freely reused in your application or automatically enabled in MISP
taxonomy.

Custom taxonomy for types of binary file.
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type

binary-class:type="good"

Known Good/Safe

binary-class:type="malicious"

Known Bad/Malicious

binary-class:type="unknown"

Not yet known

circl

! circl namespace available in JSON format at this location . The JSON format can be
freely reused in your application or automatically enabled in MISP taxonomy.

CIRCL Taxonomy - Schemes of Classification in Incident Response and Detection

incident-classification

circl:incident-classification="spam"

Spam

circl:incident-classification="system-compromise"

System compromise

circl:incident-classification="scan"

Scan

circl:incident-classification="denial-of-service"

Denial of Service

circl:incident-classification="copyright-issue"

Copyright issue

circl:incident-classification="phishing"

Phishing

14
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circl:incident-classification="malware"

Malware

circl:incident-classification="XSS"

XSS

circl:incident-classification="vulnerability"

Vulnerability

circl:incident-classification="fastflux"

Fastflux

circl:incident-classification="sql-injection"

SQL Injection

circl:incident-classification="information-leak"

Information leak

circl:incident-classification="scam"

Scam

topic

circl:topic="finance"

Finance

circl:topic="ict"

ICT

circl:topic="individual"

Individual

circl:topic="industry"

Industry

15



circl:topic="medical"

Medical

circl:topic="services"

Services

circl:topic="undefined"

Undefined

csirt_case_classification

!
csirt_case_classification namespace available in JSON format at this location . The
JSON format can be freely reused in your application or automatically enabled in
MISP taxonomy.

It is critical that the CSIRT provide consistent and timely response to the customer, and that
sensitive information is handled appropriately. This document provides the guidelines needed for
CSIRT Incident Managers (IM) to classify the case category, criticality level, and sensitivity level for
each CSIRT case. This information will be entered into the Incident Tracking System (ITS) when a
case is created. Consistent case classification is required for the CSIRT to provide accurate reporting
to management on a regular basis. In addition, the classifications will provide CSIRT IMÕs with
proper case handling procedures and will form the basis of SLAÕs between the CSIRT and other
Company departments.

incident-category

csirt_case_classification:incident-category="DOS"

Denial of service / Distributed Denial of service

csirt_case_classification:incident-category="forensics"

Forensics work

csirt_case_classification:incident-category="compromised-information"

Attempted or successful destruction, corruption, or disclosure of sensitive corporate information or
Intellectual Property

csirt_case_classification:incident-category="compromised-asset"

Compromised host (root account, Trojan, rootkit), network device, application, user account.
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csirt_case_classification:incident-category="unlawful-activity"

Theft / Fraud / Human Safety / Child Porn

csirt_case_classification:incident-category="internal-hacking"

Reconnaissance or Suspicious activity originating from inside the Company corporate network,
excluding malware

csirt_case_classification:incident-category="external-hacking"

Reconnaissance or Suspicious Activity originating from outside the Company corporate network
(partner network, Internet), excluding malware.

csirt_case_classification:incident-category="malware"

A virus or worm typically affecting multiple corporate devices. This does not include compromised
hosts that are being actively controlled by an attacker via a backdoor or Trojan.

csirt_case_classification:incident-category="email"

Spoofed email, SPAM, and other email security-related events.

csirt_case_classification:incident-category="consulting"

Security consulting unrelated to any confirmed incident

csirt_case_classification:incident-category="policy-violation"

Violation of various policies

criticality-classification

csirt_case_classification:criticality-classification="1"

Incident affecting critical systems or information with potential to be revenue or customer
impacting.

csirt_case_classification:criticality-classification="2"

Incident affecting non-critical systems or information, not revenue or customer impacting.
Employee investigations that are time sensitive should typically be classified at this level.

csirt_case_classification:criticality-classification="3"

Possible incident, non-critical systems. Incident or employee investigations that are not time
sensitive. Long-term investigations involving extensive research and/or detailed forensic work.
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sensitivity-classification

csirt_case_classification:sensitivity-classification="1"

Extremely Sensitive

csirt_case_classification:sensitivity-classification="2"

Sensitive

csirt_case_classification:sensitivity-classification="3"

Not Sensitive

ddos

! ddos namespace available in JSON format at this location . The JSON format can be
freely reused in your application or automatically enabled in MISP taxonomy.

DDoS - taxonomy supports the description of Denial of Service attacks and especially
the types they belong too.

type

ddos:type="amplification-attack"

Amplification attack

ddos:type="reflected-spoofed-attack"

Reflected and Spoofed attack

ddos:type="slow-read-attack"

Slow Read attack

ddos:type="flooding-attack"

Flooding attack

ddos:type="post-attack"

Large POST HTTP attack

18

https://github.com/MISP/misp-taxonomies/blob/master/ddos/machinetag.json
https://www.github.com/MISP/MISP


de-vs

! de-vs namespace available in JSON format at this location . The JSON format can
be freely reused in your application or automatically enabled in MISP taxonomy.

German (DE) Government classification markings (VS).

Einstufung

de-vs:Einstufung="STRENG GEHEIM"

STRENG GEHEIM

de-vs:Einstufung="GEHEIM"

GEHEIM

de-vs:Einstufung="VS-VERTRAULICH"

VS-VERTRAULICH

de-vs:Einstufung="VS-NfD"

VS-NUR FÜR DEN DIENSTGEBRAUCH

Schutzwort

de-vs:Schutzwort="Dummy"

Dummy

dhs-ciip-sectors

!
dhs-ciip-sectors namespace available in JSON format at this location . The JSON
format can be freely reused in your application or automatically enabled in MISP
taxonomy.

DHS-critical-sectors

dhs-ciip-sectors:DHS-critical-sectors="chemical"

Chemical
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dhs-ciip-sectors:DHS-critical-sectors="commercial-facilities"

Commercial Facilities

dhs-ciip-sectors:DHS-critical-sectors="communications"

Communications

dhs-ciip-sectors:DHS-critical-sectors="critical-manufacturing"

Critical Manufacturing

dhs-ciip-sectors:DHS-critical-sectors="dams"

Dams

dhs-ciip-sectors:DHS-critical-sectors="dib"

Defense Industrial Base

dhs-ciip-sectors:DHS-critical-sectors="emergency-services"

Emergency services

dhs-ciip-sectors:DHS-critical-sectors="energy"

energy

dhs-ciip-sectors:DHS-critical-sectors="financial-services"

Financial Services

dhs-ciip-sectors:DHS-critical-sectors="food-agriculture"

Food and Agriculture

dhs-ciip-sectors:DHS-critical-sectors="government-facilities"

Government Facilities

dhs-ciip-sectors:DHS-critical-sectors="healthcare-public"

Healthcare and Public Health

dhs-ciip-sectors:DHS-critical-sectors="it"

Information Technology
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dhs-ciip-sectors:DHS-critical-sectors="nuclear"

Nuclear

dhs-ciip-sectors:DHS-critical-sectors="transport"

Transportation Systems

dhs-ciip-sectors:DHS-critical-sectors="water"

Water and water systems

sector

diamond-model

!
diamond-model namespace available in JSON format at this location . The JSON
format can be freely reused in your application or automatically enabled in MISP
taxonomy.

The Diamond Model for Intrusion Analysis, a phase-based model developed by Lockheed Martin,
aims to help categorise and identify the stage of an attack.

Adversary

diamond-model:Adversary

An adversary is the actor/organization responsible for utilizing a capability against the victim to
achieve their intent.

Capability

diamond-model:Capability

The capability describes the tools and/or techniques of the adversary used in the event. It includes
all means to affect the victim from the most manual ÒunsophisticatedÓ methods (e.g., manual
password guessing) to the most sophisticated automated techniques.

Infrastructure

diamond-model:Infrastructure

The infrastructure feature describes the physical and/or logical communication structures the
adversary uses to deliver a capability, maintain control of capabilities (e.g., commandand-
control/C2), and effect results from the victim (e.g., exfiltrate data). As with the other features, the
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infrastructure can be as specific or broad as necessary. Examples include: Internet Protocol (IP)
addresses, domain names, e-mail addresses, Morse code flashes from a phoneÕs voice-mail light
watched from across a street, USB devices found in a parking lot and inserted into a workstation, or
the compromising emanations from hardware (e.g., Van Eck Phreaking) being collected by a nearby
listening post.

Victim

diamond-model:Victim

A victim is the target of the adversary and against whom vulnerabilities and exposures are
exploited and capabilities used. A victim can be described in whichever way necessary and
appropriate: organization, person, target email address, IP address, domain, etc. However, it is
useful to define the victim persona and their assets separately as they serve different analytic
functions. Victim personae are useful in non-technical analysis such as cyber-victimology and
social-political centered approaches whereas victim assets are associated with common technical
approaches such as vulnerability analysis..

dni-ism

! dni-ism namespace available in JSON format at this location . The JSON format can
be freely reused in your application or automatically enabled in MISP taxonomy.

A subset of Information Security Marking Metadata ISM as required by Executive Order (EO) 13526.
As described by DNI.gov as Data Encoding Specifications for Information Security Marking
Metadata in Controlled Vocabulary Enumeration Values for ISM

classification:all

dni-ism:classification:all="R"

RESTRICTED

dni-ism:classification:all="C"

CONFIDENTIAL

dni-ism:classification:all="S"

SECRET

dni-ism:classification:all="TS"

TOP SECRET

22

https://github.com/MISP/misp-taxonomies/blob/master/dni-ism/machinetag.json
https://www.github.com/MISP/MISP


dni-ism:classification:all="U"

UNCLASSIFIED

classification:us

dni-ism:classification:us="C"

CONFIDENTIAL

dni-ism:classification:us="S"

SECRET

dni-ism:classification:us="TS"

TOP SECRET

dni-ism:classification:us="U"

UNCLASSIFIED

complies:with

dni-ism:complies:with="USGov"

Document claims compliance with all rules encoded in ISM for documents produced by the US
Federal Government. This is the minimum set of rules for US documents to adhere to, and all US
documents should claim compliance with USGov.

dni-ism:complies:with="USIC"

Document claims compliance with all rules encoded in ISM for documents produced by the US
Intelligence Community. Documents that claim compliance with USIC MUST also claim compliance
with USGov.

dni-ism:complies:with="USDOD"

Document claims compliance with all rules encoded in ISM for documents produced by the US
Department of Defense. Documents that claim compliance with USDOD MUST also claim
compliance with USGov.

dni-ism:complies:with="OtherAuthority"

Document claims compliance with an authority other than the USGov, USIC, or USDOD.
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dissem

dni-ism:dissem="RS"

RISK SENSITIVE

dni-ism:dissem="FOUO"

FOR OFFICIAL USE ONLY

dni-ism:dissem="OC"

ORIGINATOR CONTROLLED

dni-ism:dissem="OC-USGOV"

ORIGINATOR CONTROLLED US GOVERNMENT

dni-ism:dissem="IMC"

CONTROLLED IMAGERY

dni-ism:dissem="NF"

NOT RELEASABLE TO FOREIGN NATIONALS

dni-ism:dissem="PR"

CAUTION-PROPRIETARY INFORMATION INVOLVED

dni-ism:dissem="REL"

AUTHORIZED FOR RELEASE TO

dni-ism:dissem="RELIDO"

RELEASABLE BY INFORMATION DISCLOSURE OFFICIAL

dni-ism:dissem="DSEN"

DEA SENSITIVE

dni-ism:dissem="FISA"

FOREIGN INTELLIGENCE SURVEILLANCE ACT
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dni-ism:dissem="DISPLAYONLY"

AUTHORIZED FOR DISPLAY BUT NOT RELEASE TO

nonic

dni-ism:nonic="NNPI"

NAVAL NUCLEAR PROPULSION INFORMATION

dni-ism:nonic="DS"

LIMITED DISTRIBUTION

dni-ism:nonic="XD"

EXCLUSIVE DISTRIBUTION

dni-ism:nonic="ND"

NO DISTRIBUTION

dni-ism:nonic="SBU"

SENSITIVE BUT UNCLASSIFIED

dni-ism:nonic="SBU-NF"

SENSITIVE BUT UNCLASSIFIED NOFORN

dni-ism:nonic="LES"

LAW ENFORCEMENT SENSITIVE

dni-ism:nonic="LES-NF"

LAW ENFORCEMENT SENSITIVE NOFORN

dni-ism:nonic="SSI"

SENSITIVE SECURITY INFORMATION

nonuscontrols

dni-ism:nonuscontrols="ATOMAL"

NATO Atomal mark
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dni-ism:nonuscontrols="BOHEMIA"

NATO Bohemia mark

dni-ism:nonuscontrols="BALK"

NATO Balk mark

notice

dni-ism:notice="FISA"

FISA Warning statement

dni-ism:notice="IMC"

IMCON Warning statement

dni-ism:notice="CNWDI"

Controled Nuclear Weapon Design Information Warning statement

dni-ism:notice="RD"

RD Warning statement

dni-ism:notice="FRD"

FRD Warning statement

dni-ism:notice="DS"

LIMDIS caveat

dni-ism:notice="LES"

LES Notice

dni-ism:notice="LES-NF"

LES-NF Notice

dni-ism:notice="DSEN"

DSEN Notice
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dni-ism:notice="DoD-Dist-A"

DoD Distribution statement A from DoD Directive 5230.24

dni-ism:notice="DoD-Dist-B"

DoD Distribution statement B from DoD Directive 5230.24

dni-ism:notice="DoD-Dist-C"

DoD Distribution statement C from DoD Directive 5230.24

dni-ism:notice="DoD-Dist-D"

DoD Distribution statement D from DoD Directive 5230.24

dni-ism:notice="DoD-Dist-E"

DoD Distribution statement E from DoD Directive 5230.24

dni-ism:notice="DoD-Dist-F"

DoD Distribution statement F from DoD Directive 5230.24

dni-ism:notice="DoD-Dist-X"

DoD Distribution statement X from DoD Directive 5230.24

dni-ism:notice="US-Person"

US Person info Notice

dni-ism:notice="pre13526ORCON"

Indicates that an instance document must abide by rules pertaining to ORIGINATOR CONTROLLED
data issued prior to Executive Order 13526.

dni-ism:notice="POC"

Indicates that the contents of this notice specify the contact information for a required point-of-
contact.

dni-ism:notice="COMSEC"

COMSEC Notice

scicontrols
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dni-ism:scicontrols="EL"

ENDSEAL

dni-ism:scicontrols="EL-EU"

ECRU

dni-ism:scicontrols="EL-NK"

NONBOOK

dni-ism:scicontrols="HCS"

HCS

dni-ism:scicontrols="HCS-O"

HCS-O

dni-ism:scicontrols="HCS-P"

HCS-P

dni-ism:scicontrols="KDK"

KLONDIKE

dni-ism:scicontrols="KDK-BLFH"

KDK BLUEFISH

dni-ism:scicontrols="KDK-IDIT"

KDK IDITAROD

dni-ism:scicontrols="KDK-KAND"

KDK KANDIK

dni-ism:scicontrols="RSV"

RESERVE

dni-ism:scicontrols="SI"

SPECIAL INTELLIGENCE
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dni-ism:scicontrols="SI-G"

SI-GAMMA

dni-ism:scicontrols="TK"

TALENT KEYHOLE

atomicenergymarkings

dni-ism:atomicenergymarkings="RD"

RESTRICTED DATA

dni-ism:atomicenergymarkings="RD-CNWDI"

RD-CRITICAL NUCLEAR WEAPON DESIGN INFORMATION

dni-ism:atomicenergymarkings="FRD"

FORMERLY RESTRICTED DATA

dni-ism:atomicenergymarkings="DCNI"

DoD CONTROLLED NUCLEAR INFORMATION

dni-ism:atomicenergymarkings="UCNI"

DoE CONTROLLED NUCLEAR INFORMATION

dni-ism:atomicenergymarkings="TFNI"

TRANSCLASSIFIED FOREIGN NUCLEAR INFORMATION

domain-abuse

!
domain-abuse namespace available in JSON format at this location . The JSON
format can be freely reused in your application or automatically enabled in MISP
taxonomy.

Domain Name Abuse - taxonomy to tag domain names used for cybercrime. Use europol-incident to
tag abuse-activity

domain-access-method
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domain-abuse:domain-access-method="criminal-registration"

Criminal registration

domain-abuse:domain-access-method="compromised-webserver"

Compromised webserver

domain-abuse:domain-access-method="compromised-dns"

Compromised DNS

domain-abuse:domain-access-method="sinkhole"

Sinkhole

domain-status

domain-abuse:domain-status="active"

Registered & active

domain-abuse:domain-status="inactive"

Registered & inactive

domain-abuse:domain-status="suspended"

Registered & suspended

domain-abuse:domain-status="not-registered"

Not registered

domain-abuse:domain-status="not-registrable"

Not registrable

domain-abuse:domain-status="grace-period"

Grace period

ecsirt

! ecsirt namespace available in JSON format at this location . The JSON format can
be freely reused in your application or automatically enabled in MISP taxonomy.
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Incident Classification by the ecsirt.net project WP4 clearinghouse policy and updated by IntelMQ.

abusive-content

ecsirt:abusive-content="spam"

spam

malicious-code

ecsirt:malicious-code="malware"

malware

ecsirt:malicious-code="botnet-drone"

botnet drone

ecsirt:malicious-code="ransomware"

ransomware

ecsirt:malicious-code="malware-configuration"

malware configuration

ecsirt:malicious-code="c&c"

c&c

information-gathering

ecsirt:information-gathering="scanner"

scanner

intrusion-attempts

ecsirt:intrusion-attempts="exploit"

exploit

ecsirt:intrusion-attempts="brute-force"

brute-force
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ecsirt:intrusion-attempts="ids-alert"

ids alerts

intrusions

ecsirt:intrusions="defacement"

defacement

ecsirt:intrusions="compromised"

compromised

ecsirt:intrusions="backdoor"

backdoor

availability

ecsirt:availability="ddos"

ddos

information-security

information-content-security

ecsirt:information-content-security="dropzone"

dropzone

vulnerable

ecsirt:vulnerable="vulnerable-service"

Vulnerable service

fraud

ecsirt:fraud="phishing"

phishing
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other

ecsirt:other="blacklist"

blacklist

ecsirt:other="unknown"

unknown

test

ecsirt:test="test"

Test

enisa

! enisa namespace available in JSON format at this location . The JSON format can
be freely reused in your application or automatically enabled in MISP taxonomy.

The present threat taxonomy is an initial version that has been developed on the basis of available
ENISA material. This material has been used as an ENISA-internal structuring aid for information
collection and threat consolidation purposes. It emerged in the time period 2012-2015.

physical-attack

enisa:physical-attack="fraud"

Fraud

enisa:physical-attack="fraud-by-employees"

Fraud committed by employees

enisa:physical-attack="sabotage"

Sabotage

enisa:physical-attack="vandalism"

Vandalism

enisa:physical-attack="theft"

Theft (of devices, storage media and documents)
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enisa:physical-attack="theft-of-mobile-devices"

Theft of mobile devices (smartphones/ tablets)

enisa:physical-attack="theft-of-fixed-hardware"

Theft of fixed hardware

enisa:physical-attack="theft-of-documents"

Theft of documents

enisa:physical-attack="theft-of-backups"

Theft of backups

enisa:physical-attack="information-leak-or-unauthorised-sharing"

Information leak /sharing

enisa:physical-attack="unauthorised-physical-access-or-unauthorised-
entry-to-premises"

Unauthorized physical access / Unauthorised entry to premises

enisa:physical-attack="coercion-or-extortion-or-corruption"

Coercion, extortion or corruption

enisa:physical-attack="damage-from-the-wafare"

Damage from the warfare

enisa:physical-attack="terrorist-attack"

Terrorist attack

unintentional-damage

enisa:unintentional-damage="information-leak-or-sharing-due-to-human-
error"

Information leak /sharing due to human error

enisa:unintentional-damage="accidental-leaks-or-sharing-of-data-by-
employees"

Accidental leaks/sharing of data by employees
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enisa:unintentional-damage="leaks-of-data-via-mobile-applications"

Leaks of data via mobile applications

enisa:unintentional-damage="leaks-of-data-via-web-applications"

Leaks of data via Web applications

enisa:unintentional-damage="leaks-of-information-transferred-by-
network"

Leaks of information transferred by network

enisa:unintentional-damage="erroneous-use-or-administration-of-devices-
and-systems"

Erroneous use or administration of devices and systems

enisa:unintentional-damage="loss-of-information-due-to-maintenance-
errors-or-operators-errors"

Loss of information due to maintenance errors / operators' errors

enisa:unintentional-damage="loss-of-information-due-to-configuration-or-
installation error"

Loss of information due to configuration/ installation error

enisa:unintentional-damage="increasing-recovery-time"

Increasing recovery time

enisa:unintentional-damage="lost-of-information-due-to-user-errors"

Loss of information due to user errors

enisa:unintentional-damage="using-information-from-an-unreliable-
source"

Using information from an unreliable source

enisa:unintentional-damage="unintentional-change-of-data-in-an-
information-system"

Unintentional change of data in an information system
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enisa:unintentional-damage="inadequate-design-and-planning-or-
improper-adaptation"

Inadequate design and planning or improper adaptation

enisa:unintentional-damage="damage-caused-by-a-third-party"

Damage caused by a third party

enisa:unintentional-damage="security-failure-caused-by-third-party"

Security failure caused by third party

enisa:unintentional-damage="damages-resulting-from-penetration-testing"

Damages resulting from penetration testing

enisa:unintentional-damage="loss-of-information-in-the-cloud"

Loss of information in the cloud

enisa:unintentional-damage="loss-of-(integrity-of)-sensitive-information"

Loss of (integrity of) sensitive information

enisa:unintentional-damage="loss-of-integrity-of-certificates"

Loss of integrity of certificates

enisa:unintentional-damage="loss-of-devices-and-storage-media-and-
documents"

Loss of devices, storage media and documents

enisa:unintentional-damage="loss-of-devices-or-mobile-devices"

Loss of devices/ mobile devices

enisa:unintentional-damage="loss-of-storage-media"

Loss of storage media

enisa:unintentional-damage="loss-of-documentation-of-IT-Infrastructure"

Loss of documentation of IT Infrastructure

enisa:unintentional-damage="destruction-of-records"

Destruction of records
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enisa:unintentional-damage="infection-of-removable-media"

Infection of removable media

enisa:unintentional-damage="abuse-of-storage"

Abuse of storage

disaster

enisa:disaster="disaster"

Disaster (natural earthquakes, floods, landslides, tsunamis, heavy rains, heavy snowfalls, heavy
winds)

enisa:disaster="fire"

Fire

enisa:disaster="pollution-dust-corrosion"

Pollution, dust, corrosion

enisa:disaster="thunderstrike"

Thunderstrike

enisa:disaster="water"

Water

enisa:disaster="explosion"

Explosion

enisa:disaster="dangerous-radiation-leak"

Dangerous radiation leak

enisa:disaster="unfavourable-climatic-conditions"

Unfavourable climatic conditions

enisa:disaster="loss-of-data-or-accessibility-of-IT-infrastructure-as-a-result-
of-heightened-humidity"

Loss of data or accessibility of IT infrastructure as a result of heightened humidity
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enisa:disaster="lost-of-data-or-accessibility-of-IT-infrastructure-as-a-result-
of-very-high-temperature"

Lost of data or accessibility of IT infrastructure as a result of very high temperature

enisa:disaster="threats-from-space-or-electromagnetic-storm"

Threats from space / Electromagnetic storm

enisa:disaster="wildlife"

Wildlife

failures-malfunction

enisa:failures-malfunction="failure-of-devices-or-systems"

Failure of devices or systems

enisa:failures-malfunction="failure-of-data-media"

Failure of data media

enisa:failures-malfunction="hardware-failure"

Hardware failure

enisa:failures-malfunction="failure-of-applications-and-services"

Failure of applications and services

enisa:failures-malfunction="failure-of-parts-of-devices-connectors-plug-
ins"

Failure of parts of devices (connectors, plug-ins)

enisa:failures-malfunction="failure-or-disruption-of-communication-links-
communication networks"

Failure or disruption of communication links (communication networks)

enisa:failures-malfunction="failure-of-cable-networks"

Failure of cable networks

enisa:failures-malfunction="failure-of-wireless-networks"

Failure of wireless networks
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enisa:failures-malfunction="failure-of-mobile-networks"

Failure of mobile networks

enisa:failures-malfunction="failure-or-disruption-of-main-supply"

Failure or disruption of main supply

enisa:failures-malfunction="failure-or-disruption-of-power-supply"

Failure or disruption of power supply

enisa:failures-malfunction="failure-of-cooling-infrastructure"

Failure of cooling infrastructure

enisa:failures-malfunction="failure-or-disruption-of-service-providers-
supply-chain"

Failure or disruption of service providers (supply chain)

enisa:failures-malfunction="malfunction-of-equipment-devices-or-systems"

Malfunction of equipment (devices or systems)

outages

enisa:outages="absence-of-personnel"

Absence of personnel

enisa:outages="strike"

Strike

enisa:outages="loss-of-support-services"

Loss of support services

enisa:outages="internet-outage"

Internet outage

enisa:outages="network-outage"

Network outage
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enisa:outages="outage-of-cable-networks"

Outage of cable networks

enisa:outages="Outage-of-short-range-wireless-networks"

Outage of short-range wireless networks

enisa:outages="outages-of-long-range-wireless-networks"

Outages of long-range wireless networks

eavesdropping-interception-hijacking

enisa:eavesdropping-interception-hijacking="war-driving"

War driving

enisa:eavesdropping-interception-hijacking="intercepting-compromising-
emissions"

Intercepting compromising emissions

enisa:eavesdropping-interception-hijacking="interception-of-information"

Interception of information

enisa:eavesdropping-interception-hijacking="corporate-espionage"

Corporate espionage

enisa:eavesdropping-interception-hijacking="nation-state-espionage"

Nation state espionage

enisa:eavesdropping-interception-hijacking="information-leakage-due-to-
unsecured-wi-fi-like-rogue-access-points"

Information leakage due to unsecured Wi-Fi, rogue access points

enisa:eavesdropping-interception-hijacking="interfering-radiation"

Interfering radiation

enisa:eavesdropping-interception-hijacking="replay-of-messages"

Replay of messages
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enisa:eavesdropping-interception-hijacking="network-reconnaissance-
network-traffic-manipulation-and-information-gathering"

Network Reconnaissance, Network traffic manipulation and Information gathering

enisa:eavesdropping-interception-hijacking="man-in-the-middle-session-
hijacking"

Man in the middle/ Session hijacking

nefarious-activity-abuse

enisa:nefarious-activity-abuse="identity-theft-identity-fraud-account)"

Identity theft (Identity Fraud/ Account)

enisa:nefarious-activity-abuse="credentials-stealing-trojans"

Credentials-stealing trojans

enisa:nefarious-activity-abuse="receiving-unsolicited-e-mail"

Receiving unsolicited E-mail

enisa:nefarious-activity-abuse="spam"

SPAM

enisa:nefarious-activity-abuse="unsolicited-infected-e-mails"

Unsolicited infected e-mails

enisa:nefarious-activity-abuse="denial-of-service"

Denial of service

enisa:nefarious-activity-abuse="distributed-denial-of-network-service-
network-layer-attack"

Distributed denial of network service (DDoS) (network layer attack i.e. Protocol exploitation /
Malformed packets / Flooding / Spoofing)

enisa:nefarious-activity-abuse="distributed-denial-of-network-service-
application-layer-attack"

Distributed denial of application service (DDoS) (application layer attack i.e. Ping of Death / XDoS /
WinNuke / HTTP Floods)
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enisa:nefarious-activity-abuse="distributed-denial-of-network-service-
amplification-reflection-attack"

Distributed DoS (DDoS) to both network and application services (amplification/reflection methods
i.e. NTP/ DNS /É/ BitTorrent)

enisa:nefarious-activity-abuse="malicious-code-software-activity"

Malicious code/ software/ activity

enisa:nefarious-activity-abuse="search-engine-poisoning"

Search Engine Poisoning

enisa:nefarious-activity-abuse="exploitation-of-fake-trust-of-social-media"

Exploitation of fake trust of social media

enisa:nefarious-activity-abuse="worms-trojans"

Worms/ Trojans

enisa:nefarious-activity-abuse="rootkits"

Rootkits

enisa:nefarious-activity-abuse="mobile-malware"

Mobile malware

enisa:nefarious-activity-abuse="infected-trusted-mobile-apps"

Infected trusted mobile apps

enisa:nefarious-activity-abuse="elevation-of-privileges"

Elevation of privileges

enisa:nefarious-activity-abuse="web-application-attacks-injection-attacks-
code-injection-SQL-XSS"

Web application attacks / injection attacks (Code injection: SQL, XSS)

enisa:nefarious-activity-abuse="spyware-or-deceptive-adware"

Spyware or deceptive adware
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enisa:nefarious-activity-abuse="viruses"

Viruses

enisa:nefarious-activity-abuse="rogue-security-software-rogueware-
scareware"

Rogue security software/ Rogueware / Scareware

enisa:nefarious-activity-abuse="ransomware"

Ransomware

enisa:nefarious-activity-abuse="exploits-exploit-kits"

Exploits/Exploit Kits

enisa:nefarious-activity-abuse="social-engineering"

Social Engineering

enisa:nefarious-activity-abuse="phishing-attacks"

Phishing attacks

enisa:nefarious-activity-abuse="spear-phishing-attacks"

Spear phishing attacks

enisa:nefarious-activity-abuse="abuse-of-information-leakage"

Abuse of Information Leakage

enisa:nefarious-activity-abuse="leakage-affecting-mobile-privacy-and-
mobile-applications"

Leakage affecting mobile privacy and mobile applications

enisa:nefarious-activity-abuse="leakage-affecting-web-privacy-and-web-
applications"

Leakage affecting web privacy and web applications

enisa:nefarious-activity-abuse="leakage-affecting-network-traffic"

Leakage affecting network traffic
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enisa:nefarious-activity-abuse="leakage-affecting-cloud-computing"

Leakage affecting cloud computing

enisa:nefarious-activity-abuse="generation-and-use-of-rogue-certificates"

Generation and use of rogue certificates

enisa:nefarious-activity-abuse="loss-of-integrity-of-sensitive-information"

Loss of (integrity of) sensitive information

enisa:nefarious-activity-abuse="man-in-the-middle-session-hijacking"

Man in the middle / Session hijacking

enisa:nefarious-activity-abuse="social-engineering-via-signed-malware"

Social Engineering / signed malware

enisa:nefarious-activity-abuse="fake-SSL-certificates"

Fake SSL certificates

enisa:nefarious-activity-abuse="manipulation-of-hardware-and-software"

Manipulation of hardware and software

enisa:nefarious-activity-abuse="anonymous-proxies"

Anonymous proxies

enisa:nefarious-activity-abuse="abuse-of-computing-power-of-cloud-to-
launch-attacks-cybercrime-as-a-service)"

Abuse of computing power of cloud to launch attacks (cybercrime as a service)

enisa:nefarious-activity-abuse="abuse-of-vulnerabilities-0-day-
vulnerabilities"

Abuse of vulnerabilities, 0-day vulnerabilities

enisa:nefarious-activity-abuse="access-of-web-sites-through-chains-of-
HTTP-Proxies-Obfuscation"

Access of web sites through chains of HTTP Proxies (Obfuscation)
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enisa:nefarious-activity-abuse="access-to-device-software"

Access to device software

enisa:nefarious-activity-abuse="alternation-of-software"

Alternation of software

enisa:nefarious-activity-abuse="rogue-hardware"

Rogue hardware

enisa:nefarious-activity-abuse="manipulation-of-information"

Manipulation of information

enisa:nefarious-activity-abuse="repudiation-of-actions"

Repudiation of actions

enisa:nefarious-activity-abuse="address-space-hijacking-IP-prefixes"

Address space hijacking (IP prefixes)

enisa:nefarious-activity-abuse="routing-table-manipulation"

Routing table manipulation

enisa:nefarious-activity-abuse="DNS-poisoning-or-DNS-spoofing-or-DNS-
Manipulations"

DNS poisoning / DNS spoofing / DNS Manipulations

enisa:nefarious-activity-abuse="falsification-of-record"

Falsification of record

enisa:nefarious-activity-abuse="autonomous-system-hijacking"

Autonomous System hijacking

enisa:nefarious-activity-abuse="autonomous-system-manipulation"

Autonomous System manipulation

enisa:nefarious-activity-abuse="falsification-of-configurations"

Falsification of configurations
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enisa:nefarious-activity-abuse="misuse-of-audit-tools"

Misuse of audit tools

enisa:nefarious-activity-abuse="misuse-of-information-or-information
systems-including-mobile-apps"

Misuse of information/ information systems (including mobile apps)

enisa:nefarious-activity-abuse="unauthorized-activities"

Unauthorized activities

enisa:nefarious-activity-abuse="Unauthorised-use-or-administration-of-
devices-and-systems"

Unauthorised use or administration of devices and systems

enisa:nefarious-activity-abuse="unauthorised-use-of-software"

Unauthorised use of software

enisa:nefarious-activity-abuse="unauthorized-access-to-the-information-
systems-or-networks-like-IMPI-Protocol-DNS-Registrar-Hijacking)"

Unauthorized access to the information systems-or-networks (IMPI Protocol / DNS Registrar
Hijacking)

enisa:nefarious-activity-abuse="network-intrusion"

Network Intrusion

enisa:nefarious-activity-abuse="unauthorized-changes-of-records"

Unauthorized changes of records

enisa:nefarious-activity-abuse="unauthorized-installation-of-software"

Unauthorized installation of software

enisa:nefarious-activity-abuse="Web-based-attacks-drive-by-download-or-
malicious-URLs-or-browser-based-attacks"

Web based attacks (Drive-by download / malicious URLs / Browser based attacks)
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enisa:nefarious-activity-abuse="compromising-confidential-information-
like-data-breaches"

Compromising confidential information (data breaches)

enisa:nefarious-activity-abuse="hoax"

Hoax

enisa:nefarious-activity-abuse="false-rumour-and-or-fake-warning"

False rumour and/or fake warning

enisa:nefarious-activity-abuse="remote-activity-execution"

Remote activity (execution)

enisa:nefarious-activity-abuse="remote-command-execution"

Remote Command Execution

enisa:nefarious-activity-abuse="remote-access-tool"

Remote Access Tool (RAT)

enisa:nefarious-activity-abuse="botnets-remote-activity"

Botnets / Remote activity

enisa:nefarious-activity-abuse="targeted-attacks"

Targeted attacks (APTs etc.)

enisa:nefarious-activity-abuse="mobile-malware"

Mobile malware

enisa:nefarious-activity-abuse="spear-phishing-attacks"

Spear phishing attacks

enisa:nefarious-activity-abuse="installation-of-sophisticated-and-targeted-
malware"

Installation of sophisticated and targeted malware

enisa:nefarious-activity-abuse="watering-hole-attacks"

Watering Hole attacks
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enisa:nefarious-activity-abuse="failed-business-process"

Failed business process

enisa:nefarious-activity-abuse="brute-force"

Brute force

enisa:nefarious-activity-abuse="abuse-of-authorizations"

Abuse of authorizations

legal

enisa:legal="violation-of-rules-and-regulations-breach-of-legislation"

Violation of rules and regulations / Breach of legislation

enisa:legal="failure-to-meet-contractual-requirements"

Failure to meet contractual requirements

enisa:legal="failure-to-meet-contractual-requirements-by-third-party"

Failure to meet contractual requirements by third party

enisa:legal="unauthorized-use-of-IPR-protected-resources"

Unauthorized use of IPR protected resources

enisa:legal="illegal-usage-of-file-sharing-services"

Illegal usage of File Sharing services

enisa:legal="abuse-of-personal-data"

Abuse of personal data

enisa:legal="judiciary-decisions-or-court-order"

Judiciary decisions/court order

estimative-language

!
estimative-language namespace available in JSON format at this location . The
JSON format can be freely reused in your application or automatically enabled in
MISP taxonomy.
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Estimative language to describe quality and credibility of underlying sources, data, and
methodologies based Intelligence Community Directive 203 (ICD 203)

likelihood-probability

estimative-language:likelihood-probability="almost-no-chance"

Almost no chance - remote - 01-05%

estimative-language:likelihood-probability="very-unlikely"

Very unlikely - highly improbable - 05-20%

estimative-language:likelihood-probability="unlikely"

Unlikely - improbable (improbably) - 20-45%

estimative-language:likelihood-probability="roughly-even-chance"

Roughly even change - roughly even odds - 45-55%

estimative-language:likelihood-probability="likely"

Likely - probable (probably) - 55-80%

estimative-language:likelihood-probability="very-likely"

Very likely - highly probable - 80-95%

estimative-language:likelihood-probability="almost-certain"

Almost certain(ly) - nearly certain - 95-99%

eu-marketop-and-publicadmin

!
eu-marketop-and-publicadmin namespace available in JSON format at this
location . The JSON format can be freely reused in your application or
automatically enabled in MISP taxonomy.

Market operators and public administrations that must comply to some notifications requirements
under EU NIS directive

critical-infra-operators
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eu-marketop-and-publicadmin:critical-infra-operators="transport"

Transport

eu-marketop-and-publicadmin:critical-infra-operators="energy"

Energy

eu-marketop-and-publicadmin:critical-infra-operators="health"

Health

eu-marketop-and-publicadmin:critical-infra-operators="financial"

Financial market operators

eu-marketop-and-publicadmin:critical-infra-operators="banking"

Banking

info-services

eu-marketop-and-publicadmin:info-services="e-commerce"

e-commerce platforms

eu-marketop-and-publicadmin:info-services="internet-payment"

Internet payment

eu-marketop-and-publicadmin:info-services="cloud"

cloud computing

eu-marketop-and-publicadmin:info-services="search-engines"

search engines

eu-marketop-and-publicadmin:info-services="socnet"

social networks

eu-marketop-and-publicadmin:info-services="app-stores"

application stores
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public-admin

eu-marketop-and-publicadmin:public-admin="public-admin"

Public Administrations

euci

! euci namespace available in JSON format at this location . The JSON format can be
freely reused in your application or automatically enabled in MISP taxonomy.

EU classified information (EUCI) means any information or material designated by a EU security
classification, the unauthorised disclosure of which could cause varying degrees of prejudice to the
interests of the European Union or of one or more of the Member States.

TS-UE/EU-TS

euci:TS-UE/EU-TS

TRES SECRET UE/EU TOP SECRET

Information and material the unauthorised disclosure of which could cause exceptionally grave
prejudice to the essential interests of the European Union or of one or more of the Member States.

S-UE/EU-S

euci:S-UE/EU-S

SECRET UE/EU SECRET

Information and material the unauthorised disclosure of which could seriously harm the essential
interests of the European Union or of one or more of the Member States.

C-UE/EU-C

euci:C-UE/EU-C

CONFIDENTIEL UE/EU CONFIDENTIAL

Information and material the unauthorised disclosure of which could harm the essential interests
of the European Union or of one or more of the Member States.

R-UE/EU-R
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euci:R-UE/EU-R

RESTREINT UE/EU RESTRICTED

Information and material the unauthorised disclosure of which could be disadvantageous to the
interests of the European Union or of one or more of the Member States.

europol-event

!
europol-event namespace available in JSON format at this location . The JSON
format can be freely reused in your application or automatically enabled in MISP
taxonomy.

This taxonomy was designed to describe the type of events

infected-by-known-malware

europol-event:infected-by-known-malware

System(s) infected by known malware

The presence of any of the types of malware was detected in a system.

dissemination-malware-email

europol-event:dissemination-malware-email

Dissemination of malware by email

Malware attached to a message or email message containing link to malicious URL.

hosting-malware-webpage

europol-event:hosting-malware-webpage

Hosting of malware on web page

Web page disseminating one or various types of malware.

c&c-server-hosting

europol-event:c&c-server-hosting

Hosting of malware on web page
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Web page disseminating one or various types of malware.

worm-spreading

europol-event:worm-spreading

Replication and spreading of a worm

System infected by a worm trying to infect other systems.

connection-malware-port

europol-event:connection-malware-port

Connection to (a) suspicious port(s) linked to specific malware

System attempting to gain access to a port normally linked to a specific type of malware.

connection-malware-system

europol-event:connection-malware-system

Connection to (a) suspicious system(s) linked to specific malware

System attempting to gain access to an IP address or URL normally linked to a specific type of
malware, e.g. C&C or a distribution page for components linked to a specific botnet.

flood

europol-event:flood

Flood of requests

Mass mailing of requests (network packets, emails, etcÉ) from one single source to a specific
service, aimed at affecting its normal functioning.

exploit-tool-exhausting-resources

europol-event:exploit-tool-exhausting-resources

Exploit or tool aimed at exhausting resources (network, processing capacity, sessions, etcÉ)

One single source using specially designed software to affect the normal functioning of a specific
service, by exploiting a vulnerability.
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packet-flood

europol-event:packet-flood

Packet flooding

Mass mailing of requests (network packets, emails, etcÉ) from various sources to a specific service,
aimed at affecting its normal functioning.

exploit-framework-exhausting-resources

europol-event:exploit-framework-exhausting-resources

Exploit or tool distribution aimed at exhausting resources

Various sources using specially designed software to affect the normal functioning of a specific
service, by exploiting a vulnerability.

vandalism

europol-event:vandalism

Vandalism

Logical and physical activities which Ð although they are not aimed at causing damage to
information or at preventing its transmission among systems Ð have this effect.

disruption-data-transmission

europol-event:disruption-data-transmission

Intentional disruption of data transmission and processing mechanisms

Logical and physical activities aimed at causing damage to information or at preventing its
transmission among systems.

system-probe

europol-event:system-probe

System probe

Single system scan searching for open ports or services using these ports for responding.
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network-scanning

europol-event:network-scanning

Network scanning

Scanning a network aimed at identifying systems which are active in the same network.

dns-zone-transfer

europol-event:dns-zone-transfer

DNS zone transfer

Transfer of a specific DNS zone.

wiretapping

europol-event:wiretapping

Wiretapping

Logical or physical interception of communications.

dissemination-phishing-emails

europol-event:dissemination-phishing-emails

Dissemination of phishing emails

Mass emailing aimed at collecting data for phishing purposes with regard to the victims.

hosting-phishing-sites

europol-event:hosting-phishing-sites

Hosting phishing sites

Hosting web sites for phishing purposes.

aggregation-information-phishing-schemes

europol-event:aggregation-information-phishing-schemes

Aggregation of information gathered through phishing schemes

Collecting data obtained through phishing attacks on web pages, email accounts, etcÉ
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exploit-attempt

europol-event:exploit-attempt

Exploit attempt

Unsuccessful use of a tool exploiting a specific vulnerability of the system.

sql-injection-attempt

europol-event:sql-injection-attempt

SQL injection attempt

Unsuccessful attempt to manipulate or read the information of a database by using the SQL
injection technique.

xss-attempt

europol-event:xss-attempt

XSS attempt

Unsuccessful attempts to perform attacks by using cross-site scripting techniques.

file-inclusion-attempt

europol-event:file-inclusion-attempt

File inclusion attempt

Unsuccessful attempt to include files in the system under attack by using file inclusion techniques.

brute-force-attempt

europol-event:brute-force-attempt

Brute force attempt

Unsuccessful login attempt by using sequential credentials for gaining access to the system.

password-cracking-attempt

europol-event:password-cracking-attempt

Password cracking attempt
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Attempt to acquire access credentials by breaking the protective cryptographic keys.

dictionary-attack-attempt

europol-event:dictionary-attack-attempt

Dictionary attack attempt

Unsuccessful login attempt by using system access credentials previously loaded into a dictionary.

exploit

europol-event:exploit

Use of a local or remote exploit

Successful use of a tool exploiting a specific vulnerability of the system.

sql-injection

europol-event:sql-injection

SQL injection

Manipulation or reading of information contained in a database by using the SQL injection
technique.

xss

europol-event:xss

XSS

Attacks performed with the use of cross-site scripting techniques.

file-inclusion

europol-event:file-inclusion

File inclusion

Inclusion of files into a system under attack with the use of file inclusion techniques.

control-system-bypass
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europol-event:control-system-bypass

Control system bypass

Unauthorised access to a system or component by bypassing an access control system in place.

theft-access-credentials

europol-event:theft-access-credentials

Theft of access credentials

Unauthorised access to a system or component by using stolen access credentials.

unauthorized-access-system

europol-event:unauthorized-access-system

Unauthorised access to a system

Unauthorised access to a system or component.

unauthorized-access-information

europol-event:unauthorized-access-information

Unauthorised access to information

Unauthorised access to a set of information.

data-exfiltration

europol-event:data-exfiltration

Data exfiltration

Unauthorised access to and sharing of a specific set of information.

modification-information

europol-event:modification-information

Modification of information

Unauthorised changes to a specific set of information.
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deletion-information

europol-event:deletion-information

Deletion of information

Unauthorised deleting of a specific set of information.

illegitimate-use-resources

europol-event:illegitimate-use-resources

Misuse or unauthorised use of resources

Use of institutional resources for purposes other than those intended.

illegitimate-use-name

europol-event:illegitimate-use-name

Illegitimate use of the name of an institution or third party

Using the name of an institution without permission to do so.

email-flooding

europol-event:email-flooding

Email flooding

Sending an unusually large quantity of email messages.

spam

europol-event:spam

Sending an unsolicited message

Sending an email message that was unsolicited or unwanted by the recipient.

copyrighted-content

europol-event:copyrighted-content

Distribution or sharing of copyright protected content

Distribution or sharing of content protected by copyright and related rights.
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content-forbidden-by-law

europol-event:content-forbidden-by-law

Dissemination of content forbidden by law (publicly prosecuted offences)

Distribution or sharing of illegal content such as child pornography, racism, xenophobia, etcÉ

unspecified

europol-event:unspecified

Other unspecified event

Other unlisted events.

undetermined

europol-event:undetermined

Undetermined

Field aimed at the classification of unprocessed events, which have remained undetermined from
the beginning.

europol-incident

!
europol-incident namespace available in JSON format at this location . The JSON
format can be freely reused in your application or automatically enabled in MISP
taxonomy.

This taxonomy was designed to describe the type of incidents by class.

malware

europol-incident:malware="infection"

Infection

europol-incident:malware="distribution"

Distribution

europol-incident:malware="c&c"

C&C
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europol-incident:malware="undetermined"

Undetermined

availability

europol-incident:availability="dos-ddos"

DoS/DDoS

europol-incident:availability="sabotage"

Sabotage

information-gathering

europol-incident:information-gathering="scanning"

Scanning

europol-incident:information-gathering="sniffing"

Sniffing

europol-incident:information-gathering="phishing"

Phishing

intrusion-attempt

europol-incident:intrusion-attempt="exploitation-vulnerability"

Exploitation of vulnerability

europol-incident:intrusion-attempt="login-attempt"

Login attempt

intrusion

europol-incident:intrusion="exploitation-vulnerability"

Exploitation of vulnerability

europol-incident:intrusion="compromising-account"

Compromising an account
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information-security

europol-incident:information-security="unauthorized-access"

Unauthorised access

europol-incident:information-security="unauthorized-modification"

Unauthorised modification/deletion

fraud

europol-incident:fraud="illegitimate-use-resources"

Misuse or unauthorised use of resources

europol-incident:fraud="illegitimate-use-name"

Illegitimate use of the name of a third party

abusive-content

europol-incident:abusive-content="spam"

SPAM

europol-incident:abusive-content="copyright"

Copyright

europol-incident:abusive-content="content-forbidden-by-law"

Dissemination of content forbidden by law.

other

europol-incident:other="other"

Other

event-assessment

!
event-assessment namespace available in JSON format at this location . The JSON
format can be freely reused in your application or automatically enabled in MISP
taxonomy.
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A series of assessment predicates describing the event assessment performed to make judgement(s)
under a certain level of uncertainty.

alternative-points-of-view-process

event-assessment:alternative-points-of-view-process="analytic-debates-
within-the-organisation"

analytic debates within the organisation

event-assessment:alternative-points-of-view-process="devils-advocates-
methodology"

DevilÕs advocates methodlogy

event-assessment:alternative-points-of-view-process="competitive-
analysis"

competitive analysis

event-assessment:alternative-points-of-view-process="interdisciplinary-
brainstorming"

interdisciplinary brainstorming

event-assessment:alternative-points-of-view-process="intra-office-peer-
review"

intra-office peer review

event-assessment:alternative-points-of-view-process="outside-expertise-
review"

Outside expertise review

fr-classif

!
fr-classif namespace available in JSON format at this location . The JSON format
can be freely reused in your application or automatically enabled in MISP
taxonomy.

French gov information classification system

classifiees-defense
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fr-classif:classifiees-defense="TRES_SECRET_DEFENSE"

TRES SECRET DEFENSE

fr-classif:classifiees-defense="SECRET_DEFENSE"

SECRET DEFENSE

fr-classif:classifiees-defense="CONFIDENTIEL_DEFENSE"

CONFIDENTIEL DEFENSE

non-classifiees-defense

fr-classif:non-classifiees-defense="SECRET"

SECRET

fr-classif:non-classifiees-defense="CONFIDENTIEL"

CONFIDENTIEL

fr-classif:non-classifiees-defense="DIFFUSION_RESTREINTE"

DIFFUSION RESTREINTE

non-classifiees

fr-classif:non-classifiees="NON-CLASSIFIEES"

NON CLASSIFIEES

iep

! iep namespace available in JSON format at this location . The JSON format can be
freely reused in your application or automatically enabled in MISP taxonomy.

Forum of Incident Response and Security Teams (FIRST) Information Exchange Policy (IEP)
framework

id

iep:id="$text"

An id value is required
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version

iep:version="$text"

A version value is required

name

iep:name="$text"

A name value is required

start-date

iep:start-date="$text"

A start-date value is required

end-date

iep:end-date="$text"

An end-date value is required

reference

iep:reference="$text"

A reference value is required

commercial-use

iep:commercial-use="MAY"

Recipients MAY use this information in commercial products or services.

iep:commercial-use="MUST NOT"

Recipients MUST NOT use this information in commercial products or services.

external-reference

iep:external-reference="$text"

An external-reference value is required
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encrypt-in-transit

iep:encrypt-in-transit="MUST"

Recipients MUST encrypt the information received when it is retransmitted or redistributed.

iep:encrypt-in-transit="MAY"

Recipients MAY encrypt the information received when it is retransmitted or redistributed.

encrypt-at-rest

iep:encrypt-at-rest="MUST"

Recipients MUST encrypt the information received when it is stored at rest.

iep:encrypt-at-rest="MAY"

Recipients MAY encrypt the information received when it is stored at rest.

permitted-actions

iep:permitted-actions="NONE"

Recipients MUST contact the Providers before acting upon the information received.

iep:permitted-actions="CONTACT FOR INSTRUCTION"

Recipients MUST contact the Providers before acting upon the information received.

iep:permitted-actions="INTERNALLY VISIBLE ACTIONS"

Recipients MAY conduct actions on the information received that are only visible on the Recipients
internal networks and systems, and MUST NOT conduct actions that are visible outside of the
Recipients networks and systems, or visible to third parties.

iep:permitted-actions="EXTERNALLY VISIBLE INDIRECT ACTIONS"

Recipients MAY conduct indirect, or passive, actions on the information received that are externally
visible and MUST NOT conduct direct, or active, actions.

iep:permitted-actions="EXTERNALLY VISIBLE DIRECT ACTIONS"

Recipients MAY conduct direct, or active, actions on the information received that are externally
visible.
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affected-party-notifications

iep:affected-party-notifications="MAY"

Recipients MAY notify affected parties of a potential compromise or threat.

iep:affected-party-notifications="MUST NOT"

Recipients MUST NOT notify affected parties of potential compromise or threat.

traffic-light-protocol

iep:traffic-light-protocol="RED"

Personal for identified recipients only.

iep:traffic-light-protocol="AMBER"

Limited sharing on the basis of need-to-know.

iep:traffic-light-protocol="GREEN"

Community wide sharing.

iep:traffic-light-protocol="WHITE"

Unlimited sharing.

provider-attribution

iep:provider-attribution="MAY"

Recipients MAY attribute the Provider when redistributing the information received.

iep:provider-attribution="MUST"

Recipients MUST attribute the Provider when redistributing the information received.

iep:provider-attribution="MUST NOT"

Recipients MUST NOT attribute the Provider when redistributing the information received.

obfuscate-affected-parties

iep:obfuscate-affected-parties="MAY"

Recipients MAY obfuscate information about the specific affected parties.
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iep:obfuscate-affected-parties="MUST"

Recipients MUST obfuscate information about the specific affected parties.

iep:obfuscate-affected-parties="MUST NOT"

Recipients MUST NOT obfuscate information about the specific affected parties.

unmodified-resale

iep:unmodified-resale="MAY"

Recipients MAY resell the information received.

iep:unmodified-resale="MUST NOT"

Recipients MUST NOT resell the information received unmodified or in a semantically equivalent
format.

information-security-indicators

!
information-security-indicators namespace available in JSON format at this
location . The JSON format can be freely reused in your application or
automatically enabled in MISP taxonomy.

A full set of operational indicators for organizations to use to benchmark their security posture.

IEX

information-security-indicators:IEX="FGY.1"

Forged domain or brand names impersonating or imitating legitimate and genuine names

information-security-indicators:IEX="FGY.2"

Wholly or partly forged websites (excluding parking pages) spoiling companyÕs image or business

information-security-indicators:IEX="SPM.1"

Not requested received bulk messages (spam) targeting organizationÕs registered users

information-security-indicators:IEX="PHI.1"

Phishing targeting companyÕs customers' workstations spoiling companyÕs image or business
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information-security-indicators:IEX="PHI.2"

Spear phishing or whaling carried out using social engineering and targeting organizationÕs specific
registered users

information-security-indicators:IEX="INT.1"

Intrusion attempts on externally accessible servers

information-security-indicators:IEX="INT.2"

Intrusion on externally accessible servers

information-security-indicators:IEX="INT.3"

Intrusions on internal servers

information-security-indicators:IEX="DFC.1"

Obvious and visible websites defacements

information-security-indicators:IEX="MIS.1"

Servers resources misappropriation by external attackers

information-security-indicators:IEX="DOS.1"

Denial of service attacks on websites

information-security-indicators:IEX="MLW.1"

Attempts to install malware on workstations

information-security-indicators:IEX="MLW.2"

Attempts to install malware on servers

information-security-indicators:IEX="MLW.3"

Malware installed on workstations

information-security-indicators:IEX="MLW.4"

Malware installed on internal servers

information-security-indicators:IEX="PHY.1"

Human intrusion into the organizationÕs perimeter
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IMF

information-security-indicators:IMF="BRE.1"

Workstations accidental breakdowns or malfunctions

information-security-indicators:IMF="BRE.2"

Servers accidental breakdowns or malfunctions

information-security-indicators:IMF="BRE.3"

Mainframes accidental breakdowns or malfunctions

information-security-indicators:IMF="BRE.4"

Networks accidental breakdowns or malfunctions

information-security-indicators:IMF="MDL.1"

Delivery of email to wrong recipient

information-security-indicators:IMF="LOM.1"

Loss (or theft) of mobile devices belonging to the organization

information-security-indicators:IMF="LOG.1"

Downtime or malfunction of the log production function with possible legal impact

information-security-indicators:IMF="LOG.2"

Absence of possible tracking of the person involved in a security event with possible legal impact

information-security-indicators:IMF="LOG.3"

Downtime or malfunction of the log production function for recordings with evidential value for
access to or handling of information that, at this level, is subject to law or regulatory requirements

IDB

information-security-indicators:IDB="UID.1"

User impersonation

information-security-indicators:IDB="RGH.1"

Privilege escalation by exploitation of software or configuration vulnerability on an externally
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accessible server

information-security-indicators:IDB="RGH.2"

Privilege escalation on a server or central application by social engineering

information-security-indicators:IDB="RGH.3"

Use on a server or central application of administrator rights illicitly granted by an
administrator

information-security-indicators:IDB="RGH.4"

Use on a server or central application of time-limited granted rights after the planned period

information-security-indicators:IDB="RGH.5"

Abuse of privileges by an administrator on a server or central application

information-security-indicators:IDB="RGH.6"

Abuse of privileges by an operator or a plain user on a server or central application

information-security-indicators:IDB="RGH.7"

Illicit use on a server or central application of rights not removed after departure or position
change within the organization

information-security-indicators:IDB="MIS.1"

Server resources misappropriation by an internal source

information-security-indicators:IDB="IAC.1"

Access to hacking Website

information-security-indicators:IDB="LOG.1"

Deactivating of logs recording by an administrator

IWH

information-security-indicators:IWH="VNP.1"

Exploitation of a software vulnerability without available patch
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information-security-indicators:IWH="VNP.2"

Exploitation of a non-patched software vulnerability

information-security-indicators:IWH="VNP.3"

Exploitation of a poorly-patched software vulnerability

information-security-indicators:IWH="VCN.1"

Exploitation of a configuration flaw

information-security-indicators:IWH="UKN.1"

Not categorized security incidents

information-security-indicators:IWH="UNA.1"

Security incidents on non-inventoried and/or not managed assets

VBH

information-security-indicators:VBH="PRC.1"

Server accessed by an administrator with unsecure protocols

information-security-indicators:VBH="PRC.2"

P2P client in a workstation

information-security-indicators:VBH="PRC.3"

VoIP clients in a workstation

information-security-indicators:VBH="PRC.4"

Outbound connection dangerously set up

information-security-indicators:VBH="PRC.5"

Not compliant laptop computer used to establish a connection

information-security-indicators:VBH="PRC.6"

Other unsecure protocols used
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information-security-indicators:VBH="IAC.1"

Outbound controls bypassed to access Internet

information-security-indicators:VBH="IAC.2"

Anonymization site used to access Internet

information-security-indicators:VBH="FTR.1"

Files recklessly downloaded

information-security-indicators:VBH="FTR.2"

Personal public instant messaging account used for business file exchanges

information-security-indicators:VBH="FTR.3"

Personal public messaging account used for business file exchanges

information-security-indicators:VBH="WTI.1"

Workstations accessed in administrator mode

information-security-indicators:VBH="WTI.2"

Personal storage devices used

information-security-indicators:VBH="WTI.3"

Personal devices used without compartmentalization (BYOD)

information-security-indicators:VBH="WTI.4"

Not encrypted sensitive files exported

information-security-indicators:VBH="WTI.5"

Personal software used

information-security-indicators:VBH="WTI.6"

Mailbox or Internet access with admin mode

information-security-indicators:VBH="PSW.1"

Weak passwords used
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information-security-indicators:VBH="PSW.2"

Passwords not changed

information-security-indicators:VBH="PSW.3"

Administrator passwords not changed

information-security-indicators:VBH="RGH.1"

Not compliant user rights granted illicitly by an administrator

information-security-indicators:VBH="HUW.1"

Human weakness exploited by a spear phishing message meant to entice or appeal to do something
possibly harmful to the organization

information-security-indicators:VBH="HUW.2"

Human weakness exploited by exchanges meant to entice or appeal to tell some secrets
to be used later

VSW

information-security-indicators:VSW="WSR.1"

Web applications software vulnerabilities

information-security-indicators:VSW="OSW.1"

OS software vulnerabilities regarding servers

information-security-indicators:VSW="WBR.1"

Web browsers software vulnerabilities

VCF

information-security-indicators:VCF="DIS.1"

Dangerous or illicit services on externally accessible servers

information-security-indicators:VCF="LOG.1"

Insufficient size of the space allocated for logs

74



information-security-indicators:VCF="FWR.1"

Weak firewall filtering rules

information-security-indicators:VCF="WTI.1"

Workstation wrongly configured

information-security-indicators:VCF="WTI.2"

Autorun feature enabled on workstations

information-security-indicators:VCF="UAC.1"

Access rights configuration not compliant with the security policy

information-security-indicators:VCF="UAC.2"

Not compliant access rights on logs

information-security-indicators:VCF="UAC.3"

Generic and shared administrator accounts

information-security-indicators:VCF="UAC.4"

Accounts without owners

information-security-indicators:VCF="UAC.5"

Inactive accounts

VTC

information-security-indicators:VTC="BKP.1"

Malfunction of server-hosted sensitive data safeguards

information-security-indicators:VTC="IDS.1"

Full unavailability of IDS/IPS

information-security-indicators:VTC="WFI.1"

Wi-Fi devices installed on the network without any official authorization
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information-security-indicators:VTC="RAP.1"

Remote access points used to gain unauthorized access

information-security-indicators:VTC="NRG.1"

Devices or servers connected to the organizationÕs network without being registered and managed

information-security-indicators:VTC="PHY.1"

Not operational physical access control means

VOR

information-security-indicators:VOR="DSC.1"

Discovery of attacks

information-security-indicators:VOR="VNP.1"

Excessive time of window of risk exposure

information-security-indicators:VOR="VNP.2"

Rate of not patched systems

information-security-indicators:VOR="VNR.1"

Rate of not reconfigured systems

information-security-indicators:VOR="RCT.1"

Reaction plans launched without experience feedback

information-security-indicators:VOR="RCT.2"

Reaction plans unsuccessfully launched

information-security-indicators:VOR="PRT.1"

Launch of new IT projects without information classification

information-security-indicators:VOR="PRT.2"

Launch of new specific IT projects without risk analysis
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information-security-indicators:VOR="PRT.3"

Launch of new IT projects of a standard type without identification of vulnerabilities
and threats

IMP

information-security-indicators:IMP="COS.1"

Average cost to tackle a critical security incident

information-security-indicators:IMP="TIM.1"

Average time of Websites downtime due to whole security incidents

information-security-indicators:IMP="TIM.2"

Average time of Websites downtime due to successful malicious attacks

information-security-indicators:IMP="TIM.3"

Average time of Websites downtime due to malfunctions or unintentional security incidents

kill-chain

!
kill-chain namespace available in JSON format at this location . The JSON format
can be freely reused in your application or automatically enabled in MISP
taxonomy.

The Cyber Kill Chain, a phase-based model developed by Lockheed Martin, aims to help categorise
and identify the stage of an attack.

Reconnaissance

kill-chain:Reconnaissance

Research, identification and selection of targets, often represented as crawling Internet websites
such as conference proceedings and mailing lists for email addresses, social relationships, or
information on specific technologies.

Weaponization

kill-chain:Weaponization

Coupling a remote access trojan with an exploit into a deliverable payload, typically by means of an
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automated tool (weaponizer). Increasingly, client application data files such as Adobe Portable
Document Format (PDF) or Microsoft Office documents serve as the weaponized deliverable.

Delivery

kill-chain:Delivery

Transmission of the weapon to the targeted environment. The three most prevalent delivery
vectors for weaponized payloads by APT actors, as observed by the Lockheed Martin Computer
Incident Response Team (LM-CIRT) for the years 2004-2010, are email attachments, websites, and
USB removable media.

Exploitation

kill-chain:Exploitation

After the weapon is delivered to victim host, exploitation triggers intruders' code. Most often,
exploitation targets an application or operating system vulnerability, but it could also more simply
exploit the users themselves or leverage an operating system feature that auto-executes code.

Installation

kill-chain:Installation

Installation of a remote access trojan or backdoor on the victim system allows the adversary to
maintain persistence inside the environment.

Command and Control

kill-chain:Command and Control

Typically, compromised hosts must beacon outbound to an Internet controller server to establish a
C2 channel. APT malware especially requires manual interaction rather than conduct activity
automatically. Once the C2 channel establishes, intruders have 'hands on the keyboard' access
inside the target environment.

Actions on Objectives

kill-chain:Actions on Objectives

Only now, after progressing through the first six phases, can intruders take actions to achieve their
original objectives. Typically, this objective is data exfiltration which involves collecting, encrypting
and extracting information from the victim environment; violations of data integrity or availability
are potential objectives as well. Alternatively, the intruders may only desire access to the initial
victim box for use as a hop point to compromise additional systems and move laterally inside the
network.
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malware_classification

!
malware_classification namespace available in JSON format at this location . The
JSON format can be freely reused in your application or automatically enabled in
MISP taxonomy.

malware-category

malware_classification:malware-category="Virus"

Virus

malware_classification:malware-category="Worm"

Worm

malware_classification:malware-category="Trojan"

Trojan

malware_classification:malware-category="Ransomware"

Ransomware

malware_classification:malware-category="Rootkit"

Rootkit

malware_classification:malware-category="Downloader"

Downloader

malware_classification:malware-category="Adware"

Adware

malware_classification:malware-category="Spyware"

Spyware

malware_classification:malware-category="Botnet"

Botnet

obfuscation-technique
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malware_classification:obfuscation-technique="no-obfuscation"

No obfuscation is used

malware_classification:obfuscation-technique="encryption"

encryption

malware_classification:obfuscation-technique="oligomorphism"

oligomorphism

malware_classification:obfuscation-technique="metamorphism"

metamorphism

malware_classification:obfuscation-technique="stealth"

stealth

malware_classification:obfuscation-technique="armouring"

armouring

malware_classification:obfuscation-technique="tunneling"

tunneling

malware_classification:obfuscation-technique="XOR"

XOR

malware_classification:obfuscation-technique="BASE64"

BASE64

malware_classification:obfuscation-technique="ROT13"

ROT13

payload-classification

malware_classification:payload-classification="no-payload"

No payload
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malware_classification:payload-classification="non-destructive"

Non-Destructive

malware_classification:payload-classification="destructive"

Destructive

malware_classification:payload-classification="dropper"

Dropper

memory-classification

malware_classification:memory-classification="resident"

In memory

malware_classification:memory-classification="temporary-resident"

In memory temporarily

malware_classification:memory-classification="swapping-mode"

Only a part loaded in memory temporarily

malware_classification:memory-classification="non-resident"

Not in memory

malware_classification:memory-classification="user-process"

As a user level process

malware_classification:memory-classification="kernel-process"

As a process in the kernel

misp

! misp namespace available in JSON format at this location . The JSON format can
be freely reused in your application or automatically enabled in MISP taxonomy.

MISP taxonomy to infer with MISP behavior or operation.
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ui

misp:ui="hide"

tag to hide from the user-interface.

api

misp:api="hide"

tag to hide from the API.

contributor

misp:contributor="pgpfingerprint"

OpenPGP Fingerprint

confidence-level

misp:confidence-level="completely-confident"

Completely confident

misp:confidence-level="usually-confident"

Usually confident

misp:confidence-level="fairly-confident"

Fairly confident

misp:confidence-level="rarely-confident"

Rarely confident

misp:confidence-level="unconfident"

Unconfident

misp:confidence-level="confidence-cannot-be-evalued"

Confidence cannot be evaluated
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threat-level

misp:threat-level="no-risk"

No risk

misp:threat-level="low-risk"

Low risk

misp:threat-level="medium-risk"

Medium risk

misp:threat-level="high-risk"

High risk

should-not-sync

expansion

misp:expansion="block"

block

ms-caro-malware

!
ms-caro-malware namespace available in JSON format at this location . The JSON
format can be freely reused in your application or automatically enabled in MISP
taxonomy.

malware-type

ms-caro-malware:malware-type="Adware"

Adware - Software that shows you extra promotions that you cannot control as you use your PC

ms-caro-malware:malware-type="Backdoor"

A type of trojan that gives a malicious hacker access to and control of your PC

ms-caro-malware:malware-type="Behavior"

A type of detection based on file actions that are often associated with malicious activity
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ms-caro-malware:malware-type="BroswerModifier"

A program than makes changes to your Internet browser without your permission

ms-caro-malware:malware-type="Constructor"

A program that can be used to automatically create malware files

ms-caro-malware:malware-type="DDoS"

When a number of PCs are made to access a website, network or server repeatedly within a given
time period. The aim of the attack is to overload the target so that it crashes and canÕt respond

ms-caro-malware:malware-type="Dialer"

A program that makes unauthorized telephone calls. These calls may be charged at a premium rate
and cost you a lot of money

ms-caro-malware:malware-type="DoS"

When a target PC or server is deliberately overloaded so that it doesnÕt work for any visitors
anymore

ms-caro-malware:malware-type="Exploit"

A piece of code that uses software vulnerabilities to access information on your PC or install
malware

ms-caro-malware:malware-type="HackTool"

A type of tool that can be used to allow and maintain unauthorized access to your PC

ms-caro-malware:malware-type="Joke"

A program that pretends to do something malicious but actually doesnÕt actually do anything
harmful. For example, some joke programs pretend to delete files or format disks

ms-caro-malware:malware-type="Misleading"

The program that makes misleading or fraudulent claims about files, registry entries or other items
on your PC

ms-caro-malware:malware-type="MonitoringTool"

A commercial program that monitors what you do on your PC. This can include monitoring what
keys you press; your email or instant messages; your voice or video conversations; and your
banking details and passwords. It can also take screenshots as you use your PC
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ms-caro-malware:malware-type="Program"

Software that you may or may not want installed on your PC

ms-caro-malware:malware-type="PUA"

Potentially Unwanted Applications. Characteristics of unwanted software can include depriving
users of adequate choice or control over what the software does to the computer, preventing users
from removing the software, or displaying advertisements without clearly identifying their source.

ms-caro-malware:malware-type="PWS"

A type of malware that is used steal your personal information, such as user names and passwords.
It often works along with a keylogger that collects and sends information about what keys you
press and websites you visit to a malicious hacker

ms-caro-malware:malware-type="Ransom"

A detection for malicious programs that seize control of the computer on which they are installed.
This trojan usually locks the screen and prevents the user from using the computer. It usually
displays an alert message.

ms-caro-malware:malware-type="RemoteAccess"

A program that gives someone access to your PC from a remote location. This type of program is
often installed by the computer owner

ms-caro-malware:malware-type="Rogue"

Software that pretends to be an antivirus program but doesnÕt actually provide any security. This
type of software usually gives you a lot of alerts about threats on your PC that donÕt exist. It also
tries to convince you to pay for its services

ms-caro-malware:malware-type="SettingsModifier"

A program that changes your PC settings

ms-caro-malware:malware-type="SoftwareBundler"

A program that installs unwanted software on your PC at the same time as the software you are
trying to install, without adequate consent

ms-caro-malware:malware-type="Spammer"

A trojan that sends large numbers of spam emails. It may also describe the person or business
responsible for sending spam
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ms-caro-malware:malware-type="Spoofer"

A type of trojan that makes fake emails that look like they are from a legitimate source

ms-caro-malware:malware-type="Spyware"

A program that collects your personal information, such as your browsing history, and uses it
without adequate consent

ms-caro-malware:malware-type="Tool"

A type of software that may have a legitimate purpose, but which may also be abused by malware
authors

ms-caro-malware:malware-type="Trojan"

A trojan is a program that tries to look innocent, but is actually a malicious application. Unlike a
virus or a worm , a trojan doesnÕt spread by itself. Instead they try to look innocent to convince you
to download and install them. Once installed, a trojan can steal your personal information,
download more malware, or give a malicious hacker access to your PC

ms-caro-malware:malware-type="TrojanClicker"

A type of trojan that can use your PC to click on websites or applications. They are usually used to
make money for a malicious hacker by clicking on online advertisements and making it look like
the website gets more traffic than it does. They can also be used to skew online polls, install
programs on your PC, or make unwanted software appear more popular than it is

ms-caro-malware:malware-type="TrojanDownloader"

A type of trojan that installs other malicious files, including malware, onto your PC. It can
download the files from a remote PC or install them directly from a copy that is included in its file.

ms-caro-malware:malware-type="TrojanDropper"

A type of trojan that installs other malicious files, including malware, onto your PC. It can
download the files from a remote PC or install them directly from a copy that is included in its file.

ms-caro-malware:malware-type="TrojanNotifier"

A type of trojan that sends information about your PC to a malicious hacker. It is similar to a
password stealer

ms-caro-malware:malware-type="TrojanProxy"

A type of trojan that installs a proxy server on your PC. The server can be configured so that when
you use the Internet, any requests you make are sent through a server controlled by a malicious
hacker.
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ms-caro-malware:malware-type="TrojanSpy"

A program that collects your personal information, such as your browsing history, and uses it
without adequate consent.

ms-caro-malware:malware-type="VirTool"

A detection that is used mostly for malware components, or tools used for malware-related actions,
such as rootkits.

ms-caro-malware:malware-type="Virus"

A type of malware. Viruses spread on their own by attaching their code to other programs, or
copying themselves across systems and networks.

ms-caro-malware:malware-type="Worm"

A type of malware that spreads to other PCs. Worms may spread using one or more of the following
methods: Email programs, Instant messaging programs, File-sharing programs, Social networking
sites, Network shares, Removable drives with Autorun enabled, Software vulnerabilities

malware-platform

ms-caro-malware:malware-platform="AndroidOS"

Android operating system

ms-caro-malware:malware-platform="DOS"

MS-DOS platform

ms-caro-malware:malware-platform="EPOC"

Psion devices

ms-caro-malware:malware-platform="FreeBSD"

FreeBSD platform

ms-caro-malware:malware-platform="iPhoneOS"

iPhone operating system

ms-caro-malware:malware-platform="Linux"

Linux platform
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ms-caro-malware:malware-platform="MacOS"

MAC 9.x platform or earlier

ms-caro-malware:malware-platform="MacOS_X"

MacOS X or later

ms-caro-malware:malware-platform="OS2"

OS2 platform

ms-caro-malware:malware-platform="Palm"

Palm operating system

ms-caro-malware:malware-platform="Solaris"

System V-based Unix platforms

ms-caro-malware:malware-platform="SunOS"

Unix platforms 4.1.3 or earlier

ms-caro-malware:malware-platform="SymbOS"

Symbian operatings system

ms-caro-malware:malware-platform="Unix"

General Unix platforms

ms-caro-malware:malware-platform="Win16"

Win16 (3.1) platform

ms-caro-malware:malware-platform="Win2K"

Windows 2000 platform

ms-caro-malware:malware-platform="Win32"

Windows 32-bit platform

ms-caro-malware:malware-platform="Win64"

Windows 64-bit platform
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ms-caro-malware:malware-platform="Win95"

Windows 95, 98 and ME platforms

ms-caro-malware:malware-platform="Win98"

Windows 98 platform only

ms-caro-malware:malware-platform="WinCE"

Windows CE platform

ms-caro-malware:malware-platform="WinNT"

WinNT

ms-caro-malware:malware-platform="ABAP"

Advanced Business Application Programming scripts

ms-caro-malware:malware-platform="ALisp"

ALisp scripts

ms-caro-malware:malware-platform="AmiPro"

AmiPro script

ms-caro-malware:malware-platform="ANSI"

American National Standards Institute scripts

ms-caro-malware:malware-platform="AppleScript"

compiled Apple scripts

ms-caro-malware:malware-platform="ASP"

Active Server Pages scripts

ms-caro-malware:malware-platform="AutoIt"

AutoIT scripts

ms-caro-malware:malware-platform="BAS"

Basic scripts
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ms-caro-malware:malware-platform="BAT"

Basic scripts

ms-caro-malware:malware-platform="CorelScript"

Corelscript scripts

ms-caro-malware:malware-platform="HTA"

HTML Application scripts

ms-caro-malware:malware-platform="HTML"

HTML Application scripts

ms-caro-malware:malware-platform="INF"

Install scripts

ms-caro-malware:malware-platform="IRC"

mIRC/pIRC scripts

ms-caro-malware:malware-platform="Java"

Java binaries (classes)

ms-caro-malware:malware-platform="JS"

Javascript scripts

ms-caro-malware:malware-platform="LOGO"

LOGO scripts

ms-caro-malware:malware-platform="MPB"

MapBasic scripts

ms-caro-malware:malware-platform="MSH"

Monad shell scripts

ms-caro-malware:malware-platform="MSIL"

ms-caro-malware:malware-platform="Perl"

Net intermediate language scripts
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Perl scripts

ms-caro-malware:malware-platform="PHP"

Hypertext Preprocessor scripts

ms-caro-malware:malware-platform="Python"

Python scripts

ms-caro-malware:malware-platform="SAP"

SAP platform scripts

ms-caro-malware:malware-platform="SH"

Shell scripts

ms-caro-malware:malware-platform="VBA"

Visual Basic for Applications scripts

ms-caro-malware:malware-platform="VBS"

Visual Basic scripts

ms-caro-malware:malware-platform="WinBAT"

Winbatch scripts

ms-caro-malware:malware-platform="WinHlp"

Windows Help scripts

ms-caro-malware:malware-platform="WinREG"

Windows registry scripts

ms-caro-malware:malware-platform="A97M"

Access 97, 2000, XP, 2003, 2007, and 2010 macros

ms-caro-malware:malware-platform="HE"

macro scripting

ms-caro-malware:malware-platform="O97M"

Office 97, 2000, XP, 2003, 2007, and 2010 macros - those that affect Word, Excel, and Powerpoint
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ms-caro-malware:malware-platform="PP97M"

PowerPoint 97, 2000, XP, 2003, 2007, and 2010 macros

ms-caro-malware:malware-platform="V5M"

Visio5 macros

ms-caro-malware:malware-platform="W1M"

Word1Macro

ms-caro-malware:malware-platform="W2M"

Word2Macro

ms-caro-malware:malware-platform="W97M"

Word 97, 2000, XP, 2003, 2007, and 2010 macros

ms-caro-malware:malware-platform="WM"

Word 95 macros

ms-caro-malware:malware-platform="X97M"

Excel 97, 2000, XP, 2003, 2007, and 2010 macros

ms-caro-malware:malware-platform="XF"

Excel formulas

ms-caro-malware:malware-platform="XM"

Excel 95 macros

ms-caro-malware:malware-platform="ASX"

XML metafile of Windows Media .asf files

ms-caro-malware:malware-platform="HC"

HyperCard Apple scripts

ms-caro-malware:malware-platform="MIME"

MIME packets
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ms-caro-malware:malware-platform="Netware"

Novell Netware files

ms-caro-malware:malware-platform="QT"

Quicktime files

ms-caro-malware:malware-platform="SB"

StarBasic (Staroffice XML) files

ms-caro-malware:malware-platform="SWF"

Shockwave Flash files

ms-caro-malware:malware-platform="TSQL"

MS SQL server files

ms-caro-malware:malware-platform="XML"

XML files

ms-caro-malware-full

!
ms-caro-malware-full namespace available in JSON format at this location . The
JSON format can be freely reused in your application or automatically enabled in
MISP taxonomy.

malware-type

ms-caro-malware-full:malware-type="Adware"

Adware - Software that shows you extra promotions that you cannot control as you use your PC

ms-caro-malware-full:malware-type="Backdoor"

A type of trojan that gives a malicious hacker access to and control of your PC

ms-caro-malware-full:malware-type="Behavior"

A type of detection based on file actions that are often associated with malicious activity

ms-caro-malware-full:malware-type="BroswerModifier"

A program than makes changes to your Internet browser without your permission
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ms-caro-malware-full:malware-type="Constructor"

A program that can be used to automatically create malware files

ms-caro-malware-full:malware-type="DDoS"

When a number of PCs are made to access a website, network or server repeatedly within a given
time period. The aim of the attack is to overload the target so that it crashes and canÕt respond

ms-caro-malware-full:malware-type="Dialer"

A program that makes unauthorized telephone calls. These calls may be charged at a premium rate
and cost you a lot of money

ms-caro-malware-full:malware-type="DoS"

When a target PC or server is deliberately overloaded so that it doesnÕt work for any visitors
anymore

ms-caro-malware-full:malware-type="Exploit"

A piece of code that uses software vulnerabilities to access information on your PC or install
malware

ms-caro-malware-full:malware-type="HackTool"

A type of tool that can be used to allow and maintain unauthorized access to your PC

ms-caro-malware-full:malware-type="Joke"

A program that pretends to do something malicious but actually doesnÕt actually do anything
harmful. For example, some joke programs pretend to delete files or format disks

ms-caro-malware-full:malware-type="Misleading"

The program that makes misleading or fraudulent claims about files, registry entries or other items
on your PC

ms-caro-malware-full:malware-type="MonitoringTool"

A commercial program that monitors what you do on your PC. This can include monitoring what
keys you press; your email or instant messages; your voice or video conversations; and your
banking details and passwords. It can also take screenshots as you use your PC

ms-caro-malware-full:malware-type="Program"

Software that you may or may not want installed on your PC
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ms-caro-malware-full:malware-type="PUA"

Potentially Unwanted Applications. Characteristics of unwanted software can include depriving
users of adequate choice or control over what the software does to the computer, preventing users
from removing the software, or displaying advertisements without clearly identifying their source.

ms-caro-malware-full:malware-type="PWS"

A type of malware that is used steal your personal information, such as user names and passwords.
It often works along with a keylogger that collects and sends information about what keys you
press and websites you visit to a malicious hacker

ms-caro-malware-full:malware-type="Ransom"

A detection for malicious programs that seize control of the computer on which they are installed.
This trojan usually locks the screen and prevents the user from using the computer. It usually
displays an alert message.

ms-caro-malware-full:malware-type="RemoteAccess"

A program that gives someone access to your PC from a remote location. This type of program is
often installed by the computer owner

ms-caro-malware-full:malware-type="Rogue"

Software that pretends to be an antivirus program but doesnÕt actually provide any security. This
type of software usually gives you a lot of alerts about threats on your PC that donÕt exist. It also
tries to convince you to pay for its services

ms-caro-malware-full:malware-type="SettingsModifier"

A program that changes your PC settings

ms-caro-malware-full:malware-type="SoftwareBundler"

A program that installs unwanted software on your PC at the same time as the software you are
trying to install, without adequate consent

ms-caro-malware-full:malware-type="Spammer"

A trojan that sends large numbers of spam emails. It may also describe the person or business
responsible for sending spam

ms-caro-malware-full:malware-type="Spoofer"

A type of trojan that makes fake emails that look like they are from a legitimate source
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ms-caro-malware-full:malware-type="Spyware"

A program that collects your personal information, such as your browsing history, and uses it
without adequate consent

ms-caro-malware-full:malware-type="Tool"

A type of software that may have a legitimate purpose, but which may also be abused by malware
authors

ms-caro-malware-full:malware-type="Trojan"

A trojan is a program that tries to look innocent, but is actually a malicious application. Unlike a
virus or a worm , a trojan doesnÕt spread by itself. Instead they try to look innocent to convince you
to download and install them. Once installed, a trojan can steal your personal information,
download more malware, or give a malicious hacker access to your PC

ms-caro-malware-full:malware-type="TrojanClicker"

A type of trojan that can use your PC to click on websites or applications. They are usually used to
make money for a malicious hacker by clicking on online advertisements and making it look like
the website gets more traffic than it does. They can also be used to skew online polls, install
programs on your PC, or make unwanted software appear more popular than it is

ms-caro-malware-full:malware-type="TrojanDownloader"

A type of trojan that installs other malicious files, including malware, onto your PC. It can
download the files from a remote PC or install them directly from a copy that is included in its file.

ms-caro-malware-full:malware-type="TrojanDropper"

A type of trojan that installs other malicious files, including malware, onto your PC. It can
download the files from a remote PC or install them directly from a copy that is included in its file.

ms-caro-malware-full:malware-type="TrojanNotifier"

A type of trojan that sends information about your PC to a malicious hacker. It is similar to a
password stealer

ms-caro-malware-full:malware-type="TrojanProxy"

A type of trojan that installs a proxy server on your PC. The server can be configured so that when
you use the Internet, any requests you make are sent through a server controlled by a malicious
hacker.

ms-caro-malware-full:malware-type="TrojanSpy"

A program that collects your personal information, such as your browsing history, and uses it
without adequate consent.
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ms-caro-malware-full:malware-type="VirTool"

A detection that is used mostly for malware components, or tools used for malware-related actions,
such as rootkits.

ms-caro-malware-full:malware-type="Virus"

A type of malware. Viruses spread on their own by attaching their code to other programs, or
copying themselves across systems and networks.

ms-caro-malware-full:malware-type="Worm"

A type of malware that spreads to other PCs. Worms may spread using one or more of the following
methods: Email programs, Instant messaging programs, File-sharing programs, Social networking
sites, Network shares, Removable drives with Autorun enabled, Software vulnerabilities

malware-platform

ms-caro-malware-full:malware-platform="AndroidOS"

Android operating system

ms-caro-malware-full:malware-platform="DOS"

MS-DOS platform

ms-caro-malware-full:malware-platform="EPOC"

Psion devices

ms-caro-malware-full:malware-platform="FreeBSD"

FreeBSD platform

ms-caro-malware-full:malware-platform="iPhoneOS"

iPhone operating system

ms-caro-malware-full:malware-platform="Linux"

Linux platform

ms-caro-malware-full:malware-platform="MacOS"

MAC 9.x platform or earlier
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ms-caro-malware-full:malware-platform="MacOS_X"

MacOS X or later

ms-caro-malware-full:malware-platform="OS2"

OS2 platform

ms-caro-malware-full:malware-platform="Palm"

Palm operating system

ms-caro-malware-full:malware-platform="Solaris"

System V-based Unix platforms

ms-caro-malware-full:malware-platform="SunOS"

Unix platforms 4.1.3 or earlier

ms-caro-malware-full:malware-platform="SymbOS"

Symbian operatings system

ms-caro-malware-full:malware-platform="Unix"

General Unix platforms

ms-caro-malware-full:malware-platform="Win16"

Win16 (3.1) platform

ms-caro-malware-full:malware-platform="Win2K"

Windows 2000 platform

ms-caro-malware-full:malware-platform="Win32"

Windows 32-bit platform

ms-caro-malware-full:malware-platform="Win64"

Windows 64-bit platform

ms-caro-malware-full:malware-platform="Win95"

Windows 95, 98 and ME platforms
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ms-caro-malware-full:malware-platform="Win98"

Windows 98 platform only

ms-caro-malware-full:malware-platform="WinCE"

Windows CE platform

ms-caro-malware-full:malware-platform="WinNT"

WinNT

ms-caro-malware-full:malware-platform="ABAP"

Advanced Business Application Programming scripts

ms-caro-malware-full:malware-platform="ALisp"

ALisp scripts

ms-caro-malware-full:malware-platform="AmiPro"

AmiPro script

ms-caro-malware-full:malware-platform="ANSI"

American National Standards Institute scripts

ms-caro-malware-full:malware-platform="AppleScript"

compiled Apple scripts

ms-caro-malware-full:malware-platform="ASP"

Active Server Pages scripts

ms-caro-malware-full:malware-platform="AutoIt"

AutoIT scripts

ms-caro-malware-full:malware-platform="BAS"

Basic scripts

ms-caro-malware-full:malware-platform="BAT"

Basic scripts
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ms-caro-malware-full:malware-platform="CorelScript"

Corelscript scripts

ms-caro-malware-full:malware-platform="HTA"

HTML Application scripts

ms-caro-malware-full:malware-platform="HTML"

HTML Application scripts

ms-caro-malware-full:malware-platform="INF"

Install scripts

ms-caro-malware-full:malware-platform="IRC"

mIRC/pIRC scripts

ms-caro-malware-full:malware-platform="Java"

Java binaries (classes)

ms-caro-malware-full:malware-platform="JS"

Javascript scripts

ms-caro-malware-full:malware-platform="LOGO"

LOGO scripts

ms-caro-malware-full:malware-platform="MPB"

MapBasic scripts

ms-caro-malware-full:malware-platform="MSH"

Monad shell scripts

ms-caro-malware-full:malware-platform="MSIL"

ms-caro-malware-full:malware-platform="Perl"

Net intermediate language scripts

Perl scripts
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ms-caro-malware-full:malware-platform="PHP"

Hypertext Preprocessor scripts

ms-caro-malware-full:malware-platform="Python"

Python scripts

ms-caro-malware-full:malware-platform="SAP"

SAP platform scripts

ms-caro-malware-full:malware-platform="SH"

Shell scripts

ms-caro-malware-full:malware-platform="VBA"

Visual Basic for Applications scripts

ms-caro-malware-full:malware-platform="VBS"

Visual Basic scripts

ms-caro-malware-full:malware-platform="WinBAT"

Winbatch scripts

ms-caro-malware-full:malware-platform="WinHlp"

Windows Help scripts

ms-caro-malware-full:malware-platform="WinREG"

Windows registry scripts

ms-caro-malware-full:malware-platform="A97M"

Access 97, 2000, XP, 2003, 2007, and 2010 macros

ms-caro-malware-full:malware-platform="HE"

macro scripting

ms-caro-malware-full:malware-platform="O97M"

Office 97, 2000, XP, 2003, 2007, and 2010 macros - those that affect Word, Excel, and Powerpoint
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ms-caro-malware-full:malware-platform="PP97M"

PowerPoint 97, 2000, XP, 2003, 2007, and 2010 macros

ms-caro-malware-full:malware-platform="V5M"

Visio5 macros

ms-caro-malware-full:malware-platform="W1M"

Word1Macro

ms-caro-malware-full:malware-platform="W2M"

Word2Macro

ms-caro-malware-full:malware-platform="W97M"

Word 97, 2000, XP, 2003, 2007, and 2010 macros

ms-caro-malware-full:malware-platform="WM"

Word 95 macros

ms-caro-malware-full:malware-platform="X97M"

Excel 97, 2000, XP, 2003, 2007, and 2010 macros

ms-caro-malware-full:malware-platform="XF"

Excel formulas

ms-caro-malware-full:malware-platform="XM"

Excel 95 macros

ms-caro-malware-full:malware-platform="ASX"

XML metafile of Windows Media .asf files

ms-caro-malware-full:malware-platform="HC"

HyperCard Apple scripts

ms-caro-malware-full:malware-platform="MIME"

MIME packets
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ms-caro-malware-full:malware-platform="Netware"

Novell Netware files

ms-caro-malware-full:malware-platform="QT"

Quicktime files

ms-caro-malware-full:malware-platform="SB"

StarBasic (Staroffice XML) files

ms-caro-malware-full:malware-platform="SWF"

Shockwave Flash files

ms-caro-malware-full:malware-platform="TSQL"

MS SQL server files

ms-caro-malware-full:malware-platform="XML"

XML files

malware-family

ms-caro-malware-full:malware-family="Zlob"

2008 - A family of trojans that often pose as downloadable media codecs. When installed,
Win32/Zlob displays frequent pop-up advertisements for rogue security software

ms-caro-malware-full:malware-family="Vundo"

2008 - A multiplecomponent family of programs that deliver pop-up advertisements and may
download and execute arbitrary files. Vundo is often installed as a browser helper object (BHO)
without a userÕs consent

ms-caro-malware-full:malware-family="Virtumonde"

2008 - multi-component malware family that displays pop-up advertisements for rogue security
software

ms-caro-malware-full:malware-family="Bancos"

2008 -  A data-stealing trojan that captures online banking credentials and relays
them to the attacker. Most variants target customers of Brazilian banks.
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ms-caro-malware-full:malware-family="Cutwail"

2008 - A trojan that downloads and executes arbitrary files, usually to send spam. Win32/Cutwail
has also been observed to transmit Win32/Newacc

ms-caro-malware-full:malware-family="Oderoor"

2008 - a backdoor trojan that allows an attacker access and control of the compromised computer.
This trojan may connect with remote web sites and SMTP servers.

ms-caro-malware-full:malware-family="Newacc"

2008 - An attacker tool that automatically registers new e-mail accounts on Hotmail, AOL, Gmail,
Lycos and other account service providers, using a Web service to decode CAPTCHA protection.

ms-caro-malware-full:malware-family="Captiya"

2008 - A trojan that transmits CAPTCHA images to a botnet, in what is believed to be an effort to
improve the botnetÕs ability to detect characters and break CAPTCHAs more successfully

ms-caro-malware-full:malware-family="Taterf"

2008 - A family of worms that spread through mapped drives in order to steal login and account
details for popular online games.

ms-caro-malware-full:malware-family="Frethog"

2008 - A large family of password-stealing trojans that target confidential data, such as account
information, from massively multiplayer online games

ms-caro-malware-full:malware-family="Tilcun"

2008 - A family of trojans that steals online game passwords and sends this captured data to remote
sites.

ms-caro-malware-full:malware-family="Ceekat"

2008 - A collection of trojans that steal information such as passwords for online games, usually by
reading information directly from running processes in memory. Different variants target different
processes.

ms-caro-malware-full:malware-family="Corripio"

2008 - a loosely-related family of trojans that attempt to steal passwords for popular online games.
Detections containing the name Win32/Corripio are generic, and hence may be reported for a large
number of different malicious password-stealing trojans that are otherwise behaviorally dissimilar.

104



ms-caro-malware-full:malware-family="Zuten"

2008 - A family of malware that steals information from online games.

ms-caro-malware-full:malware-family="Lolyda"

2008 - A family of trojans that sends account information from popular online games to a remote
server. They may also download and execute arbitrary files.

ms-caro-malware-full:malware-family="Storark"

2008 - A family of trojans that steals online game passwords and sends this captured data to remote
sites.

ms-caro-malware-full:malware-family="Renos"

2008 - A family of trojan downloaders that installs rogue security software.

ms-caro-malware-full:malware-family="ZangoSearchAssistant"

2008 - Adware that monitors the userÕs Web-browsing activity and displays pop-up advertisements
related to the Internet sites the user is viewing.

ms-caro-malware-full:malware-family="ZangoShoppingReports"

2008 - Adware that displays targeted advertising to affected users while they browse the Internet,
based on search terms entered into search engines.

ms-caro-malware-full:malware-family="FakeXPA"

2008 - A rogue security software family that claims to scan for malware and then demands that the
user pay to remove nonexistent threats. Some variants unlawfully use Microsoft logos and
trademarks.

ms-caro-malware-full:malware-family="FakeSecSen"

2008 - A rogue security software family that claims to scan for malware and then demands that the
user pay to remove non-existent threats. It appears to be based on Win32/SpySheriff

ms-caro-malware-full:malware-family="Hotbar"

2008 - Adware that displays a dynamic toolbar and targeted pop-up ads based on its monitoring of
Web-browsing activity.

ms-caro-malware-full:malware-family="Agent"

2008 - A generic detection for a number of trojans that may perform different malicious functions.
The behaviors exhibited by this family are highly variable

105



ms-caro-malware-full:malware-family="Wimad"

2008 - A detection for malicious Windows Media files that can be used to encourage users to
download and execute arbitrary files on an affected machine.

ms-caro-malware-full:malware-family="BaiduSobar"

2008 - A Chinese language Web browser toolbar that delivers pop-up and contextual
advertisements, blocks certain other advertisements, and changes the Internet Explorer search
page

ms-caro-malware-full:malware-family="VB"

2008 - A detection for various threats written in the Visual Basic programming language.

ms-caro-malware-full:malware-family="Antivirus2008"

2008 - A program that displays misleading security alerts in order to convince users to purchase
rogue security software. It may be installed by Win32/Renos or manually by a computer user.

ms-caro-malware-full:malware-family="Playmp3z"

2008 - An adware family that may display advertisements in connection with the use of a 'free
music player' from the site 'PlayMP3z.biz.'

ms-caro-malware-full:malware-family="Tibs"

2008 - a family of Trojans that may download and run other malicious software or may steal user
data and send it to the attacker via HTTP POST or email. The Win32/Tibs family frequently
downloads Trojans belonging to the Win32/Harnig and Win32/Passalert families, both of which are
families of Trojan downloaders which may in turn download and run other malicious software

ms-caro-malware-full:malware-family="SeekmoSearchAssistant"

2008 - Adware that displays targeted search results and pop-up advertisements based on terms that
the user enters for Web searches. The pop-up advertisements may include adult content.

ms-caro-malware-full:malware-family="RJump"

2008 - a worm that attempts to spread by copying itself to newly attached media (such as USB
memory devices or network drives). It also contains backdoor functionality that allows an attacker
unauthorized access to an affected computer

ms-caro-malware-full:malware-family="SpywareSecure"

2008 - A program that displays misleading warning messages in order to convince users to
purchase a product that removes spyware
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ms-caro-malware-full:malware-family="Winfixer"

2008 - A program that locates various registry entries, Windows prefetch content, and other types
of data, identifies them as privacy violations, and urges the user to purchase the product to fix
them.

ms-caro-malware-full:malware-family="C2Lop"

2008 - a trojan that modifies Web browser settings, adds Web browser bookmarks to
advertisements, updates itself and delivers pop-up and contextual advertisements.

ms-caro-malware-full:malware-family="Matcash"

2008 - a multicomponent family of trojans that downloads and executes arbitrary files. Some
variants of this family may install a toolbar. observed to use the Win32/Slenfbot worm as a means
of distribution.

ms-caro-malware-full:malware-family="Horst"

2008 - CAPTCHA Breaker typically delivered through an executable application that masquerades as
an illegal software crack or key generator

ms-caro-malware-full:malware-family="Slenfbot"

2008 - A family of worms that can spread via instant messaging programs, and may spread via
removable drives. They also contain backdoor functionality that allows unauthorized access to an
affected machine. This worm does not spread automatically upon installation but must be ordered
to spread by a remote attacker.

ms-caro-malware-full:malware-family="Rustock"

2008 - A multicomponent family of rootkitenabled backdoor trojans, developed to aid in the
distribution of spam. Recent variants appear to be associated with the incidence of rogue security
programs.

ms-caro-malware-full:malware-family="Gimmiv"

2008 - a family of trojans that are sometimes installed by exploits of a vulnerability documented in
Microsoft Security Bulletin MS08-067.

ms-caro-malware-full:malware-family="Yektel"

2008 - A family of trojans that display fake warnings of spyware or malware in an attempt to lure
the user into installing or paying money to register rogue security products such as
Win32/FakeXPA.

ms-caro-malware-full:malware-family="Roron"

2008 - This virus spreads by attaching its code to other files on your PC or network. Some of the
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infected programs might no longer run correctly. Attempts to send personal information to a
remote address. It may spread via e-mail, network shares, or peer-to-peer file sharing.

ms-caro-malware-full:malware-family="Swif"

2008 - A trojan that exploits a vulnerability in Adobe Flash Player to download malicious files.
Adobe has published security bulletin APSB08-11 addressing the vulnerability.

ms-caro-malware-full:malware-family="Mult"

2008 - A group of threats, written in JavaScript, that attempt to exploit multiple vulnerabilities on
affected computers in order to download, execute or otherwise run arbitrary code. The malicious
JavaScript may be hosted on compromised or malicious websites, embedded in specially crafted
PDF files, or could be called by other malicious scripts.

ms-caro-malware-full:malware-family="Wukill"

2008 - a family of mass-mailing e-mail and network worms. The Win32/Wukill worm spreads to
root directories on certain local and mapped drives. The worm also spreads by sending a copy of
itself as an attachment to e-mail addresses found on the infected computer.

ms-caro-malware-full:malware-family="Objsnapt"

2008 - A detection for a Javascript file that exploits a known vulnerability in the Microsoft Access
Snapshot Viewer ActiveX Control.

ms-caro-malware-full:malware-family="Redirector"

2008 - The threat is a piece of JavaScript code that is inserted on bad or hacked websites. It can
direct your browser to a website you donÕt want to go to. You might see the detection for this threat
if you visit a bad or hacked website, or if you open an email message.

ms-caro-malware-full:malware-family="Xilos"

2008 - a detection for a proof-of-concept JavaScript obfuscation technique, which was originally
published in 2002 in the sixth issue of 29A, an early online magazine for virus creators

ms-caro-malware-full:malware-family="Decdec"

2008 - A detection for certain malicious JavaScript code injected in HTML pages. The virus will
execute on user computers that visit compromised websites.

ms-caro-malware-full:malware-family="BearShare"

2008 - A P2P file-sharing client that uses the decentralized Gnutella network. Free versions of
BearShare have come bundled with advertising supported and other potentially unwanted
software.
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ms-caro-malware-full:malware-family="BitAccelerator"

2008 - A program that redirects Web search results to other Web sites and may display various
advertisements to users while browsing Web sites.

ms-caro-malware-full:malware-family="Blubtool"

2008 - An Internet browser search toolbar that may be installed by other third-party software, such
as a peer-to-peer file sharing application. It may modify Internet explorer search settings and
display unwanted advertisements.

ms-caro-malware-full:malware-family="RServer"

2008 - Commercial remote administration software that can be used to control a computer. These
programs are typically installed by the computer owner or administrator and should only be
removed if unexpected

ms-caro-malware-full:malware-family="UltraVNC"

2008 - A remote access program that can be used to control a computer. This program is typically
installed by the computer owner or administrator, and should only be removed if unexpected.

ms-caro-malware-full:malware-family="GhostRadmin"

2008 - A remote administration tool that can be used to control a computer. These programs are
typically installed by the computer owner or administrator and should only be removed if
unexpected

ms-caro-malware-full:malware-family="TightVNC"

2008 - A remote control program that allows full control of the computer. These programs are
typically installed by the computer owner or administrator and should only be removed if
unexpected

ms-caro-malware-full:malware-family="DameWareMiniRemoteControl"

2008 - A detection for the DameWare Mini Remote Control tools. This program was detected by
definitions prior to 1.147.1889.0 as it violated the guidelines by which Microsoft identified
unwanted software. Based on analysis using current guidelines, the program does not have
unwanted behaviors. Microsoft has released definition 1.147.1889.0 which no longer detects this
program.

ms-caro-malware-full:malware-family="SeekmoSearchAssistant"

2008 - A detection that is triggered by modified (that is, edited and re-packed) remote control
programs based on DameWare Mini Remote Control, a commercial software product
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ms-caro-malware-full:malware-family="Nbar"

2008 - A program that may display advertisements and redirect user searches to a certain website.
It may also download malicious or unwanted content into the system without user consent.

ms-caro-malware-full:malware-family="Chir"

2008 - A family with a worm component and a virus component. The worm component spreads by
email and by exploiting a vulnerability addressed by Microsoft Security Bulletin MS01-020. The
virus component may infect .exe, .scr, and HTML files.

ms-caro-malware-full:malware-family="Sality"

2008 - A family of polymorphic file infectors that target executable files with the extensions .scr or
.exe. They may execute a damaging payload that deletes files with certain extensions and
terminates security-related processes and services.

ms-caro-malware-full:malware-family="Obfuscator"

2008 - A detection for programs that use a combination of obfuscation techniques to hinder analysis
or detection by antivirus scanners

ms-caro-malware-full:malware-family="ByteVerify"

2008 - a detection of malicious code that attempts to exploit a vulnerability in the Microsoft Virtual
Machine (VM). This flaw enables attackers to execute arbitrary code on a userÕs machine such as
writing, downloading and executing additional malware. This vulnerability is addressed by update
MS03-011, released in 2003.

ms-caro-malware-full:malware-family="Autorun"

2008 - A family of worms that spreads by copying itself to the mapped drives of an infected
computer. The mapped drives may include network or removable drives.

ms-caro-malware-full:malware-family="Hamweq"

2008 - A worm that spreads through removable drives, such as USB memory sticks. It may contain
an IRC-based backdoor enabling the computer to be controlled remotely by an attacker

ms-caro-malware-full:malware-family="Brontok"

2008 - a family of mass-mailing e-mail worms. The worm spreads by sending a copy of itself as an e-
mail attachment to e-mail addresses that it gathers from files on the infected computer. It can also
copy itself to USB and pen drives. Win32/Brontok can disable antivirus and security software,
immediately terminate certain applications, and cause Windows to restart immediately when
certain applications run. The worm may also conduct denial of service (DoS) attacks against certain
Web sites
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ms-caro-malware-full:malware-family="SpywareProtect"

2008 - A rogue security software family that may falsely claim that the userÕs computer is infected
and encourages the user to buy a product for cleaning the alleged malware from the computer

ms-caro-malware-full:malware-family="Cbeplay"

2008 - A trojan that may upload computer operating system details to a remote Web site, download
additional malware, and terminate debugging utilities

ms-caro-malware-full:malware-family="InternetAntivirus"

2008 - A program that displays false and misleading malware alerts to convince users to purchase
rogue security software. This program also displays a fake Windows Security Center message

ms-caro-malware-full:malware-family="Nuwar"

2008 - A family of trojan droppers that install a distributed P2P downloader trojan. This
downloader trojan in turn downloads an e-mail worm component.

ms-caro-malware-full:malware-family="Rbot"

2008 - A family of backdoor trojans that allows attackers to control the computer through an IRC
channel

ms-caro-malware-full:malware-family="IRCbot"

2008 - A large family of backdoor trojans that drops malicious software and connects to IRC servers
via a backdoor to receive commands from attackers.

ms-caro-malware-full:malware-family="SkeemoSearchAssistant"

2008 - A program that displays targeted search results and pop-up advertisements based on terms
that the user enters for Web searches. The pop-up advertisements may include adult content

ms-caro-malware-full:malware-family="RealVNC"

2008 - A management tool that allows a computer to be controlled remotely. It can be installed for
legitimate purposes, but can also be installed from a remote location by an attacker.

ms-caro-malware-full:malware-family="MoneyTree"

2008 - A family of software that provides the ability to search for adult content on local disk. It may
also install other potentially unwanted software, such as programs that display pop-up ads.

ms-caro-malware-full:malware-family="Tracur"

2008 - A trojan that downloads and executes arbitrary files. It is sometimes distributed by
ASX/Wimad.
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ms-caro-malware-full:malware-family="Meredrop"

2008 - This is a generic detection for trojans that install and run malware on your PC. These trojans
have been deliberately created in a complex way to hide their purpose and make them difficult to
analyze.

ms-caro-malware-full:malware-family="Banker"

2008 - A family of data-stealing trojans that captures banking credentials such as account numbers
and passwords from computer users and relays them to the attacker. Most variants target
customers of Brazilian banks; some variants target customers of other banks.

ms-caro-malware-full:malware-family="Ldpinch"

2008 - a family of password-stealing trojans. This trojan gathers private user data such as
passwords from the host computer and sends the data to the attacker at a preset e-mail address.
The Win32/Ldpinch trojans use their own Simple Mail Transfer Protocol (SMTP) engine or a web-
based proxy for sending the e-mail, thus copies of the sent e-mail will not appear in the affected
userÕs e-mail client.

ms-caro-malware-full:malware-family="Advantage"

2008 - a family of adware that displays pop-up advertisements and contacts a remote server to
download updates

ms-caro-malware-full:malware-family="Parite"

2008 - a family of polymorphic file infectors that targets computers running Microsoft Windows.
The virus infects .exe and .scr executable files on the local file system and on writeable network
shares. In turn, the infected executable files perform operations that cause other .exe and .scr files
to become infected.

ms-caro-malware-full:malware-family="PossibleHostsFileHijack"

2008 - an indicator that the computerÕs HOSTS file may have been modified by malicious or
potentially unwanted software

ms-caro-malware-full:malware-family="Alureon"

2008 - A data-stealing trojan that gathers confidential information such as user names, passwords,
and credit card data from incoming and outgoing Internet traffic. It may also download malicious
data and modify DNS settings.

ms-caro-malware-full:malware-family="PowerRegScheduler"

2008 - This program was detected by definitions prior to 1.159.567.0 as it violated the guidelines by
which Microsoft identified unwanted software. Based on analysis using current guidelines, the
program does not have unwanted behaviors. Microsoft has released definition 1.159.567.0 which no
longer detects this program.
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ms-caro-malware-full:malware-family="APSB08-11"

2008 - A trojan that attempts to exploit a vulnerability in Adobe Flash Player. In the wild, this trojan
has been used to download and execute arbitrary files, including other malware.

ms-caro-malware-full:malware-family="ConHook"

2008 - A family of Trojans that installs themselves as Browser Helper Objects (BHOs), and connects
to the Internet without user consent. They also terminate specific security services, and download
additional malware to the computer.

ms-caro-malware-full:malware-family="Starware"

2008 - This program was detected by definitions prior to 1.159.567.0 as it violated the guidelines by
which Microsoft identified unwanted software. Based on analysis using current guidelines, the
program does not have unwanted behaviors. Microsoft has released definition 1.159.567.0 which no
longer detects this program.

ms-caro-malware-full:malware-family="WinSpywareProtect"

2008 - A program that may falsely claim that the userÕs system is infected and encourages the user
to buy a promoted product for cleaning the alleged malware from the computer.

ms-caro-malware-full:malware-family="MessengerSkinner"

2008 - A program, that may be distributed in the form of a freeware application, that displays
advertisements, downloads additional files, and uses stealth to hide its presence

ms-caro-malware-full:malware-family="Skintrim"

2008 - A trojan that downloads and executes arbitrary files. It may be distributed by as a Microsoft
Office Outlook addon used to display emoticons or other animated icons within e-mail messages.

ms-caro-malware-full:malware-family="AdRotator"

2008 - delivers advertisements, and as the name suggests, rotates advertisements among sponsors.
AdRotator contacts remote Web sites in order to deliver updated content. This application also
displays fake error messages that encourage users to download and install additional applications.

ms-caro-malware-full:malware-family="Wintrim"

2008 - A family of trojans that display pop-up advertisements depending on the userÕs keywords
and browsing history. Its variants can monitor the userÕs activities, download applications, and
send system information back to a remote server.

ms-caro-malware-full:malware-family="Busky"

2008 - A family of Trojans that monitor and redirect Internet traffic, gather system information and
download unwanted software such as Win32/Renos and Win32/SpySheriff. Win32/Busky may be
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installed by a Web browser exploit or other vulnerability when visiting a malicious Web site.

ms-caro-malware-full:malware-family="WhenU"

2008 - This program was detected by definitions prior to 1.173.303.0 as it violated the guidelines by
which Microsoft identified unwanted software. Based on analysis using current guidelines, the
program does not have unwanted behaviors.

ms-caro-malware-full:malware-family="Mobis"

2008 - This program was detected by definitions prior to 1.175.2037.0 as it violated the guidelines by
which Microsoft identified unwanted software. Based on analysis using current guidelines, the
program does not have unwanted behaviors.

ms-caro-malware-full:malware-family="Sogou"

2008 - Detected by definitions prior to 1.155.995.0 as it violated the guidelines by which Microsoft
identified unwanted software. Based on analysis using current guidelines, the program does not
have unwanted behaviors. Microsoft has released definition 1.155.995.0 which no longer detects
this program.

ms-caro-malware-full:malware-family="Sdbot"

2008 - A family of backdoor trojansÊthatÊallows attackersÊtoÊcontrol infectedÊcomputers. After a
computer is infected, the trojan connects to an internet relay chat (IRC) server and joins a channel
to receive commands from attackers.

ms-caro-malware-full:malware-family="DelfInject"

2008 - This threat can download and run files on your PC.

ms-caro-malware-full:malware-family="Vapsup"

2008 - This threat can perform a number of actions of a malicious hackerÕs choice on your PC.

ms-caro-malware-full:malware-family="BrowsingEnhancer"

2008 - This program was detected by definitions prior to 1.175.1834.0 as it violated the guidelines by
which Microsoft identified unwanted software. Based on analysis using current guidelines, the
program does not have unwanted behaviors.

ms-caro-malware-full:malware-family="Jeefo"

2008 - virus infects executable files, such as files with a .exe extension. When an infected file runs,
the virus tries to run the original content of the file while it infects other executable files on your
PC. This threat might have got on your PC if you inserted a removable disk or accessed a network
connection that was infected.
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ms-caro-malware-full:malware-family="Sezon"

2008 - An adware that redirects web browsing to advertising or search sites.

ms-caro-malware-full:malware-family="RuPass"

2008 - a DLL component which may be utilized by adware or malicious programs in order to
monitor an affected userÕs Internet usage and to capture sensitive information. Win32/RuPass has
been distributed as a 420,352 byte DLL file, with the file name 'ConnectionServices.dll'.

ms-caro-malware-full:malware-family="OneStepSearch"

2008 - Modifies the userÕs browser to deliver targeted advertisements when the user enters search
keywords. It may also replace or override web browser error pages that would otherwise be
displayed when unresolvable web addresses are entered into the browserÕs address bar.

ms-caro-malware-full:malware-family="GameVance"

2008 - Software that displays advertisements and tracks anonymous usage information in exchange
for a free online gaming experience at the Web address 'gamevance.com.'

ms-caro-malware-full:malware-family="E404"

2008 - is a browser helper object (BHO) that takes advantage of invalid or mistyped URLs entered in
the address bar by redirecting the browser to Web sites containing adware

ms-caro-malware-full:malware-family="Mirar"

2008 - This program was detected by definitions prior to 1.175.2037.0 as it violated the guidelines by
which Microsoft identified unwanted software. Based on analysis using current guidelines, the
program does not have unwanted behaviors.

ms-caro-malware-full:malware-family="Fotomoto"

2008 - A Trojan that lowers security settings, delivers advertisements, and sends system and
network configuration details to a remote Web site.

ms-caro-malware-full:malware-family="Ardamax"

2008 - The tool can capture your activity on your PC (such as the keys you press when typing in
passwords) and might send this information to a hacker.

ms-caro-malware-full:malware-family="Hupigon"

2008 - A family of trojans that uses a dropper to install one or more backdoor files and sometimes
installs a password stealer or other malicious programs.
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ms-caro-malware-full:malware-family="CNNIC"

2008 - enables Chinese keyword searching in Internet Explorer and adds support for other
applications to use Chinese domain names that registered with CNNIC. Also contains a kernel driver
that protects its files and registry settings from being modified or deleted

ms-caro-malware-full:malware-family="MotePro"

2008 - May display advertisement pop-ups, and download programs from predefined Web sites.
When installed, Win32/MotePro runs as a Web Browser Helper Object (BHO).

ms-caro-malware-full:malware-family="CnsMin"

2008 - Installs a browser helper object (BHO) that redirects Internet Explorer searches to a Chinese
search portal. CnsMin may be installed without adequate user consent. It may prevent its files from
being removed or restore files that have been previously removed.

ms-caro-malware-full:malware-family="BaiduIebar"

2008 - A detection for an address line search tool. This program was detected by definitions prior to
1.153.956.0 as it violated the guidelines by which Microsoft identified unwanted software. Based on
analysis using current guidelines, the program does not have unwanted behaviors. Microsoft has
released definition 1.153.956.0 which no longer detects this program.

ms-caro-malware-full:malware-family="Ejik"

2008 - This program was detected by definitions prior to 1.175.1915.0 as it violated the guidelines by
which Microsoft identified unwanted software. Based on analysis using current guidelines, the
program does not have unwanted behaviors.

ms-caro-malware-full:malware-family="AlibabaIEToolBar"

2008 - This program was detected by definitions prior to 1.175.1834.0 as it violated the guidelines by
which Microsoft identified unwanted software. Based on analysis using current guidelines, the
program does not have unwanted behaviors.

ms-caro-malware-full:malware-family="BDPlugin"

2008 - a DLL file which is usually introduced to an affected system as a component of
BrowserModifier:Win32/BaiduSobar. It may display unwanted pop-ups and advertisements on the
affected system.

ms-caro-malware-full:malware-family="Adialer"

2008 - A trojan dialer program that connects to a premium number, or attempts to connect to adult
websites via particular phone numbers without your permission, connects to remote hosts without
user consent.
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ms-caro-malware-full:malware-family="EGroupSexDial"

2008 - A dialer program that may attempt to dial a premium number, thus possibly resulting in
international phone charges for the user.

ms-caro-malware-full:malware-family="Zonebac"

2008 - A family of backdoor Trojans that allows a remote attacker to download and run arbitrary
programs, and which may upload computer configuration information and other potentially
sensitive data to remote Web sites.

ms-caro-malware-full:malware-family="Antinny"

2008 - A family of worms that targets certain versions of Microsoft Windows. The worm spreads
using a Japanese peer-to-peer file-sharing application named Winny. The worm creates a copy of
itself with a deceptive file name in the Winny upload folder so that it can be downloaded by other
Winny users.

ms-caro-malware-full:malware-family="RewardNetwork"

2008 - A program that monitors an affected userÕs Internet usage and reports this usage to a remote
server. Win32/RewardNetwork may be visible as an Internet Explorer toolbar.

ms-caro-malware-full:malware-family="Virut"

2008 - A family of file infecting viruses that target and infect .exe and .scr files accessed on infected
systems. Win32/Virut also opens a backdoor by connecting to an IRC server

ms-caro-malware-full:malware-family="Allaple"

2008 - A multi-threaded, polymorphic network worm capable of spreading to other computers
connected to a local area network (LAN) and performing denial-of-service (DoS) attacks against
targeted remote Web sites.

ms-caro-malware-full:malware-family="VKit_DA"

2008 - This virus spreads by attaching its code to other files on your PC or network. Some of the
infected programs might no longer run correctly.

ms-caro-malware-full:malware-family="Small"

2008 - A generic detection for a variety of threats.

ms-caro-malware-full:malware-family="Netsky"

2008 - A mass-mailing worm that spreads by e-mailing itself to addresses found on an infected
computer. Some variants contain a backdoor component and perform DoS attacks.
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ms-caro-malware-full:malware-family="Luder"

2008 - A virus that spreads by infecting executable files, by inserting itself into .RAR archive files,
and by sending a copy of itself as an attachment to e-mail addresses found on the infected
computer. This virus has a date-activated, file damaging payload, and may connect to a remote
server and accept commands from an attacker.

ms-caro-malware-full:malware-family="IframeRef"

2008 - A generic detection for specially formed IFrame tags that point to remote websites that
contain malicious content.

ms-caro-malware-full:malware-family="Lovelorn"

2008 - This threat is classified as a mass-mailing worm. A mass mailing email worm is self-
contained malicious code that propagates by sending itself through e-mail. Typically, a mass
mailing email worm uses its own SMTP engine to send itself, thus copies of the sent worm will not
appear in the infected userÕs outgoing or sent email folders. Technical details are currently not
available.

ms-caro-malware-full:malware-family="Cekar"

2008 - This threat downloads and installs other programs, including other malware, onto your PC
without your consent.

ms-caro-malware-full:malware-family="Dialsnif"

2008 - This threat can perform a number of actions of a malicious hackerÕs choice on your PC.

ms-caro-malware-full:malware-family="Conficker"

2008 - A worm that spreads by exploiting a vulnerability addressed by Security Bulletin MS08-067.
Some variants also spread via removable drives and by exploiting weak passwords. It disables
several important system services and security products and downloads arbitrary files.

ms-caro-malware-full:malware-family="LoveLetter"

2009 - A family of mass-mailing worms that targets computers running certain versions of
Windows. It can spread as an e-mail attachment and through an Internet Relay Chat (IRC) channel.
The worm can download, overwrite, delete, infect, and run files on the infected computer.

ms-caro-malware-full:malware-family="VBSWGbased"

2009 - A generic detection for VBScript code that is known to be automatically generated by a
particular malware tool.

ms-caro-malware-full:malware-family="Slammer"

2009 - A memory resident worm that spreads through a vulnerability present in computers running

118



either MSDE 2000 or SQL Server that have not applied Microsoft Security Bulletin MS02-039.

ms-caro-malware-full:malware-family="Msblast"

2009 - A family of network worms that exploit a vulnerability addressed by security bulletin MS03-
039. The worm may attempt Denial of Service (DoS) attacks on some server sites or create a
backdoor on the infected system

ms-caro-malware-full:malware-family="Sasser"

2009 - A family of network worms that exploit a vulnerability fixed by security bulletin MS04-011.
The worm spreads by randomly scanning IP addresses for vulnerable machines and infecting any
that are found

ms-caro-malware-full:malware-family="Nimda"

2009 - A family of worms that spread by exploiting a vulnerability addressed by Microsoft Security
Bulletin MS01-020. The worm compromises security by sharing the C drive and creating a Guest
account with administrator permissions.

ms-caro-malware-full:malware-family="Mydoom"

2009 - A family of massmailing worms that spread through e-mail. Some variants also spread
through P2P networks. It acts as a backdoor trojan and can sometimes be used to launch DoS
attacks against specific Web sites

ms-caro-malware-full:malware-family="Bagle"

2009 - A worm that spreads by e-mailing itself to addresses found on an infected computer. Some
variants also spread through peer-to-peer (P2P) networks. Bagle acts as a backdoor trojan and can
be used to distribute other malicious software.

ms-caro-malware-full:malware-family="Winwebsec"

2009 - A family of rogue security software programs that have been distributed with several
different names. The user interface varies to reflect each variantÕs individual branding

ms-caro-malware-full:malware-family="Koobface"

2009 - A multicomponent family of malware used to compromise computers and use them to
perform various malicious tasks. It spreads through the internal messaging systems of popular
social networking sites

ms-caro-malware-full:malware-family="Pdfjsc"

2009 - a family of specially crafted PDF files that exploits vulnerabilities in Adobe Acrobat and
Adobe Reader. The files contain malicious JavaScript that executes when opened with a vulnerable
program.
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ms-caro-malware-full:malware-family="Pointfree"

2009 - a browser modifier that redirects users when invalid Web site addresses or search terms are
entered in the Windows Internet Explorer address bar

ms-caro-malware-full:malware-family="Chadem"

2009 - A trojan that steals password details from an infected computer by monitoring network
traffic associated with FTP connections.

ms-caro-malware-full:malware-family="FakeIA"

2009 - A rogue security software family that impersonates the Windows Security Center. It may
display product names or logos in an apparently unlawful attempt to impersonate Microsoft
products

ms-caro-malware-full:malware-family="Waledac"

2009 - A trojan that is used to send spam. It also has the ability to download and execute arbitrary
files, harvest e-mail addresses from the local machine, perform denial-of-service attacks, proxy
network traffic, and sniff passwords

ms-caro-malware-full:malware-family="Provis"

2009 - This threat can perform a number of actions of a malicious hackerÕs choice on your PC.

ms-caro-malware-full:malware-family="Prolaco"

2009 - A family of worms that spreads via email, removable drives, Peer-to-Peer (P2P) and network
shares. This worm may also drop and execute other malware.

ms-caro-malware-full:malware-family="Mywife"

2009 - A mass-mailing network worm that targets certain versions of Microsoft Windows. The
worm spreads through e-mail attachments and writeable network shares. It is designed to corrupt
the content of specific files on the third day of every month.

ms-caro-malware-full:malware-family="Melissa"

2009 - A macro worm that spreads via e-mail and by infecting Word documents and templates. It is
designed to work in Word 97 and Word 2000, and it uses Outlook to reach new targets through e-
mail

ms-caro-malware-full:malware-family="Rochap"

2009 - A family of multicomponent trojans that download and execute additional malicious files.
While downloading, some variants display a video from the Web site 'youtube.com' presumably to
distract the user
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ms-caro-malware-full:malware-family="Gamania"

2009 - A family of trojans that steals online game passwords and sends them to remote sites.

ms-caro-malware-full:malware-family="Mabezat"

2009 - a polymorphic virus that infects Windows executable files. Apart from spreading through file
infection, it also attempts to spread through e-mail attachments, network shares, removable drives
and by CD-burning. It also contains a date-based payload that encrypts files with particular
extensions.

ms-caro-malware-full:malware-family="Helpud"

2009 - A family of trojans that steals login information for popular online games. The gathered
information is then sent to remote websites.

ms-caro-malware-full:malware-family="PrivacyCenter"

2009 - a family of programs that claims to scan for malware and displays fake warnings of
'malicious programs and viruses'. They then inform the user that they need to pay money to
register the software in order to remove these non-existent threats.

ms-caro-malware-full:malware-family="FakeRean"

2009 - This family of rogue security programs pretend to scan your PC for malware, and often
report lots of infections. The program will say you have to pay for it before it can fully clean your
PC. However, the program hasnÕt really detected any malware at all and isnÕt really an antivirus or
antimalware scanner. It just looks like one so youÕll send money to the people who made the
program. Some of these programs use product names or logos that unlawfully impersonate
Microsoft products.

ms-caro-malware-full:malware-family="Bredolab"

2009 - A downloader that can access and execute arbitrary files from a remote host. Bredolab has
been observed to download several other malware families to infected computers

ms-caro-malware-full:malware-family="Rugzip"

2009 - A trojan that downloads other malware from predefined Web sites. Rugzip may itself be
installed by other malware. Once it has performed its malicious routines, it deletes itself to avoid
detection.

ms-caro-malware-full:malware-family="Fakespypro"

2009 - A rogue security family that falsely claims that the affected computer is infected with
malware and encourages the user to buy a promoted product it claims will clean the computer.
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ms-caro-malware-full:malware-family="Buzuz"

2009 - A trojan that downloads malware known as 'SpywareIsolator' a rogue security software
program.

ms-caro-malware-full:malware-family="PoisonIvy"

2009 - A family of backdoor trojans that allow unauthorized access to and control of an affected
machine. Poisonivy attempts to hide by injecting itself into other processes

ms-caro-malware-full:malware-family="AgentBypass"

2009 - A detection for files that attempt to inject possibly malicious code into the explorer.exe
process.

ms-caro-malware-full:malware-family="Enfal"

2009 - This threat can perform a number of actions of a malicious hackerÕs choice on your PC.

ms-caro-malware-full:malware-family="SystemHijack"

2009 - A generic detection that uses advanced heuristics in the Microsoft Antivirus engine to detect
malware that displays particular types of malicious behavior.

ms-caro-malware-full:malware-family="ProcInject"

2009 - This threat can perform a number of actions of a malicious hackerÕs choice on your PC.

ms-caro-malware-full:malware-family="Malres"

2009 - A trojan that drops another malware, detected as Virtool:WinNT/Malres.A, into the system.

ms-caro-malware-full:malware-family="Kirpich"

2009 - a trojan that drops malicious code into the system. It also infects two system files; the
infected files are detected as Virus:Win32/Kirpich.A, in the system. This does not constitute virus
behavior for the trojan as it does not infect any other files and therefore does not have any
conventional replication routines. TrojanDropper:Win32/Kirpich.A also disables Data Execution
Protection and steals specific system information.

ms-caro-malware-full:malware-family="Malagent"

2009 - A generic detection for a variety of threats.

ms-caro-malware-full:malware-family="Bumat"

2009 - A generic detection for a variety of threats.
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ms-caro-malware-full:malware-family="Bifrose"

2009 - AÊbackdoor trojan thatÊallows a remoteÊattacker to access the compromised computer and
injects its processes into the Windows shell andÊInternet Explorer.

ms-caro-malware-full:malware-family="Ripinip"

2009 - This threat can give a hacker unauthorized access and control of your PC.

ms-caro-malware-full:malware-family="Riler"

2009 - This threat can perform a number of actions of a malicious hackerÕs choice on your PC.

ms-caro-malware-full:malware-family="Farfli"

2009 - A trojan that drops various files detected as malware into a system. It also has backdoor
capabilities that allow it to contact a remote attacker and wait for instructions.

ms-caro-malware-full:malware-family="PcClient"

2009 - A backdoor trojan family with several components including a key logger, backdoor, and a
rootkit.

ms-caro-malware-full:malware-family="Veden"

2009 - A name used for backdoor trojan detections that have been added to Microsoft signatures
after advanced automated analysis.

ms-caro-malware-full:malware-family="Banload"

2009 - A family of trojans that download other malware. Banload usually downloads Win32/Banker,
which steals banking credentials and other sensitive data and sends it back to a remote attacker.

ms-caro-malware-full:malware-family="Microjoin"

2009 - a tool that is used to deploy malware without being detected. It is used to bundle multiple
files, consisting of a clean file and malware files, into a single executable.

ms-caro-malware-full:malware-family="Killav"

2009 - a trojan that terminates a large number of security-related processes, including those for
antivirus, monitoring, or debugging tools, and may install certain exploits for the vulnerability
addressed by Microsoft Security Bulletin MS08-067

ms-caro-malware-full:malware-family="Cinmus"

2009 - This threat can perform a number of actions of a malicious hackerÕs choice on your PC.
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ms-caro-malware-full:malware-family="MessengerPlus"

2009 - A non-Microsoft add-on for MicrosoftÕs Windows Live Messenger, called Messenger Plus!. It
comes with an optional sponsor program installation, detected as Spyware:Win32/C2Lop.

ms-caro-malware-full:malware-family="Haxdoor"

2009 - a backdoor trojan that allows remote control of the machine over the Internet. The trojan is
rootkit-enabled, allowing it to hide processes and files related to the threat. Haxdoor lowers
security settings on the computer and gathers user and system information to send to a third party

ms-caro-malware-full:malware-family="Nieguide"

2009 - a detection for a DLL file that connects to a Web site and may display advertisements or
download other programs

ms-caro-malware-full:malware-family="Ithink"

2009 - displays pop-up advertisements; it is usually bundled with other applications

ms-caro-malware-full:malware-family="Pointad"

2009 - This program was detected by definitions prior to 1.175.2145.0 as it violated the guidelines by
which Microsoft identified unwanted software. Based on analysis using current guidelines, the
program does not have unwanted behaviors.

ms-caro-malware-full:malware-family="Webdir"

2009 - A Web Browser Helper Object (BHO) used to collect user information and display targeted
advertisings using Internet Explorer browser. Webdir attempts to modify certain visited urls to
include affiliate IDs.

ms-caro-malware-full:malware-family="Microbillsys"

2009 - a program that processes payments made to a billing Web site. It is considered potentially
unwanted software because it cannot be removed from the Add/Remove Programs list in Control
Panel; rather, a user requires an 'uninstall code' before the program can be removed.

ms-caro-malware-full:malware-family="Kerlofost"

2009 - a browser helper object (BHO) that may modify browsing behavior; redirect searches; report
user statistics, behavior, and searches back to a remote server; and display pop-up advertisements.

ms-caro-malware-full:malware-family="Zwangi"

2009 - A program that runs as a service in the background and modifies Web browser settings to
visit a particular Web site
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ms-caro-malware-full:malware-family="DoubleD"

2009 - an adware program that displays pop-up advertising, runs at each system start and is
installed as an Internet Explorer toolbar.

ms-caro-malware-full:malware-family="ShopAtHome"

2009 - A browser redirector that monitors Web-browsing behavior and online purchases. It claims
to track points for ShopAtHome rebates when the user buys products directly from affiliated
merchant Web sites.

ms-caro-malware-full:malware-family="FakeVimes"

2009 - a downloading component of Win32/FakeVimes - a family of programs that claims to scan for
malware and displays fake warnings of 'malicious programs and viruses'. They then inform the
user that they need to pay money to register the software in order to remove these non-existent
threats.

ms-caro-malware-full:malware-family="FakeCog"

2009 - This threat claims to scan your PC for malware and then shows you fake warnings. They try
to convince you to pay to register the software to remove the non-existent threats.

ms-caro-malware-full:malware-family="FakeAdPro"

2009 - a program that may display false and misleading alerts regarding errors and malware to
entice users to purchase it.

ms-caro-malware-full:malware-family="FakeSmoke"

2009 - a family of trojans consisting of a fake Security Center interface and a fake antivirus
program.

ms-caro-malware-full:malware-family="FakeBye"

2009 - A rogue security software family that uses a Korean-language user interface.

ms-caro-malware-full:malware-family="Hiloti"

2009 - a generic detection for a trojan that interferes with an affected userÕs browsing habits and
downloads and executes arbitrary files.

ms-caro-malware-full:malware-family="Tikayb"

2009 - A trojan that attempts to establish a secure network connection to various Web sites without
the userÕs consent.
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ms-caro-malware-full:malware-family="Ursnif"

2009 - A family of trojans that steals sensitive information from an affected computer

ms-caro-malware-full:malware-family="Rimecud"

2009 - A family of worms with multiple components that spreads via fixed and removable drives
and via instant messaging. It also contains backdoor functionality that allows unauthorized access
to an affected system

ms-caro-malware-full:malware-family="Lethic"

2009 - A trojan that connects to remote servers, which may lead to unauthorized access to an
affected system.

ms-caro-malware-full:malware-family="CeeInject"

2009 - This threat has been 'obfuscated', which means it has tried to hide its purpose so your
security software doesnÕt detect it. The malware that lies underneath this obfuscation can have
almost any purpose.

ms-caro-malware-full:malware-family="Cmdow"

2009 - a detection for a command-line tool and violated the guidelines by which Microsoft identified
unwanted software.

ms-caro-malware-full:malware-family="Yabector"

2009 - This trojan can use your PC to click on online advertisements without your permission or
knowledge. This can earn money for a malicious hacker by making a website or application appear
more popular than it is.

ms-caro-malware-full:malware-family="Renocide"

2009 - a family of worms that spread via local, removable, and network drives and also using file
sharing applications. They have IRC-based backdoor functionality, which may allow a remote
attacker to execute commands on the affected computer.

ms-caro-malware-full:malware-family="Liften"

2009 - a trojan that is used to stop affected users from downloading security updates. It is
downloaded by Trojan:Win32/FakeXPA.

ms-caro-malware-full:malware-family="ShellCode"

2009 - A generic detection for JavaScript-enabled objects that contain exploit code and may exhibit
suspicious behavior. Malicious websites and malformed PDF documents may contain JavaScript
that attempts to execute code without the affected userÕs consent.
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ms-caro-malware-full:malware-family="FlyAgent"

2009 - A backdoor trojan program that is capable of performing several actions depending on the
commands of a remote attacker.

ms-caro-malware-full:malware-family="Psyme"

2009 - This threat downloads and installs other programs, including other malware, onto your PC
without your consent.

ms-caro-malware-full:malware-family="Orsam"

2009 - A generic detection for a variety of threats. A name used for trojans that have been added to
MS signatures after advanced automated analysis.

ms-caro-malware-full:malware-family="AgentOff"

2009 - This threat can perform a number of actions of a malicious hackerÕs choice on your PC.

ms-caro-malware-full:malware-family="Nuj"

2009 - a worm that copies itself to fixed, removable or network drives. Some variants of this worm
may also terminate antivirus-related processes.

ms-caro-malware-full:malware-family="Sohanad"

2009 - Worms automatically spread to other PCs. They can do this in a number of ways, including by
copying themselves to removable drives, network folders, or spreading through email.

ms-caro-malware-full:malware-family="I2ISolutions"

2009 - This program was detected by definitions prior to 1.175.2037.0 as it violated the guidelines by
which Microsoft identified unwanted software. Based on analysis using current guidelines, the
program does not have unwanted behaviors.

ms-caro-malware-full:malware-family="Dpoint"

2009 - This program was detected by definitions prior to 1.175.1915.0 as it violated the guidelines by
which Microsoft identified unwanted software. Based on analysis using current guidelines, the
program does not have unwanted behaviors.

ms-caro-malware-full:malware-family="Silly_P2P"

2009 - Worms automatically spread to other PCs. They can do this in a number of ways, including by
copying themselves to removable drives, network folders, or spreading through email.

ms-caro-malware-full:malware-family="Vobfus"

2009 - This family of worms can download other malware onto your PC, including: Win32/Beebone,
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Win32/Fareit, Win32/Zbot. Vobfus worms can be downloaded by other malware or spread via
removable drives, such as USB flash drives.

ms-caro-malware-full:malware-family="Daurso"

2009 - a family of trojans that attempts to steal sensitive information, including passwords and FTP
authentication details from affected computers. This family targets particular FTP applications and
also attempts to steal data from Protected Storage.

ms-caro-malware-full:malware-family="MyDealAssistant"

2009 - This program was detected by definitions prior to 1.175.2037.0 as it violated the guidelines by
which Microsoft identified unwanted software. Based on analysis using current guidelines, the
program does not have unwanted behaviors.

ms-caro-malware-full:malware-family="Adsubscribe"

2009 - This program was detected by definitions prior to 1.175.1834.0 as it violated the guidelines by
which Microsoft identified unwanted software. Based on analysis using current guidelines, the
program does not have unwanted behaviors.

ms-caro-malware-full:malware-family="MyCentria"

2009 - This program was detected by definitions prior to 1.175.2037.0 as it violated the guidelines by
which Microsoft identified unwanted software. Based on analysis using current guidelines, the
program does not have unwanted behaviors.

ms-caro-malware-full:malware-family="Fierads"

2009 - This program was detected by definitions prior to 1.175.2037.0 as it violated the guidelines by
which Microsoft identified unwanted software. Based on analysis using current guidelines, the
program does not have unwanted behaviors.

ms-caro-malware-full:malware-family="VBInject"

2009 - This is a generic detection for malicious files that are obfuscated using particular techniques
to prevent their detection or analysis.

ms-caro-malware-full:malware-family="PerfectKeylogger"

2009 - a commercial monitoring program that monitors user activity, such as keystrokes typed.
MonitoringTool:Win32/PerfectKeylogger is available for purchase at the companyÕs website. It may
also have been installed without user consent by a Trojan or other malware.

ms-caro-malware-full:malware-family="AgoBot"

2010 VOL09 - A backdoor that communicates with a central server using IRC.

128



ms-caro-malware-full:malware-family="Bubnix"

2010 VOL09 - A generic detection for a kernel-mode driver installed by other malware that hides its
presence on an affected computer by blocking registry and file access to itself. The trojan may
report its installation to a remote server and download and distribute spam email messages and
could download and execute arbitrary files.

ms-caro-malware-full:malware-family="Citeary"

2010 VOL09 - A kernel mode driver installed by Win32/Citeary, a worm that spreads to all available
drives including the local drive, installs device drivers and attempts to download other malware
from a predefined website.

ms-caro-malware-full:malware-family="Fakeinit"

2010 VOL09 - A rogue security software family distributed under the names Internet Security 2010,
Security Essentials 2010, and others.

ms-caro-malware-full:malware-family="Oficla"

2010 VOL09 - A familyÊof trojansÊthat attemptÊto injectÊcode intoÊrunning processesÊin orderÊto
downloadÊand executeÊarbitrary files. It may download rogue security programs.

ms-caro-malware-full:malware-family="Pasur"

2010 VOL09 - a name used for backdoor trojan detections that have been added to Microsoft
signatures after advanced automated analysis.

ms-caro-malware-full:malware-family="PrettyPark"

2010 VOL09 - A worm that spreads via email attachments. It allows backdoor access and control of
an infected computer.

ms-caro-malware-full:malware-family="Prorat"

2010 VOL09 - A trojan that opens random ports that allow remote access from an attacker to the
affected computer. This backdoor may download and execute other malware from predefined
websites and may terminate several security applications or services.

ms-caro-malware-full:malware-family="Pushbot"

2010 VOL09 - A detection for aÊfamily of malware that spreads via MSN Messenger, Yahoo!
Messenger,Êand AIMÊwhen commanded by a remote attacker. It contains backdoor functionality
that allows unauthorized access and control of an affected machine.

ms-caro-malware-full:malware-family="Randex"

2010 VOL09 - A worm that scans randomly generated IP addresses to attempt to spread to network
shares with weak passwords. After the worm infects a computer, it connects to an IRC server to
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